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AIDING TERRORISTS: AN EXAMINATION OF 
THE MATERIAL SUPPORT STATUTE 


WEDNESDAY, MAY 5, 2004 

United States Senate, 
Committee on the Judiciary, 

Washington, DC 

The Committee met, pursuant to notice, at 10:08 a.m., in Room 
SD-226, Dirksen Senate Office Building, Hon. Orrin G. Hatch, 
Chairman of the Committee, presiding. 

Present: Senators Hatch, Craig, Leahy, Durbin, and Feingold. 

OPENING STATEMENT OF HON. ORRIN G. HATCH, A U.S. 

SENATOR FROM THE STATE OF UTAH 

Chairman Hatch. I think we will begin the hearing. I think 
every American would agree that our government continues to face 
an unprecedented challenge. On September 11, 2001, we suffered 
a devastating attack on American soil that resulted in the 
unprovoked and tragic death of well over 3,000 of our fellow citi- 
zens. The Bush administration responded in a decisive and careful 
manner, as we did here in Congress. 

One of the key actions this Committee took was to write, pass, 
and oversee the PATRIOT Act and other laws that provide the 
tools, information, and resources necessary to combat terrorist 
threats. As equally important, this Committee took the responsi- 
bility of overseeing the application of these laws. 

This is part of our continuing bipartisan series of hearings exam- 
ining the effectiveness of current laws aimed at protecting America 
from terrorism. One of this Committee’s challenges is to ask wheth- 
er additional tools and oversight are needed as we evaluate the 
adequacy of current laws, including the PATRIOT Act’s impact on 
our security, privacy, and civil liberties. I would like to thank my 
colleague, Senator Leahy, as well as other members of this Com- 
mittee for their cooperation in conducting these important hear- 
ings. I also want to express my appreciation to the men and women 
in the Justice Department who are leading this Nation’s vital ef- 
forts to prevent terrorism, and I look forward to hearing the De- 
partment’s witnesses today and their views. 

Two of the Justice Department’s most respected prosecutors re- 
cently represented the Department of Justice at a Judiciary Com- 
mittee field hearing in my home State of Utah. Deputy Attorney 
General James Comey and U.S. Attorney Paul Warner provided 
very thoughtful testimony on how the anti-terrorism statutes are 
being implemented. 

( 1 ) 
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Prior to the enactment of the 2001 law, uncertainty existed as to 
whether the ban on giving material support to terrorists by U.S. 
citizens included expert advice and assistance applied to acts occur- 
ring outside the United States. We fixed that uncertainty with Sec- 
tion 805, which also strengthened the prior material support ban 
by, one, adding to the list of underlying terrorist crimes; two, mak- 
ing it clear that material support includes all types of monetary in- 
struments and activities; and three, enhancing penalties for those 
convicted of providing material support to terrorists. 

The law has enabled prosecutors to stop a number of terrorist 
plots, and this law has facilitated the prosecution and conviction of 
several terrorist cells and many individuals throughout our coun- 
try. In one of the first cases using this new provision, six U.S. citi- 
zens who lived near Buffalo, New York, were convicted for pro- 
viding support or resources to terrorists by participating in a weap- 
ons training camp at an A1 Qaeda terrorist training camp in Af- 
ghanistan. In March, Section 805 enabled the successful convic- 
tions of terrorists in Virginia who aided the Taliban. And currently, 
Section 805 is allowing the prosecution of a graduate student in 
Idaho charged with aiding terrorist groups devoted to waging jihad 
against Russia and Israel. I think this Committee can be justifiably 
proud of writing and passing Section 805. 

Of course, I am aware that some people are concerned that, at 
some point in the future, one of the as-yet-unused material support 
provisions might be misused. I am opposed to any misuse of the 
provisions, as anyone else. 

I am also mindful that on two separate occasions, once in the 
Ninth Circuit and most recently in a California district court, this 
statute has been found to be vague. It is unfortunately the case the 
courts in the Ninth Circuit are often not the best barometer of con- 
stitutionality. I look forward to learning more about this litigation 
today and I am pleased to read that the Department is open to 
making any necessary refinements or additions to this particular 
section of the statute. 

I hope that this hearing will both bring to light the very real suc- 
cesses stemming from the PATRIOT Act’s terror-fighting tools as 
well as to provide the Committee an opportunity to share construc- 
tive suggestions for clarifying the Act, if necessary, and I know that 
our witnesses will share those things with us today. 

I know that everyone on this Committee shares the common goal 
of protecting our country from additional terrorist attacks, and I 
believe we are all committed to achieving that goal with complete 
respect for the fundamental freedoms that all of us as American 
people come to appreciate and to expect. 

This Committee has an historical tradition of examining, debat- 
ing, and resolving some of the most important legal and policy 
issues that have been presented to Congress. We are once again 
faced with an important task that will have a profound effect on 
our country’s security and liberty. As we face the reauthorization 
of the PATRIOT Act next year, by the end of next year, I know we 
will be up to the task, and it is going to be because of excellent wit- 
nesses like we have today who will help us to understand these 
things more. We appreciate your taking time. We appreciate your 
being here and we look forward to your testimony. 
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[The prepared statement of Senator Hatch appears as a submis- 
sion for the record.] 

With that, I will turn to our Democrat leader on the Committee, 
Senator Leahy. 

STATEMENT OF HON. PATRICK J. LEAHY, A U.S. SENATOR 
FROM THE STATE OF VERMONT 

Senator Leahy. Thank you, Mr. Chairman. I am glad to have 
this long-awaited continuation of the series of oversight hearings 
that we started last year on the USA PATRIOT Act. It is the first, 
really, oversight hearing of any kind we have had this year and I 
welcome it and I welcome our distinguished witnesses. 

I thank the Chairman for scheduling this at a time when wit- 
nesses on all sides could be heard. This is a complex issue and 
sometimes we have a time when we can hear one side or the other. 
Of course, it is a lot better if we can hear all the sides. 

We are still waiting for Attorney General Ashcroft to appear be- 
fore this Committee. He made a brief appearance and told us it 
could only be brief on March 4 of last year. I know he has been 
hospitalized, but I think of how this Committee used to bring his 
predecessor up here and see her almost every other day because 
one or another member of the Committee, including, at that time, 
then-Senator Ashcroft, wanted to ask her questions, ask the AG 
questions. I know the Attorney General was hospitalized for a med- 
ical condition, but he did return to work 2 months ago. He has had 
a number of press conferences around the country, and I wish he 
would find time to come by this Committee, so we could at least 
give Americans the impression that we really are carrying out our 
oversight duties. 

In that regard, if there is anybody here from the Justice Depart- 
ment other than our distinguished witnesses, if you might, I am 
sure you still have the same address down there. Check on some 
of the dozens of letters that have been sent to you by myself and 
by Republican members and other Democratic members of this 
Committee that seem to go into the lost letter division down there. 
Feel free to answer them. Our address remains the same, U.S. Sen- 
ate, Washington, D.C. I have a listed number. Feel free to call if 
you would like to answer. I would love to do it while the adminis- 
tration is still here. 

We are also still working on a time to hear FBI Director Mueller. 
I understand that he was available to testify next Wednesday, but 
we cannot do it that day because Secretary Ridge is unavailable. 
I would like to hear from the FBI Director: after all, we have direct 
oversight over his agency. Let us hear from him. There seems to 
be this feeling that you have to have people testify in tandem. The 
FBI Director is the FBI Director. He is not Director of Homeland 
Security. The Homeland Security Director is the Homeland Secu- 
rity Director, he is not the Director of the FBI. We should not have 
to wait until they can both be here like ventriloquists or something. 
We ought to be able to hear them separately. 

If we cannot have a hearing next week with the FBI Director be- 
cause the Homeland Security Director is not available, then maybe 
we could hold a hearing on the administration’s claim that it can 
designate United States citizens as enemy combatants and hold 
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them incommunicado without charges. We see the Hamdi and 
Padilla cases working themselves all the way up to the Supreme 
Court — they will be decided by that Court within the next two 
months and we have not found time to do any oversight on the 
issue ourselves. 

I have also asked the Chairman to hold a hearing on the re- 
ported abuse of prisoners by Americans in Iraq. Given the wide- 
ranging jurisdiction of this Committee over civil liberties and pris- 
ons, the reported role of civilian contractors, our role in enactment 
of the Military Extraterritorial Jurisdiction Act, and the lack of 
Congressional oversight, I think we need to act. 

It is amazing to me that the Bush administration has known 
about these atrocious things in the prisons of Iraq for 5 months 
and never said a word to either the Republican leadership or the 
Democratic leadership of the House or the Senate. They knew 
about it for 5 months, and then when the press reports it, they said 
they are shocked. They are appalled. Well, I think all Americans 
are shocked and appalled and the very, very brave American men 
and women who are fighting in Iraq and following the rules, and 
following our traditions and doing what they are supposed to do 
are equally shocked and appalled. 

But the administration has known about this for 5 months and 
they only become shocked when the press reports it. In fact, they 
asked the press to hold off reporting it for a couple of weeks. Now, 
I realize by not allowing it to come out until the time they did, it 
did not interrupt campaign schedules. But this should go way be- 
yond campaign schedules. We have created a horrendous problem 
for ourselves in the Middle East and a horrendous problem for the 
next time, God forbid, an American soldier is captured. 

And to keep it well hidden from everybody, including — and 
maybe it is an example of what happens in this Congress — we don’t 
do oversight and maybe the White House knows they have such a 
complacent Congress that we will never ask questions, so why 
bother to volunteer any answers? 

But it is the height of hypocrisy for anybody in the chain of com- 
mand in this administration to stand up and say they are shocked 
because it became public when it is something they have known 
about for 5 months, and never once did they express that shock to 
the people they are supposed to respond to. 

Now, back to the focus of this morning’s hearing. We have two 
criminal statutes that have come under fire in the Federal courts. 
Sections 2339A and 2339B of title 18 prohibit the provision of ma- 
terial support to terrorists and to designated foreign terrorist orga- 
nizations. Since the 9/11 attacks, these statutes have become the 
weapon of choice for domestic anti-terrorism prosecution efforts. 
But with the increased use of these statutes, some problems have 
come to light. 

For example, several courts have held parts of the definition of 
material support to be unconstitutionally vague, and the Chairman 
has referred to that. Other courts have raised questions about the 
level of intent required to obtain a conviction. Many have expressed 
justifiable concern that the statutes impose guilt by association. We 
all know that was rejected by the Supreme Court decades ago dur- 
ing the McCarthy era. 
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There have been other problems raised, as well. Former Assist- 
ant Attorney General Viet Dinh, who has been a staunch defender 
of the PATRIOT Act, has recognized a need to clarify the material 
support laws to avoid government overreaching. In January 2004, 
he said, quote, “I think we can all agree that there are certain core 
activities that constitute material support for terrorists which 
should be prohibited and others which would not be prohibited. 
Congress needs to take a hard look and draw the lines very clearly 
to make sure that we do not throw out the baby with the 
bathwater,” close quote. This hearing should give us a chance to 
discuss where those lines should be drawn. 

Thank you, Mr. Chairman. 

[The prepared statement of Senator Leahy appears as a submis- 
sion for the record.] 

Chairman Hatch. Thank you, Senator. 

I, too, have been very upset and disturbed by what has happened 
over in Iraq and am happy that the Intelligence Committee is hold- 
ing a hearing today that I will attend. 

Senator Leahy. A closed-door hearing. 

Chairman Hatch. Well, I agree, but it is a very important hear- 
ing. And then the Armed Services Committee is very strongly look- 
ing into it and I think will hold hearings on this. I am not objecting 
to hearings in this Committee, but we are going to have to see 
what our jurisdiction is before — I have to be satisfied to that before 
we do anything along those lines. But I am hopeful that at least 
those two Committees in the Senate will get to the bottom of this, 
and I hope that the people who committed these atrocities will be 
punished severely for them. 

Senator Leahy. If I might, Mr. Chairman, I absolutely agree 
with you in saying the people who did this should be punished, be- 
cause the vast majority of the American men and women who are 
over there putting their lives on the line do follow the rules. What 
bothered me is that this Congress, both the Republican and Demo- 
cratic leadership, was never told about something that we should 
have been told about. The question comes to my mind, are there 
other things we haven’t been told about? And I have a terrifying 
suspicion that what we have seen is only the tip of the iceberg and 
the rest has been held back. 

Chairman Hatch. I hope you are wrong, Senator — 

Senator Leahy. I do, too. 

Chairman Hatch. — but assuming that you are wrong, what has 
happened is unjustifiable under any circumstances. Americans and 
our military are certainly not the type of people who would do 
things like this ordinarily. So this has been a terrible, terrible 
chapter and a very difficult time for, I think, the world and our 
country, as well. I think we have got to get to the bottom of it and 
we will. 

I am pleased to have our first panel of witnesses here today. I 
am pleased to have Christopher Wray, who is the Assistant Attor- 
ney General of the Criminal Division in the Department of justice; 
Hon. Dan Bryant, who is the Assistant Attorney General of the Of- 
fice of Legal Policy at the Department of Justice; and finally we are 
going to hear from Gary Bald, Assistant Director of the 
Counterterrorism Division at the Federal Bureau of Investigation. 
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We really appreciate all three of you being here and appreciate 
the Department of Justice in sending so many of its representa- 
tives to join us today, those who really do have expert opinions and 
information on this matter and we look forward to hearing your 
testimony today. 

We will start with you, Mr. Wray. 

STATEMENT OF CHRISTOPHER A. WRAY, ASSISTANT ATTOR- 
NEY GENERAL, CRIMINAL DIVISION, DEPARTMENT OF JUS- 
TICE, WASHINGTON, D.C. 

Mr. Wray. Mr. Chairman, Senator Leahy, members of the Com- 
mittee, thank you for asking the three of us here today. I am 
pleased to discuss with you the importance of the material support 
statutes in our efforts to prevent future terrorist attacks. 

We have scored key victories. Since September 11, we have 
charged 310 defendants with criminal offenses as a result of ter- 
rorism investigations. One hundred seventy-nine of those have al- 
ready been convicted. We have broken up terrorist cells in Buf- 
falo — 

Chairman Hatch. How many did you say you have charged? 

Mr. Wray. We have charged 310 with criminal offenses that 
arise directly out of terrorism investigations. 

Chairman Hatch. And 170 — 

Mr. Wray. And 179 have been convicted thus far. 

Chairman Hatch. They have actually been convicted of terrorist 
activities? 

Mr. Wray. Yes, sir, and we have — a number of the other cases 
are, of course, pending at this time. We also have a wide geo- 
graphic scope. We have broken up terrorist cells in Buffalo, Char- 
lotte, Portland, and Northern Virginia. We are dismantling the ter- 
rorists’ financial network. One hundred thirty-six million dollars 
have been frozen in 660 accounts around the world. 

But the recent tragedy in Madrid was yet another grim reminder 
that our enemies continue to plot catastrophic attacks. Several 
weeks after that, British authorities arrested nine suspects and 
seized half a ton of ammonium nitrate fertilizer. And just a few 
weeks ago, Osama bin Laden urged A1 Qaeda and its supporters 
to continue their terrorist attacks against the United States. 

The Department’s top priority is to prevent terrorist attacks. Be- 
cause our adversaries not only accept, but glorify killing themselves 
in the course of attacking innocent people, we cannot and will not 
limit our role to simply picking up the pieces after terrorist attacks. 
Our offensive strategy targets both the perpetrators of violence and 
those who give them material support. 

The chronology of a terrorist plot, I think, is best understood as 
a continuum from idea to planning to preparation to execution and 
attack, and the material support statutes enable us to strike earlier 
and earlier on that continuum. We would much rather catch a ter- 
rorist with his hands on a check than on a bomb. 

The statutory definition of material support indicates the 
breadth of resources that terrorists need. They need weapons, obvi- 
ously, but they also need the money to buy them, the training to 
use them, and the personnel to wield them. Furthermore, while 
planning their attacks, they need housing, expert advice on targets 
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and methods, means of transportation, and documents to cross bor- 
ders. 

Of course, the material support statutes also allow us to pros- 
ecute those who actually seek to commit violence. Members of a cell 
in Lackawanna, New York, as you mentioned, Mr. Chairman, at- 
tended a terrorist training camp in Afghanistan and pleaded guilty 
to material support charges and have all agreed to cooperate. They 
are serving prison terms ranging from eight to 10 years. Members 
of another cell in Portland, Oregon, tried to travel to Afghanistan 
after September 11 to fight with the Taliban, and after being 
charged with conspiring to provide material support, they pleaded 
guilty to seditious conspiracy and IEEPA violations and were sen- 
tenced to terms ranging from seven to 18 years. 

Tens of thousands have attended camps to learn skills like bomb- 
making and covert communications, and it is very difficult to know 
when and how they may go operational. Nor should we wait to find 
out. The material support statutes enable us to take these defend- 
ants off the streets, into court, and on to prison. These statutes 
also allow us to disrupt earlier stages of terrorist plots by pursuing 
those who support the front-line killers. 

For example, Iyman Faris extended airline tickets and surveyed 
a potential target for A1 Qaeda. He was recently sentenced to 20 
years for providing material support. In March in San Diego, two 
other men plead guilty to providing material support to A1 Qaeda. 
They sought to buy missiles to sell in turn to A1 Qaeda associates. 
Each of them faces up to 15 years in prison for this offense. 

And, of course, terrorist supporters can also provide money itself. 
For example, we uncovered a group in Charlotte, North Carolina, 
that used the proceeds of a cigarette smuggling ring to fund 
Hezbollah. The lead defendant in that case was convicted of 16 
counts, including material support, and was sentenced to 155 years 
in prison. 

Terrorist financiers also conceal their activity through front orga- 
nizations. For example, in Tampa, former professor Sami Al-Arian 
faces material support charges for allegedly serving as a leader of 
the Palestinian Islamic Jihad, sometimes called PIJ, and PIJ, as 
the Committee may know, has killed over 100 people, including 
U.S. citizens. 

Terrorists themselves have voiced frustration at the success of 
our efforts thus far to cut off their funds. I keep coming back to 
the example of Jeffrey Battle, who is a member of the Portland cell, 
who in a recorded conversation that Mr. Bald’s colleagues at the 
FBI picked up, complained, and I am quoting now, “We don’t have 
support. Everybody is scared to give up any money to help us be- 
cause that law that Bush wrote about, everybody is scared. He 
made a law that says, for instance, I left out of the country and 
I fought, right, but I wasn’t able to afford a ticket but you bought 
my plane ticket. You gave me the money to do it, and by me going 
and me fighting, by this new law, they can come and take you and 
put you in jail.” 

Battle was right. His ex-wife, who knowingly helped fund his 
travel to fight in Afghanistan, was prosecuted, pleaded guilty, and 
is now in prison, like Battle himself. 
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We also know that our pursuit of terrorist financiers can lead to 
the conviction of the violent terrorists themselves. As I noted ear- 
lier, members of a cell just across the river in Northern Virginia 
were recently convicted of providing material support. In her opin- 
ion, Judge Brinkema quoted a report admitted into evidence that 
was written by a fundraiser for Benevolence International Founda- 
tion, or BIF, which I think, as Senator Durbin knows, is an Islamic 
charity in Chicago. This fundraiser had been invited, the evidence 
showed, to observe the Virginia cell members’ military-style train- 
ing, and he praised their fervor and their training in his report. 

This report first came to the attention of investigators in Chi- 
cago, who suspected BIF of diverting charitable contributions to 
terrorist organizations. They forwarded the report to the Depart- 
ment and to Federal prosecutors in Virginia. The result is that in 
Chicago, the BIF director pleaded guilty to racketeering conspiracy, 
admitting that donors were misled into believing that their dona- 
tions would be supporting peaceful causes when they weren’t. He 
was sentenced to over 11 years in prison. 

In Virginia, nine defendants on the other end have been con- 
victed of offenses arising out of their jihad training. The relation- 
ship between these two cases and between these two investigations 
illustrates the proactive strategy that the Department is pursuing 
and needs to pursue to win the war on terror. 

Mr. Chairman, I thank you again for inviting us here and giving 
us the opportunity to discuss how the material support statutes are 
being used to fight terrorism, and after you hear from my col- 
leagues, Mr. Bryant and Mr. Bald, I would be happy to respond to 
any questions you or the other members may have. 

Chairman Hatch. Thank you, Mr. Wray. 

[The prepared statement of Mr. Wray appears as a submission 
for the record.] 

Chairman Hatch. We will turn to Mr. Bryant now. 

STATEMENT OF DANIEL J. BRYANT, ASSISTANT ATTORNEY 

GENERAL, OFFICE OF LEGAL POLICY, DEPARTMENT OF JUS- 
TICE, WASHINGTON, D.C. 

Mr. Bryant. Good morning, Mr. Chairman and distinguished 
members of the Committee. Thank you for the opportunity to join 
you to discuss recent court decisions concerning the material sup- 
port statutes and to offer some ideas for improving those important 
statutes. 

A critical aspect of the Department’s strategy for fighting and 
winning the war against terrorism is preventing and disrupting 
terrorist attacks before they occur, and the material support stat- 
utes are an invaluable tool for prosecutors seeking to bring charges 
against and incapacitate terrorists before they are able to cause 
death and destruction. 

As this Committee is well aware, there has been recent litigation 
involving certain provisions of the material support statutes. In my 
testimony today, I will review some concerns expressed by courts 
a bout various aspects of the material support statutes, concerns 
that, unfortunately, may interfere in the future with the Depart- 
ment’s ability to prosecute those providing vital assistance to ter- 
rorists and terrorist organizations. I will then discuss the Depart- 
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ment’s response to these concerns and some ways that Congress 
might consider addressing them. Finally, I will briefly suggest a 
couple of other ideas for improving the material support statutes. 

Some courts have found key terms in the material support stat- 
utes’ definition of material support or resources to be unconsti- 
tutionally vague, potentially undermining the Department’s ability 
to prosecute those supplying assistance to terrorists or terrorist or- 
ganizations. 

The Ninth Circuit, for instance, has held that the terms “per- 
sonnel” and “training” in the definition of material support or re- 
sources are void for vagueness under the First and Fifth Amend- 
ments because they bring within their ambit constitutionally pro- 
tected speech and advocacy. The Ninth Circuit has specifically ex- 
pressed the concern that an individual who independently advo- 
cates the cause of a terrorist organization could be seen as sup- 
plying that organization with personnel, and thus has concluded 
that the term “personnel” could be construed to include unequivo- 
cally pure speech and advocacy protected by the First Amendment. 

Likewise, the Ninth Circuit has asserted that the term “training” 
could be interpreted by reasonable people to encompass First 
Amendment protected activities, such as instructing members of 
foreign terrorist organizations on how to use humanitarian and 
international human rights laws to seek the peaceful resolution of 
conflicts. Applying this Ninth Circuit precedent, the United States 
District Court for the Central District of California recently held 
the term “expert advice or assistance” in the definition of material 
support or resources to be impermissibly vague. 

The Justice Department respectfully disagrees with these deci- 
sions holding key terms in the definition of material support or re- 
sources to be unconstitutionally vague, and is either pursuing or 
contemplating whether to pursue further judicial review in these 
cases. 

The Department, for example, has filed a petition for rehearing 
en banc with the Ninth Circuit, asking that the court reconsider 
the decision of the three-judge panel finding the terms “personnel” 
and “training” to be unconstitutionally vague. In its petition, the 
Department has pointed out that the term “personnel” has a dis- 
cernible and specific meaning found in basic dictionary definitions 
of the word. It describes those working under the direction or con- 
trol of a specific entity. 

As a result, independent advocacy of a designated foreign ter- 
rorist organization’s interests or agenda falls outside the scope of 
the statutes’ coverage. Just as one independently extolling the vir- 
tues of McDonald’s hamburgers is not supplying personnel to the 
restaurant chain, neither is one independently advocating on behalf 
of a foreign terrorist organization supplying personnel to the orga- 
nization. 

Likewise, the Department has argued in its petition for rehear- 
ing en banc that the term “training” is not unconstitutionally 
vague. The material support statutes unequivocally prohibit per- 
sons within the United States or subject to its jurisdiction from 
providing any form of training to terrorists or to designated foreign 
terrorist organizations, and again, the word “training” is a common 
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term in the English language, a clear definition of which can be 
found in any dictionary. 

The Department is also currently considering whether to appeal 
to the Ninth Circuit the Central District of California’s decision 
holding the term “expert advice or assistance” to be impermissibly 
vague. As the Department argued in the district court in that case, 
the Department does not believe that the meaning of the term “ex- 
pert advice or assistance” is insufficiently clear. Expertise is a fa- 
miliar concept both in the law and to those outside of the legal pro- 
fession. Rule 702 of the Federal Rules of Evidence, for example, de- 
fines “expert testimony” to be testimony based on scientific, tech- 
nical, or other specialized knowledge. 

To be absolutely clear, the Department believes that the terms 
“personnel,” “training,” and “expert advice or assistance,” as they 
are used in the material support statutes, are not unconstitution- 
ally vague and should not need further clarification in order to 
withstand constitutional scrutiny. Even so, given the court deci- 
sions reviewed above, which, if not overturned, threaten to hamper 
the Department’s ability to prosecute those who provide assistance 
to foreign terrorist organizations, Congress may wish to consider 
amending the material support statute to provide more specific 
definitions of “personnel,” “training,” and “expert advice or assist- 
ance.” 

Similarly, in light of the reservations expressed by some courts 
that the material support statutes could be interpreted to prohibit 
activities protected by the First Amendment, Congress may wish to 
consider amending the statute to make it absolutely clear that the 
statute should not be construed so as to abridge the exercise of 
First Amendment rights. 

In addition, if Congress were to revise the material support stat- 
utes to respond to these court decisions, there are at least two defi- 
ciencies with the current statutory language that Congress might 
also well consider addressing. First, at present, the material sup- 
port statutes reach a limited number of situations where material 
support or resources are provided to facilitate the commission of 
terrorism. Title 18 U.S.C. §2339A currently forbids the provision of 
material support or resources for only certain Federal crimes likely 
to be committed by terrorists, but not others. Consequently, the De- 
partment would support clarifying the scope of the statute to en- 
sure that all terrorist attacks are covered, and we would be happy 
to work with Congress toward that end. 

In addition, Congress may wish to consider revising the defini- 
tion of material support or resources. The types of property and 
services specifically enumerated in this definition potentially may 
not include all of the possible types and forms of support that could 
be given to terrorists or to foreign terrorist organizations. 

For this reason, the Department would support refining the defi- 
nition to encompass any tangible or intangible property, or service, 
while at the same time maintaining the current statutory exemp- 
tions for medicine and religious materials. Such a refinement 
would heighten the efficacy of the material support statutes and 
make it less likely that an individual prosecuted in the future for 
providing property or services to a terrorist or a foreign terrorist 
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organization would be able to take advantage of any lack of clarity 
in the statutes. 

Thank you, Mr. Chairman and members of the Committee, and 

I look forward to answering your questions. 

Chairman Hatch. Thank you, Mr. Bryant. 

[The prepared statement of Mr. Bryant appears as a submission 
for the record.] 

Chairman Hatch. Mr. Bald, we will turn to you. 

STATEMENT OF GARY M. BALD, ASSISTANT DIRECTOR, 

COUNTERTERRORISM DIVISION, FEDERAL BUREAU OF IN- 
VESTIGATION, DEPARTMENT OF JUSTICE, WASHINGTON, 

D.C. 

Mr. Bald. Good morning and thank you, Mr. Chairman, Senator 
Leahy, for inviting me here to speak to you today on the impor- 
tance of the material support statutes to the FBI’s investigative ef- 
forts in the counterterrorism program. 

Since 9/11, the FBI’s counterterrorism program has made com- 
prehensive changes to meet its primary mission of detecting, dis- 
rupting, and defeating terrorist operations before they occur. We 
have spent the last two-and-a-half years transforming operations 
and realigning resources to meet the threats of the post-September 

II environment. 

As a part of this transformation, the FBI has undertaken a num- 
ber of initiatives to improve information sharing and coordination 
with our National and international partners. We are committed to 
the interagency partnerships we have forged through our Joint Ter- 
rorism Task Forces. Likewise, we are committed to fostering inter- 
national partnerships and recognize the critical role that they play 
in our ability to develop actionable intelligence. To be fully success- 
ful, however, these partnerships must have the legal tools nec- 
essary to investigate the entire range of terrorist activities, includ- 
ing the provision of material support. 

To prevent terrorist attacks, we need to be able to dismantle the 
entire terrorist network, from those that actually pull the cord on 
a suicide vest, to those who train the person making the bomb, to 
those who raise the money and facilitated the planning of the at- 
tack. By aggressively attacking the entire network, we maximize 
our ability to disable the networks on which successful terrorist op- 
erations depend. 

To accomplish this goal, we need the means to neutralize persons 
who occupy positions within the terrorist organizational structure 
but are also at a distance from the actual terrorist attacks them- 
selves. The material support statutes, as broadened by the USA 
PATRIOT Act, are a vital component of our investigative and pre- 
ventative efforts, targeting the support and resource needs of ter- 
rorist networks. 

Post-9/11, the FBI’s main focus has been on preventing the next 
attack. In order to accomplish this mission, we must be able to 
identify and disrupt and dismantle what we refer to as “sleeper 
cells” present in the United States. Once we identify these groups 
and their members, we must be able to take proactive measures to 
ensure that their future plans are no longer viable. We must be 
able to take appropriate law enforcement action to put them out of 
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commission, either through the appropriate material support stat- 
utes or other criminal violations or by using immigration laws to 
deport them. 

The terrorists who pose the most imminent danger to the United 
States today are those that facilitate financial transactions through 
clean bank accounts and other monetary systems, those that pro- 
vide weapons and tactical training, those that recruit new members 
for terrorist organizations, those that set up safe and secure Inter- 
net accounts for facilitation of communication, those that provide 
safe havens to other terrorists, those that provide expert advice on 
U.S. targets and how to attack those targets, those that manufac- 
ture and procure identity documents, those that facilitate and pro- 
vide transportation and other logistical duties, and finally, those 
individuals who have actually traveled overseas to attend A1 Qaeda 
and other terrorist training camps and provide instruction on how 
to make bombs, surveil a target, and other terrorist trade craft, 
and have returned now to the United States to await further oper- 
ational direction. 

Mr. Chairman, I will skip the portions of my written for-the- 
record statement that deal with specific successes that we have 
had, many of which were detailed by Mr. Wray previously, and I 
will be happy to answer any questions that you might have. 

Chairman Hatch. Thank you, and we will put all full statements 
in the record as if delivered. 

[The prepared statement of Mr. Bald appears as a submission for 
the record.] 

Chairman Hatch. Let me begin with you, Mr. Wray. In your 
written testimony, you describe the danger we face from sleeper 
agents, individuals who attended terrorist training camps and then 
entered our country where they keep a low profile until the day 
that they become operational. In light of the fact that there may 
have been tens of thousands around the world who received such 
training in the camps, I am deeply concerned that there may be a 
number of sleepers in the United States right now. 

If you were to locate a person who had traveled from some other 
country to a terrorist camp where he received months, if not years 
of training in things like bombs, bioterror, and conducting terrorist 
operations and then took up residence in the United States, and 
even if he made no explicit threats against our country, do the stat- 
utes we have been discussing today provide law enforcement with 
all the legal tools that are necessary in order to incapacitate such 
a person? 

Mr. Wray. Mr. Chairman, I think you have kind of put your fin- 
ger on a significant concern that I think we all have. I think that 
my guess is that most Americans would think that an individual 
found within the United States fitting the profile that you have de- 
scribed should be behind bars. The truth is, it may be harder than 
most people would expect for us to put him there. 

And while the sort of person you describe is regarded as ex- 
tremely dangerous and not someone we would want walking the 
streets, it may be more difficult than people would expect or that 
I believe Congress intended for us to make a case against such a 
person, because training to commit terror under certain cir- 
cumstances may not be a crime, which just stands logic on its head. 
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And, of course, a sleeper by definition is someone who has, in ef- 
fect, gone to sleep, is in a sort of dormant wait-and-see kind of 
mode, and if the person has been well trained in covert communica- 
tions and operational discipline, it may be very hard to — even if we 
know the person, for example, has been in a terrorist training 
camp in the past, to identify something right here, right now that 
the person is actually doing. They may be waiting for a message, 
for a signal, that kind of thing. 

Analyzing our options, our starting point would always be the 
material support statutes, in particular whether the camp that that 
person might have been at was associated with something like A1 
Qaeda and whether we might be able to charge 2239B, providing 
material support to a foreign terrorist organization. 

But we still have to prove that the sleeper did something that 
qualified as providing material support, and usually, we would go 
in the direction of showing that the person provided himself as per- 
sonnel. The person went and trained in a terrorist training camp, 
intending to conduct terrorist activities. But even in the Ninth Cir- 
cuit, especially in the Ninth Circuit, that and all the people who 
live in that circuit, that is a risky option now in light of some of 
these court cases. We think the court got it wrong, but that is a 
problem in that district, I mean, that circuit now. 

Assuming we got over those hurdles, though, we still have the 
issue of looking for — it may often be that the information that links 
the person to the kinds of acts that would get us over the hump 
are often foreign intelligence information that is of such a sensi- 
tivity that even with the protections of CIPA, the Classified Infor- 
mation Procedures Act, we can’t use it because of agreements with 
the Foreign Intelligence Service and that sort of thing. 

So even leaving all those aside, we may be able to deport the per- 
son under the immigration laws, and while that should give us 
some comfort, the fact is, if we go that route, the person is removed 
to another country and turned loose there and we have no ability 
to make sure that they are not engaged in further terrorist activity. 

Chairman Hatch. Thank you. Mr. Bryant, let me just ask you 
this question. Some people are concerned that prosecutors might 
use this section against completely innocent people who, through 
no fault of their own, donate money or other resources to an organi- 
zation they would have no reason to believe is a foreign terrorist 
organization. 

The Ninth Circuit’s opinion quoted my statement upon introduc- 
tion of the Senate conference report as proof that Congress in- 
tended that there be a scienter requirement in the statute. The 
court defined the term, quote, “knowingly” in 18 U.S.C. 2239B to 
mean that the government must prove that the defendant either, 
one, knew of the organization’s designation as a terrorist organiza- 
tion, or two, knew of the unlawful activities of that organization. 

Do you think that Congress needs to clarify the scienter require- 
ment in the statute, and if so, do you think that the Ninth Circuit’s 
approach is the correct way to define the scienter requirement? 

Mr. Bryant. Thank you, Senator. We think that Congress may 
do well to clarify the scienter requirement after the Ninth Circuit’s 
decision in Humanitarian Law Project v. Department of Justice in 
December of last year. The reason for that, as you have laid out, 
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is that the scienter requirement articulated by the court in that 
case is not what we think is appropriate under Section 2239B. That 
is, the court there held that a defendant either needed to know of 
the designation of the foreign terrorist organization, or have knowl- 
edge of the underlying activities that gave rise to the designation 
made by the Secretary of State. 

Those underlying activities are often classified, known only to a 
small number of people that participate with the Secretary in the 
designation order. As a consequence, we think that is an unduly 
burdensome scienter requirement that the government would be 
hard-pressed to meet. 

As a consequence, we think, and we have argued as such in our 
petition for rehearing en banc in the Ninth Circuit, that the 
scienter requirement should be understood to require either knowl- 
edge of the designation of the foreign terrorist organization or 
knowledge that that organization participates in terrorist activities. 

Chairman Hatch. Thank you. Senator Leahy, my time is up. 

Senator Leahy. Thank you, Mr. Chairman. 

We had extensive notice of this hearing, actually not just for 
weeks but for months, but for some reason, we didn’t receive the 
administration’s testimony until late last night. We would be happy 
to drive down and pick up these things if you are having trouble 
getting stuff through the mail, or we also have fax machines, too. 
So I will send — this seems to be the rule, not the exception for the 
Department of Justice. I will send you detailed questions on that, 
but let me ask you a couple of questions. 

Mr. Wray, perhaps you can answer this. What actions has the 
Department of Justice taken with respect to investigating and pos- 
sibly prosecuting criminal conduct by American civilians at the Abu 
Ghraib prison in Iraq or at any of the other places where the ad- 
ministration has evidence, and the administration does have evi- 
dence, of other torture that has not been made public yet? What 
actions have you taken? 

Mr. Wray. Senator Leahy, my principal awareness of the abuse 
that you are describing, that you are referring to, is through the 
news media, and like you and like so many others, obviously I de- 
plore any mistreatment — 

Senator Leahy. Sure. I know you do, and I don’t question that. 

Mr. Wray. I just think it is — 

Senator Leahy. What steps have you taken since you heard 
about it? 

Mr. Wray. Since we have heard about it, we have attempted to 
determine whether — what sort of Federal jurisdictional require- 
ments apply to the Justice Department as opposed to the Depart- 
ment of Defense. As you may know, there is a fairly intricate 
framework of statutes and MOUs that apply to dividing up respon- 
sibility and jurisdiction between — 

Senator Leahy. Would the Military Extraterritorial Jurisdiction 
Act of 2000, would that not give you jurisdiction? 

Mr. Wray. The Military Extraterritorial Jurisdiction Act, or 
MEJA, applies to certain kinds of offenses and provides us with ju- 
risdiction over certain kinds of people when evidence has been re- 
ferred to us of a possible Federal crime. In the instance that we 
are discussing right now, I gather that the Department of Defense 
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has been conducting an investigation for some time and the normal 
practice would be for, as the Department of Defense is conducting 
an investigation — which I have reason to believe and every con- 
fidence that they are conducting thoroughly and fairly — if they 
come across evidence that a Federal crime may have been com- 
mitted over which we would have jurisdiction and they would not, 
the normal practice would be for them to refer that matter or re- 
port that matter to us. 

I am not aware of any referral from the Department of Defense 
to the Justice Department or the FBI relating to these matters. 

Senator Leahy. I want to make sure I understand that. Even 
though you would have jurisdiction, for example, over criminal acts 
of civilians who are accompanying U.S. Armed Forces, the Depart- 
ment of Justice waits for the Department of Defense to determine 
whether you have jurisdiction and something should be referred? 
Are you doing any proactive investigation of your own? That is ba- 
sically my question. 

Mr. Wray. We have begun reviewing the information that we 
have received. As I said, there has been a longstanding Defense 
Department investigation, and as a professional investigator and 
prosecutor myself, when there is an ongoing longstanding inves- 
tigation, I have always believed that it is very important to proceed 
carefully so that we don’t disrupt the existing investigation to 
which they clearly have devoted a significant amount of attention 
and time. 

And so while I am not suggesting that we should sit still or any- 
thing like that, I am suggesting that because there has been, in 
this instance, a longstanding investigation by another agency, con- 
sistent with our usual practice, even in matters of this significance, 
we need to proceed very carefully so that we don’t disrupt their in- 
vestigation. 

Senator Leahy. Do you think there is any possibility the Depart- 
ment of Justice could keep the Chairman, at least, and following 
the procedure of certainly the 30 years I have been here, the Chair- 
man and the Ranking Member apprised of your proceedings? 

Mr. Wray. Consistent with whatever professional obligations and 
legal and ethical obligations we have, I think it is certainly appro- 
priate that we work closely with the Committee in its oversight re- 
sponsibility. 

Senator Leahy. That would be a welcome change. 

My other question is, Mr. Wray, you said that the Department 
should be able to prosecute a person for training at a terrorist 
camp to become a sleeper agent on the theory that the person, and 
I believe I am restating this, the person gave his own services as 
personnel to the terrorist organization. 

Why couldn’t you just simply use the conspiracy laws that have 
been on the books for decades? You are a prosecutor. I was a pros- 
ecutor. I know my experience as a prosecutor was always to use 
something that had been on the books for some time because you 
have built up stare decisis and you are less apt to make a mistake. 
Why not just use those conspiracy laws? 

Mr. Wray. We do often charge and use the conspiracy provisions, 
both separately in Title 18 and in the material support statutes 
themselves. However, as you know from your prior experience, 


VerDate Oct 09 2002 


11:34 Jun 11, 2008 Jkt095100 PO 00000 Frm 00019 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\95100.TXT SJUD1 PsN: CMORC 



16 


sometimes you get into issues with the court and the defense about 
whether you have got a single conspiracy or multiple conspiracies. 
There may be disputes or evidentiary problems over whether or not 
the scope of the agreement between our proposed defendant and 
his co-conspirators is over the same objective. That can get com- 
plicated. 

We prefer to be able to charge material support because, frankly, 
when we don’t have the problems that Mr. Bryant and I have gone 
through, it is actually a more user-friendly statute for the kinds of 
scenarios that we are coming across. These terrorist training camps 
churn out huge numbers of people who are often going in different 
directions for different plots, and so sometimes that makes — your 
question is a good one, but sometimes that is, for prosecutorial con- 
sideration, it makes using that theory more complicated than it 
might at first blush appear. 

Senator Leahy. Thank you. Thank you, Mr. Chairman. I will 
have other questions. 

Chairman Hatch. Thank you, Senator Leahy. 

We will turn to Senator Craig. 

Senator Craig. Mr. Chairman, thank you very much. I might say 
to the Ranking Member, I had the opportunity to have dinner the 
other night with the Attorney General. He grows increasingly ro- 
bust and strong and I would guess there would be a time when he 
would want to come before the Committee again. But he sends his 
high regards. 

Senator Leahy. I am sure he does. After a year and a half, I 
would hope that he would be strong enough to come up here for 
more than a couple hours. 

Chairman Hatch. I don’t blame anybody for not wanting to come 
before this Committee. 

[Laughter.] 

Senator Leahy. He probably, having been a member of this Com- 
mittee for a number of years and seeing how we used to have his 
predecessor up here almost every week, he probably wants to make 
sure that doesn’t happen to him. 

Senator Craig. In other words, you are suggesting he knows bet- 
ter? Well, anyway — 

Senator Leahy. He knows how he treated her and he probably 
doesn’t want the same treatment. 

Senator Craig. Let me turn to the gentlemen on the panel, and 
thank you for being here today. I, like all of us on this Committee, 
feel that oversight and extensive oversight on the PATRIOT Act is 
necessary and appropriate and will continue to be so as we move 
toward the reauthorization of it. 

One of the reasons the oversight is important and one of the rea- 
sons most of us are extremely concerned about the way it is being 
administered, I think, is reflective of the circumstance and situa- 
tion and the tragedy oftentimes that occurs under given cir- 
cumstances. We are now faced with what appears to be one coming 
out of Iraq. Man’s inhumanity to man simply goes on, tragically 
enough, and if this Committee and others don’t do extensive over- 
sight, under the best of intentions, sometimes structures break 
down and civility breaks down. 
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But I must tell you that I am pleased you are here, and I am 
also pleased that you are recognizing, as some would not suggest, 
that there may be need to fine-tune the PATRIOT Act. 

In the area of material support, I think we have a case going on 
in Idaho right now, and we will find out how far that can be taken 
under the statute, because I want to make sure that this is an ef- 
fective law and that if there are areas of ambiguity, as the Ninth 
Circuit might propose, then I am pleased you are willing to come 
before us and say, here are ways to correct it. 

I notice in doing so, at least I hope in doing so, you will not be 
called less than patriotic or less than diligent in your job, because 
I am one who believes the PATRIOT Act is a necessary law, and 
I support it. But now I am being accused of being less than patri- 
otic when I propose changes to it. So I am glad to see the adminis- 
tration coming forward and proposing changes, also. 

It is necessary and important. This is work in progress. We have 
got to get it right, and I think we will, because the end result in 
getting it right is making sure that this country is a safer place for 
all of us, and, at the same time, that we are not willing to allow 
the environment of terrorism in this country to take away from us 
our civil liberties. 

That is a fine line that we are now walking, and I am extremely 
pleased, Dan, that you would come forward to suggest that there 
are areas that we need to look at that might disallow what I some- 
times call the most dysfunctional circuit in the nation from mis- 
judging the intent of the Act. If they misjudge it or if they view 
it in a certain way, others may do the same, and if that is the case 
and if we can clarify that, then let us do that. 

You are proposing changes. The President has proposed changes. 
And I must tell you, I am proposing some changes. Other col- 
leagues on this Committee are proposing changes, as well. And 
that is why, Mr. Chairman, it is so darned important that we do 
a very thorough oversight process as we move toward reauthoriza- 
tion. 

I want to vote again for the PATRIOT Act, but I want to vote 
for it again knowing that we have corrected some areas, adjusted 
some areas, that it is a finer-tuned law that can get at the heart 
of any terrorist activity or organized effort in this country to per- 
petrate wrongdoing against the American citizens. 

So I thank you gentlemen for being here today. I have no specific 
questions. I do appreciate your dedication and your successes. I 
think we are a safer country today, although some would allege 
that is not the case, because of your diligence and because of this 
law. So let us move forward, Mr. Chairman, with a very thorough 
oversight prior to our effort to reauthorize. Thank you for being 
here. 

Chairman Hatch. Thank you, Senator Craig. 

Senator Feingold? 

STATEMENT OF HON. RUSSELL D. FEINGOLD, A U.S. SENATOR 
FROM THE STATE OF WISCONSIN 

Senator Feingold. Thank you, Mr. Chairman. Thank you for 
holding this hearing. 
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Let me first just compliment Senator Craig for his leadership 
and bipartisanship in trying to do what he just said, getting this 
thing right. It is a difficult environment in which to raise these 
issues, but I am extremely proud of his courage in indicating to the 
American people that this is about Republicans and Democrats to- 
gether, particularly on this Committee, working together to make 
the changes that need to be made to make the PATRIOT Act legis- 
lation that Americans can be comfortable with, so I thank you for 
that. 

Mr. Chairman, I was pleased when you announced last fall that 
you would hold a series of oversight hearings on the administra- 
tion’s anti-terrorism efforts. I am glad that the Committee is re- 
suming this task. I certainly hope we will have the additional hear- 
ings that you planned soon, including, as the Ranking Member in- 
dicated, a chance to discuss these issues with the Attorney Gen- 
eral, who has not appeared before the Committee in over a year. 

Mr. Chairman, as you know, the President recently made a num- 
ber of speeches calling on Congress to renew the PATRIOT Act 
now. Most of the PATRIOT Act is, of course, already permanent 
law. Of the over 150 provisions in the law, only 16 provisions are 
due to expire at the end of 2005. There is, I think, a public mis- 
conception that the whole bill is set to expire. That simply isn’t 
true. 

The sunset provision was a recognition by Congress in October 
2001 that it was acting without the kind of deliberation that such 
an important piece of legislation would normally receive, especially 
in the area of surveillance. Significant changes in the law were en- 
acted without the kind of close scrutiny that provisions that touch 
on delicate constitutional balances deserve. 

The sunset was an important and crucial provision. It would 
allow Congress to revisit some of the more controversial provisions 
with more care and with more information on which to base its 
judgment. 

Mr. Chairman, between now and December 2005, I urge you to 
hold hearings on how the administration has used the powers 
granted by the PATRIOT Act. I also urge you to hold hearings on 
reasonable proposals to address concerns raised by the PATRIOT 
Act, such as the SAFE Act, which Senator Craig and I both have 
cosponsored and which has been introduced by Senator Durbin, as 
well, and which I strongly support. 

Mr. Bryant, Mr. Wray, as you know, in January, a Federal judge 
in California ruled that a provision of the PATRIOT Act criminal- 
izing the provision of expert advice and assistance to a terrorist or- 
ganization was vague and, therefore, unconstitutional. The judge 
found that the term “expert advice and assistance” could be inter- 
preted to include unequivocally pure speech and advocacy protected 
by the First Amendment. The judge found that the PATRIOT Act 
bans all expert advice and assistance and places no limit on the 
type of expert advice and assistant that is banned. 

The Justice Department has argued to the court that the PA- 
TRIOT Act does not criminalize advocacy, association, or other ac- 
tivities protected by the First Amendment. Does the Department 
believe that providing peacemaking and conflict resolution advice is 
barred by the PATRIOT Act, and what other kinds of advocacy or 
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associational activity does the Department believe is not barred by 
the PATRIOT Act? Mr. Wray? 

Mr. Wray. Senator, I think the Department has tried to construe 
and apply the provisions at issue judiciously. I wouldn’t want to — 
I don’t think I am in a position to sort of sit here and describe 
every form of activity that I think would not be covered. I do be- 
lieve that Congress, I think intended, and we would all want for 
the material support statutes to reach every form of support to ter- 
rorism that does not run afoul of constitutional limitations. 

In other words, I would think that the appropriate objective of 
Congress — and we believe it is reflected in the statute, but obvi- 
ously the Ninth Circuit disagreed — is to reach all forms of support 
other than those protected by the Constitution. 

Senator Feingold. It sounds like you would not want to bring 
into the sweep of that, then, peacemaking and conflict resolution 
advice, would you? 

Mr. Wray. Well, the reason I am hesitating is the following. You 
may be familiar with, and I want to be careful about how far I go 
into this just because it is a pending case, but you may be familiar 
with the case in the Southern District of New York, the Sattar 
case. I am not sure how you pronounce the defendant’s last name, 
but it involves Lynne Stewart and others and relates to their as- 
sistance to the so-called “Blind Sheikh”. And underlying the allega- 
tions in that case, as described in, I believe, public record informa- 
tion is the Sheikh’s imposition and then withdrawal of support for 
a cease fire. 

So that may not be — I assume that is not the kind of peace- 
making that you are describing, but you could see why that, under 
certain definitions, that could be a kind of peacemaking in the 
sense that he says to his followers, “stop attacking,” and then with- 
draws his support, which in effect says “resume attacking.” So in 
that situation, we would — 

Senator Feingold. I appreciate that answer. I think it is a little 
different than what I was referring to, but I look forward to further 
refining this issue. 

Mr. Wray. I don’t know if Mr. Bryant may have a — 

Senator Feingold. Mr. Bryant, do you have something to add on 
this? 

Mr. Bryant. Only that, as Chris has indicated, we respectfully 
disagree with the Central District’s finding that the term “expert 
advice or assistance” is unconstitutionally vague. We think it is a 
term that has a common meaning. Certainly the notion of expertise 
is well known within the law and outside of the law. Federal Rule 
of Evidence 702 provides a useful definition which involves defining 
expert testimony as testimony based on scientific, technical, or 
other specialized knowledge. 

So I think the answer to your question would turn on whether 
or not the nature of the assistance provided was assistance based 
on scientific, technical, or other specialized knowledge, which then 
assisted the foreign terrorist organization in question. 

Senator Feingold. Mr. Bryant, last September, after much pub- 
lic outcry about the potential abuse of Section 215, the business 
records provision of the PATRIOT Act, the Department disclosed 
that it had not yet used this provision. But since that time, Depart - 
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ment officials have been cagey about whether they have used this 
section since September. 

In March, I sent a letter to the Attorney General asking to clar- 
ify whether Section 215 has been used since September 18, 2003. 
Mr. Bryant, I have not received a response to that letter. Can you 
tell me whether the Department has used Section 215 of the PA- 
TRIOT Act since September 18, 2003, and will you make sure that 
my questions about the use of these provisions are answered prop- 
erly? 

Mr. Bryant. I will do what I can with respect to seeing that you 
receive an answer to your letter, Senator. I am not in a position 
to tell you whether or not that section has been used since Sep- 
tember when the number was declassified because I don’t know the 
number. Moreover, as you know, it is a classified number. The 
number itself is classified unless unclassified, so we would need to 
discuss it in a different setting. 

Senator Feingold. So when the statement was made to the Com- 
mittee previously that it had not been used, that fact had to be de- 
classified, is that correct? 

Mr. Bryant. That is correct. 

Senator Feingold. So you have to go through that process again? 

Mr. Bryant. That is correct. 

Senator Feingold. Well, I would urge you to do so quickly in 
light of my request, and in light of the fact that you gave this infor- 
mation before, I think it would only make sense that it would be 
declassified again so that we can know what is happening with this 
provision. 

Mr. Chairman, is my time up on this round? 

Chairman Hatch. Yes, but I am not going to go another round, 
so if you have — 

Senator Feingold. Could I ask one more question, if I may? 

Chairman Hatch. Sure. 

Senator Feingold. I thank you, Mr. Chairman. 

Mr. Wray, prior to the PATRIOT Act, the legal standards for de- 
layed notification or “sneak and peek” search warrants were set by 
the courts. Section 213 of the PATRIOT Act has been characterized 
of the Second Circuit decisions on the delayed notification war- 
rants. Section 213 allows sneak and peek searches where the court 
finds reasonable cause to believe that notification would have cer- 
tain adverse results. Adverse results are defined to include not only 
instances where notification would threaten human life or the de- 
struction of evidence, but also any situation that might otherwise, 
quote, “seriously jeopardize an investigation or unduly delay a 
trial.” 

I am concerned about this catch-all provision for delayed notifica- 
tion warrants. I am concerned that it could swallow the rule, be- 
cause notification of almost any search warrant arguably jeopard- 
izes the criminal investigation. Last October, the Department re- 
ported that as of April 1, 2003, it had sought and courts had or- 
dered delayed notice warrants 47 times. That was over a year ago 
and I am sure that the number is much higher now. 

How many times has the Department sought and received au- 
thorization to execute a delayed notification search since enactment 
of the PATRIOT Act, and obviously you can provide this in writing 
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if you prefer, but if you could give us a ballpark figure now of the 
number of such searches since April 1, 2003, it would be very use- 
ful. 

Mr. Wray. Senator Feingold, I don’t have an updated number for 
you. The 47 number was the number that I had the last time I col- 
lected the number, so I wouldn’t want to try to guesstimate here 
just because I think I would be doing you and the Committee a dis- 
service by doing so. But I would be happy to take a look at that 
and see what information we can provide to supplement my testi- 
mony on the number issue. 

I do think it is important to point out that a court — not the gov- 
ernment unilaterally — decides not only whether or not there is 
probable cause for the warrant in the first place, but also whether 
or not it is appropriate to delay notice — not deny notice — but delay 
notice for the various reasons set forth. So a court has to agree and 
accept the government’s reasons for that. We have high faith in the 
integrity and the independence and the good judgment of the 
courts in this country and I think the fact that the 47 times we 
sought delayed-notice approval by a court for a search, the courts 
agreed with and accepted our reasoning in those cases. 

So I certainly take your concern. We try to be very careful and 
judicious in our pursuit of that particular technique, but as you 
know, it has been in the law for a long time and it is a very impor- 
tant tool for us to ensure that, especially as we are acting more and 
more proactively, terrorists aren’t able to be tipped off and essen- 
tially jump the gun in particularly critical investigations. 

Senator Feingold. I know I am over my time, but let me just 
say in response that this particular variation on sneak and peek 
has not been in the law for a long time. In fact, Senator Craig and 
I and others have proposed in the SAFE Act that there be a re- 
newal process, that the delayed notice not be indefinite. The only 
way we are going to be able to evaluate with our colleagues wheth- 
er we are right or you are right or what we should do is by getting 
this information. 

So I am going to urge you to give us this information, and Mr. 
Bryant, as soon as possible. I would just remind you, the President 
of the United States in his State of the Union demanded that these 
provisions be renewed now. For this Committee to be asked to act 
in response to the President’s request without this fundamental in- 
formation is unreasonable. We need this information at this time. 

So I am making that request as strongly as I can and I would 
appreciate the information as soon as possible so this Committee 
can evaluate it. 

Thank you, Mr. Chairman, for the extra time. 

Chairman Hatch. Thank you, Senator. 

Just one question so we don’t ignore Mr. Bald. I understand that 
the Department of Justice has brought approximately 60 prosecu- 
tions involving the material support statute. Can you please ex- 
plain to us how this statute has changed the handling of terrorism 
investigations at the Bureau, the FBI? 

Mr. Bald. Thank you, Mr. Chairman. The material support stat- 
utes provide us the opportunity to get involved and take action ear- 
lier in an investigation than we typically would be able to. Some 
of the facilitating actions that we are investigating may fall outside 
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of other criminal statutes. For example, we may have a particular 
scientist that is providing advice, guidance, or training to terrorists 
on how to weaponize a particular type of biological weapon, that in 
and of itself, the providing of training might not be illegal. How- 
ever, with the material support statutes, it does allow us to address 
those kinds of very serious weapons of mass destruction terrorist 
support actions that we face. 

So I appreciate your question and I appreciate the Committee’s 
work on the material support statutes. It is a very vital tool for us. 

Chairman Hatch. Thank you. I do encourage you to help us on 
the Committee to understand this as well as we can, because we 
do have some objections to the PATRIOT Act. I haven’t seen any 
really legitimate objections, in other words, where the Act has been 
misused. But we want to get it right when we reauthorize it next 
year and I would like to see that it is done in the best possible way 
we can so that you can continue to use this very, very important 
Act to protect our citizens. I want to compliment each of you for 
doing exactly that. 

Did you have another question, Senator? 

Senator Leahy. I was just curious. There is one, and I am not 
asking you to talk about an ongoing case, but what prompted my 
attention, there is an article in the paper that the Department is 
using the material support statute to prosecute a Saudi graduate 
student, basically charged, as I understand it, with serving as a 
webmaster, a discussion group moderator. He is not writing any- 
thing, but he is the webmaster, and the theory of the prosecution 
seems to be that he helped to create and maintain websites for var- 
ious Islamic groups that publish content advocating jihad and pro- 
vided, quote, “expert advice and assistance” to those groups. 

Now, as I say, I don’t want to talk about an ongoing case, but 
what would prevent the Department from using the same theory 
to go after an Internet service provider. They often give technical 
assistance if you want to set up a website. You might want to set 
up a website, “Tours of the Middle East,” for example. They could 
set that up and then as you get into that, people are using the chat 
room or whatever to send things back and forth. Could you not go 
after that, the same theory, could you not go after the Internet 
service provider? Could you go after a repairman who came by to 
work on the computer? 

Mr. Wray. Senator Leahy, I appreciate your concern, which I 
share, about speaking too precisely about a case that is pending, 
and not only is it pending, but the case in question, as Senator 
Craig knows, is pending in front of a District judge and a jury in 
his State, and out of respect for them, I want to be very careful not 
to do anything — 

Senator Leahy. I don’t want to go into that. 

Mr. Wray. Okay. 

Senator Leahy. That was what prompted my attention, but I am 
just asking, what about my hypothetical? 

Mr. Wray. Sure. 

Senator Leahy. Christopher Wray helps set up the “Tours of the 
Middle East” web site and you are the Internet service provider 
and then it is used from then on, or a lot of the use of it is a chat 
room to talk about these various issues. 
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Mr. Wray. Again, not speaking about a particular case, but since 
we are talking in general terms, the key to the kinds of scenarios 
that you are alluding to is the intent requirement of the statute. 

So take the repairman that you mentioned, for example. If he 
goes to someone’s house and repairs the guy’s telephone or his com- 
puter and it happens that the person whose house he went to is 
one of these sleepers that we were talking about before, but he 
doesn’t know the guy is a sleeper or has no idea that the guy is 
going to be using the phone or the computer for terrorist activity, 
then there would be a significant issue, to say the least, as to his 
intent. 

On the other hand, if the sleeper needed his phone fixed so he 
could communicate with his accomplices and called an associate 
who happens to be a repairman and says, “You need to come over 
and fix my phone and computer so I can communicate with the 
other A1 Qaeda associates with whom I am working,” and the guy 
says, “I will come over and fix the phone to help you do just that,” 
then I think we might be in a situation where he was providing 
services to assist in terrorist activity and there would be an intent 
issue that would be satisfied. 

Senator Leahy. Let me take another step. We put a criminal pro- 
hibition in the PATRIOT Act, a prohibition on providing expert ad- 
vice and assistance. Can that be applied to a lawyer who is rep- 
resenting a designated terrorist group and challenging the group’s 
designation? I understand the Department has given licenses to 
lawyers to represent groups in such challenges, but suppose they 
said, no, we are not going to give a license. They say to the group, 
you are on your own. We are not going to license an attorney for 
you. Would then, if the attorney went and challenged the designa- 
tion, would that be criminally prescribed? 

Mr. Wray. Well, obviously, whatever we did in connection with 
a lawyer’s services would have to be done in a manner consistent 
with the Constitution and the rights to effective assistance and 
counsel and so forth that are provided therein. There are, of course, 
instances, including one pending case, in which a lawyer provided 
her services specifically to facilitate, as we allege, a terrorist activ- 
ity, and that is a pending case in New York right now, so — 

Senator Leahy. I am well aware of that case. I am trying to stay 
away from that one. 

Mr. Wray. So I think it depends a lot, again, on the question of 
intent, on exactly what the activity was that the lawyer was en- 
gaged in. Certainly, we would not suggest that a lawyer who is, for 
example, defending his client in a terrorism case is in itself pro- 
viding material support to terrorist activity. 

If you start getting into situations where lawyers are effectively 
like in-house counsel, sort of like the old mob analogies to a ter- 
rorist organization, then there might be situations in which the 
statute could be constitutionally applied. 

Senator Leahy. How do you determine this license? 

Mr. Wray. I am not in a position to address the licensing issue. 
I would be happy to try to follow up in writing if that would be 
helpful, but — 

Senator Leahy. You have argued, I am told, that the Department 
charged under 2239B a defendant who may not have intended to 
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further terrorist activities, just it needs to know that it was a ter- 
rorist organization, is that correct? 

Mr. Wray. I believe the — 

Senator Leahy. So to use the mob analogy, here comes — the capo 
di capi comes down the road in his car and you put gasoline in it 
because he is low on gasoline, do you get charged? If these are ter- 
rorist organizations and you don’t intend to further any of their ac- 
tivities, but you knew it was a terrorist organization and you 
served a meal to them, can you be charged? 

Mr. Wray. I think the position that we have consistently taken 
is that the defendant must know the identity of the foreign ter- 
rorist organization recipient and either one of two things, that the 
recipient of the support was a designated foreign terrorist organiza- 
tion, or that the organization was engaged in violence and ter- 
rorist-type activity. 

Senator Leahy. I have another question, and I may want to fol- 
low up on this with you. I will try and do this, but I will go into 
specific cases. Maybe you and I should just have a conversation, be- 
cause I do know the Idaho case, of course, and New York case and 
I do not want to ask questions here to compromise an ongoing case, 
but I think we should have a further discussion of this, Mr. Wray, 
perhaps privately. 

Thank you, Mr. Chairman. 

Chairman Hatch. Thank you, Senator. 

We appreciate you gentlemen coming today and we appreciate 
the advice that you have given to the Committee and we will try 
to heed it. Thanks so much for being here. 

We welcome our second panel of witnesses. We will first hear 
from David Cole, Professor of Law at the Georgetown University 
Law Center. Mr. Cole has been involved in numerous cases involv- 
ing the material support provision. 

Following Mr. Cole will be Paul Rosenzweig, the Senior Legal Re- 
search Fellow at the Heritage Foundation. Mr. Rosenzweig is an 
adjunct professor of law at George Mason University. 

We want to thank both of you for being with us today and we 
look forward to hearing your testimony and any suggestions you 
can make for us. Mr. Cole? 

STATEMENT OF DAVID COLE, PROFESSOR OF LAW, 
GEORGETOWN UNIVERSITY LAW CENTER, WASHINGTON, D.C. 

Mr. Cole. Thank you, Senator Hatch. Thank you for inviting me 
to testify, and I ask that my written remarks be incorporated into 
the record. 

Chairman Hatch. Without objection, we will put all written re- 
marks into the record as written. 

Mr. Cole. There is no doubt that cutting off funding for terrorist 
activity is an important and legitimate government objective, but 
Congress and the executive have pursued it through unlawful 
means. 

There are, in fact, three statutes that impose penalties on people 
for their associational support of organizations that have been des- 
ignated as terrorists. One is 2339B that is the principal focus of 
this hearing. 
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Another is IEEPA, the International Emergency Economic Pow- 
ers Act, which allows the government to designate anyone — citizen, 
foreign national, U.S. corporation, nonprofit, or foreign organiza- 
tion — as a terrorist using a definition that is nowhere provided in 
any statute or any regulation and then make it a crime for people 
to support that individual or group. 

And the Immigration Act, as amended by the PATRIOT Act, au- 
thorizes the government to deport foreign nationals for providing 
support, whether or not it is wholly innocent or not, to any organi- 
zation that the Attorney General and the Secretary of State have 
designated as terrorists under a definition so broad that it would 
literally include the Department of Homeland Security. That is 
how broad the definition is. 

There are three problems with these statutes, generically speak- 
ing. First, they impose guilt by association. They penalize not ma- 
terial support for terrorist activity. That is 2339A. There is no 
problem with that statute. But instead, they penalize support for 
blacklisted organizations, organizations that have been labeled ter- 
rorist regardless of whether the support has anything whatsoever 
to do with the terrorist activity of that group. 

So, for example, in the case I am litigating in California, the Hu- 
manitarian Law Project, the government has maintained that our 
client, who is providing — was providing human rights advocacy 
training to a group in Turkey that represents the Kurds to encour- 
age it to pursue its means through lawful, nonviolent means, is 
covered by this statute and would be prosecutable if they continued 
to urge this group to stop engaging in terrorism and to engage in 
lawful, nonviolent means. 

Second, the statute is vague and over-broad. It would include the 
person who gives gas to a person who — knowing that the person is 
a leader of a foreign terrorist organization. It would, as a Federal 
judge in Miami recently wrote, it would include a cab driver who 
gave a ride to the leader of a foreign terrorist organization who was 
here to testify at the U.N. All the government would have to prove 
is that the cab driver knew that the person was a leader of this 
terrorist organization and that the organization was designated. 
There would be no requirement that the cab driver’s ride in any 
way facilitated any kind of criminal activity. 

Third, these statutes afford the executive branch unfettered dis- 
cretion in labeling political groups as terrorist groups. They either 
provide no review of the labeling process or meaningless review. 
Under the International Emergency Economic Powers Act, as I re- 
ferred to before, there is literally no definition of what a specially 
designated terrorist is. 

Yet President Clinton named a U.S. citizen, Mohammed Salah, 
a specially designated terrorist. That means that it is now a crime 
for anyone to provide Mr. Salah with any support whatsoever, 
whether it be a piece of bread, whether it be a newspaper, whether 
it be medical services, whether it be legal services. The statute 
makes it a crime to provide support to him in any way, shape, or 
form. He is essentially subject to internal banishment, and if this 
were enforced literally, he would starve to death. 

Yet he has never been provided a hearing. There has been no 
grand jury. There is no jury trial whatsoever. And there is no defi- 
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nition of the label that President Clinton affixed to him, specially 
designated terrorist. I submit that that is a statute which is writ- 
ten far too broadly to deal with the legitimate objective of cutting 
off support for terrorist activity. 

We have seen this kind of government response before. In the 
Cold War, we were concerned about a foreign organization, the 
Communist Party, that had illegal ends, that Congress found en- 
gaged in terrorist means to further those ends. And the argument 
was, we need to cut off all support to that group and we need to 
facilitate investigation of communists whether or not they are sup- 
porting the illegal activities of the group. 

The Supreme Court accepted the factual assertion that the Com- 
munist Party engaged in illegal ends, used terrorist means to fur- 
ther those ends. But it nonetheless held that it was unconstitu- 
tional to punish someone for support or membership of that group, 
the Communist Party, without proof of specific intent to further the 
terrorist activity or the illegal activity of the Communist Party, and 
it held that in a series of cases. 

Section 2239B, if construed not to require that kind of specific in- 
tent to further the terrorist activity of the group, imposes guilt by 
association in violation of the First Amendment and in violation of 
the Fifth Amendment. Thank you very much. 

Chairman Hatch. Thank you. We appreciate having you here. 

[The prepared statement of Mr. Cole appears as a submission for 
the record.] 

Chairman Hatch. Mr. Rosenzweig, we will take your testimony. 

STATEMENT OF PAUL ROSENZWEIG, SENIOR LEGAL RE- 
SEARCH FELLOW, CENTER FOR LEGAL AND JUDICIAL STUD- 
IES, THE HERITAGE FOUNDATION, WASHINGTON, D.C. 

Mr. Rosenzweig. Thank you very much, Mr. Chairman, mem- 
bers of the Committee. Thank you very much for inviting me to 
come to be with you today. 

I join with everybody else who has appeared today in agreeing 
that thoughtful consideration of the provisions of the PATRIOT Act 
is an important and ongoing obligation of this Committee, and as 
the Act comes up for reenactment next year, it will no doubt occupy 
far more of your time. 

I think, also, that it is important to note that there seems almost 
uniform agreement as to some aspects of the material support pro- 
visions that are the immediate subject of your discussion amongst 
all the panelists, from the Department and Professor Cole and I, 
which is that the key, or the single most significant way in which 
we can cabin the potential for prosecutorial abuse, which there is 
a real potential in any system of laws, the key is proper construc- 
tion of the scienter requirements. 

I agree, by and large, with the Ninth Circuit’s construction of the 
statute requiring some showing of specificity, some showing of spe- 
cific intent to actively support an organization, knowing either the 
organization has been designated by the executive branch as a ter- 
rorist organization, or knowing the true nature of the conduct 
which the organization is engaged in. I think we could all agree 
that the knowing support in advancing terrorist activity is wrong- 
ful conduct that can and should be punishable. 
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Where I think the courts in the Ninth Circuit and the District 
Court in California have gone slightly off the rails is in misusing 
the vagueness doctrine where what I think they are really talking 
about, or what they ought to have been talking about is the ques- 
tion of over-breadth. 

There is, in my judgment, nothing vague in the statutory terms 
used by this Congress. It may prove necessary for you to clarify 
them if the Ninth Circuit decisions become more widely adopted, 
but verbs like “to train,” as in training, are commonly used in all 
sorts of provisions. We use “cell,” we use “pollute,” we use “harass.” 
All of them are simple verbs of conduct addressing particular 
things that an individual is engaged in and are commonly under- 
stood by those natural meanings. If the verb “to train” and “train- 
ing,” its related cognate, are unclear and vague, then so, too, is 
selling drugs. So, too, is polluting, and I think that that is wrong. 

Similarly for personnel. If the idea of a personnel is vague, then 
the Office of Personnel Management doesn’t know what it is doing 
in our executive branch. It is clearly intended to encompass not 
independent advocacy, but the provision so employee-type services, 
agency relationship under somebody’s direction and control. I have 
similar reservations about the understanding of expert advice given 
by this Central District of California. 

What is really at issue here, however, is over-breadth, that is, 
the potential application of these clear terms to protected core First 
Amendment or Sixth Amendment activity, and I will answer your 
question, Senator Leahy. I would be quite confident and would urge 
a court that if the Department of Justice were to try and deny a 
license and thereby deny somebody their attorney, that interpreta- 
tion of the material support provisions would be, as applied in that 
particular instance, unconstitutional and over-broad, and I would 
urge that position on any court in the land. 

I think what we need to talk about here, or where the courts 
have gone wrong, is whether or not over-breadth challenges should 
be made on a complete facial basis, thereby invalidating an entire 
statute and all of its potential uses, including the core uses that 
everybody would seem to agree are appropriate uses, or whether or 
not those over-breadth challenges should come as applied in indi- 
vidual cases. 

If the Department of Justice were to go crazy and seek to prevent 
people from having lawyers, or, as Senator Feingold mentioned, 
seek to prosecute somebody for giving legitimate training in peace 
advocacy to an organization, that is right at the core of your First 
Amendment concerns. I would assume that, first off, it would never 
get out of the Department of Justice, but if it did, that the District 
courts would rightly shut it down. But that is not a reason, in my 
judgment to invalidate the entire statute as facially vague or over- 
broad and thereby disable the completely legitimate and appro- 
priate uses of the statute at the core that everybody agrees are the 
right things to be prosecuted. 

I see my time is up, so I will be happy to answer your questions. 

Chairman Hatch. Thank you so much. 

[The prepared statement of Mr. Rosenzweig appears as a submis- 
sion for the record.] 
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Chairman Hatch. Professor Cole, I have read your statement 
and I find it intriguing. It is an interesting and very well thought 
out statement. I don’t agree with it all, but I am open to some of 
the suggestions you make. 

You take the position that the current material support statutes 
unwisely and unconstitutionally, that this statute unwisely and un- 
constitutionally penalizes innocent association activity. What I am 
going to challenge you and Mr. Rosenzweig to do for us, because 
we are going to rewrite this bill next year and we may reauthorize, 
I think, almost all of it, but this is a particularly important section. 
What I would like you to help us to decide is where we draw the 
line between innocent association and culpable conduct. This is im- 
portant that you help us with this, and we are open to your sugges- 
tions. I want them to be valid suggestions and I would expect no 
less from you. 

Now, I will ask both you and Mr. Rosenzweig to provide us for 
the record a marked-up version of the current statute with your 
suggested changes and, of course, your rationale for making those 
changes. That would be very helpful to the Committee. I think we 
would love to have you do that, if you would. 

Senator Leahy. Lucky guys. 

Chairman Hatch. What? 

Senator Leahy. I said, lucky guys. 

Mr. Cole. Could I address that orally, just very briefly? 

Chairman Hatch. Well, you have taken a great interest in this, 
as I do and as many others do, and I think it would be very helpful 
to us if, with your wisdom, you could give us some assistance here, 
so sure. 

Mr. Cole. I think that there is a way to solve the problem and 
that is essentially to impose a scienter requirement, as Mr. 
Rosenzweig has suggested, but a different scienter requirement 
from the one that he suggests. Mainly, the scienter requirement 
that should be imposed is the one that the Supreme Court said is 
constitutionally required with respect to all the Communist Party 
cases, and that is that you can penalize someone for supporting a 
terrorist organization if you show that his purpose in doing so was 
to further its terrorist activities. 

But if you show that his purpose in doing so was to further its 
lawful activities or to discourage its terrorist activities, you cannot 
punish that person. In fact, that is the line that Congress itself 
thought it was adopting in the PATRIOT Act when it adopted ex- 
pert advice and assistance. 

Chairman Hatch. I would be very interested in getting your sug- 
gestions on that. 

Mr. Cole. But the way Congress — if you look in my testimony 
on page 12, I quote the House report and the section-by-section 
analysis of the PATRIOT Act that was offered in the Senate, both 
of which say that expert advice or assistance would be a crime only 
if it is provided knowing or intending that the assistance will be 
used in preparation for or in carrying out any Federal terrorism of- 
fense. 

That was Congress’s understanding. The problem is, the drafters 
wrote it — the drafters, the Justice Department — wrote it more 
broadly so that it includes not only supporting — providing expert 
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assistance and knowing that it is going to further a terrorist ex- 
pense, but also any expert advice or assistance provided to any or- 
ganization that has been labeled, even if that expert advice or as- 
sistance is designed to discourage terrorism, as is the case in — 

Chairman Hatch. The way for somebody to interpret what you 
are suggesting here, and what your testimony seems to suggest to 
me, as well, is that Congress can avoid vagueness issues by merely 
listing the crimes that we intend to prohibit. Now, that solution 
itself would concern me as it would, I think, be nearly impossible 
to anticipate the myriad ways that terrorists could receive material 
support. Furthermore, I think it may very well give the terrorists 
a road map of how to comply with the letter of the law and still 
achieving their goals. 

So again, I am not confronting you. I am saying, help us. Help 
us with this so that we can accomplish our goals to protect the 
American people but not hamstring law enforcement so much, over- 
ly hamstring them to the point where we can’t prevent the terrorist 
activities that are about to occur. 

Mr. Rosenzweig, I found your statement particularly persuasive 
with regard to the term “personnel,” that the term “personnel” was 
not unconstitutionally vague because it can be easily defined by 
just looking in the dictionary. In fact, as you note, the term has 
been used in a variety of other statutory contexts. 

Would you please tell the Committee what other contexts, if you 
can right off the top of your head, what other areas that term has 
been used and how long these statutes have been on the books, and 
as far as you know, have any of those other statutes that use the 
term “personnel” been determined to be unconstitutionally vague? 

Mr. Rosenzweig. Mr. Chairman, I listed several instances in 
which the term “personnel” was used on page nine of my testi- 
mony. There were one, two, three, four, five, six, seven different in- 
stances, all in title 18 — 

Chairman Hatch. Have any of those been declared unconstitu- 
tional? 

Mr. Rosenzweig. I have found — I was once advised never to say 
never, but I have found no such instances. I confess I do not know 
how long any of those statutes have been on the books. I do hazard 
the guess that all of them predate the AEDPA in 1996, though I 
am not even 100 percent certain of that. 

Chairman Hatch. Okay. Again, I am going to challenge you, as 
well, to give us legitimate suggestions as to how we might improve 
this bill, because my goal here is not to uphold the PATRIOT Act 
regardless of what anybody says. We want to improve it if we can. 
No statute, to my knowledge, is absolutely perfect unless it is a 
one-liner, maybe. I might be able to come up with some that are 
perfect, but there aren’t very many that are because we have got 
to get too many people to agree in this 535-dual-member body. 

Mr. Rosenzweig, let me ask you this. Mr. Bryant has suggested 
in his testimony that we consider clarifying the definitions of the 
terms “personnel,” “training,” “expert advice or assistance.” We 
would also like to have both of your advice, if you can, on how we 
might better define them. You have heard Mr. Bryant’s testimony 
of how he would further redefine. We would like you to look at that 
testimony and give us your best suggestions as to how we might 
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further improve on the language of the PATRIOT Act in these 
areas. 

Now, they made the case that they did not think that the Ninth 
Circuit is right or that the District court out there is right in these 
cases. But they also have indicated a willingness to consider 
stronger language. But where the balk, and I think rightly so, is 
are we going to put language in that makes it even more difficult 
to interdict and stop the terrorists, for instance, the 310 that we 
have already stopped and 179 that have been convicted. If we are 
going to make it more difficult to accomplish those very important 
goals, then let us find a way of doing it within the law and within 
the definitions of the law that hopefully can be improved through 
your suggestions to the Committee. 

I am offering to both of you and other, for those who are watch- 
ing, other constitutional experts, as well, to help us to write the 
provisions so that they are written better. Nobody here — I believe 
the PATRIOT Act has done a terrific job for this country and I 
think most people do believe that and it is absolutely true. But that 
doesn’t mean it is perfect. It doesn’t mean we can’t perfect it. It 
doesn’t mean we can’t make it better. 

So we are looking forward to reading whatever you two submit 
to the Committee and others, as well. We challenge all constitu- 
tional experts to help us to understand this better, how we might 
better do our job here in the Senate Judiciary Committee. 

I will turn to Senator Leahy at this time. 

Senator Leahy. Thank you. He has not enthusiastically sup- 
ported the sunset provisions that Dick Armey and I put in. 

Chairman Hatch. I don’t support that. 

Senator Leahy. Interesting philosophical coalition, if you don’t 
have one. 

Chairman Hatch. It shows the two extremes can get together. 

[Laughter.] 

Senator Leahy. I do appreciate the testimony I have heard here. 
Mr. Rosenzweig, I absolutely agree with you on the question of 
counsel. I can’t — I remember different times when I was a pros- 
ecutor, we had some heinous crime and somebody said, “Isn’t it 
awful that John Smith or Mary Jones is defending that terrible 
person,” and I said, “Why? How can you possibly say that?” I am 
doing my job to prosecute the terrible person and I hope I will get 
a conviction. But I would hate to think that they didn’t have strong 
defense because the next day it may be me, or it may be you or 
anybody else. 

I know from your own writings and your own statements that 
you have always been consistent in that and I applaud you for it. 
It doesn’t mean, and again, as defense counsel, we like the people 
or support the people or agree with the people that are being de- 
fended, but we are going to protect all of us in doing that. 

Mr. Rosenzweig. I certainly hope that is the case. One of my 
current clients is doing nine life terms for nine serial — nine al- 
leged — well, he has been convicted — nine murders. His case is on 
appeal. So I wouldn’t want it to be the case that my representation 
of him necessarily affiliated me with his acts and I don’t think that 
is a fair thing to say. 
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Senator Leahy. No, and as I said, I know the more heinous the 
crime that I prosecuted, especially if there is assigned counsel, the 
more I would urge the court to assign very good counsel. For one 
thing, it made it not only a better trial but you didn’t have to worry 
about, if you did get a conviction, it getting overturned based on 
incompetent counsel. With you, they would not have incompetent 
counsel. 

Professor Cole, I am delighted to see somebody here from my 
alma mater, Georgetown, and I appreciate your willingness, and 
both Mr. Rosenzweig’s willingness, to give your section-by-section 
comments. 

In his written testimony, Assistant Attorney General Bryant pro- 
posed several amendments of the material support laws, including 
expanding the list of predicate offenses. He wants to include all 
Federal crimes of terrorism. He wants to specify that material sup- 
port can include both tangible and intangible property or services. 
Do you have a comment on those proposals? 

Mr. Cole. Well, with respect to the first, it depends on what “all 
Federal terrorism offenses” mean. I don’t generally have a problem 
with Section 2339A because it requires proof that someone pro- 
vided material support to a specific terrorist act and there is no 
constitutional right to provide support of any kind to a terrorist 
act. It, of course, depends on what you mean by Federal terrorism 
offenses, because one of the statutes that the Justice Department 
refers to as a Federal terrorism offense is, of course, 2239B, which 
permits convictions without any connection to any kind of terrorist 
act. So if it included 2339B, it would obviously cause problems. But 
with respect to others, I don’t think that would be a problem. 

With respect to adding tangible and intangible property or serv- 
ices to the definition of material support, the Justice Department 
has just lost cases involving personnel, involving training, and in- 
volving expert advice or assistance. Now they want to expand it 
further to something that includes intangible services. If expert ad- 
vice and assistance, personnel, and training are too vague and 
over-broad, intangible — I don’t even know what intangible services 
are. 

So I think that would raise many of the same concerns. It would 
presumably — it could certainly conceivably include all sorts of 
speech, just as personnel, training, and expert advice or assistance 
do, and, therefore, raise very serious First Amendment concerns, as 
outlined in my testimony. 

Senator Leahy. Mr. Rosenzweig? 

Mr. Rosenzweig. While I think I disagree with Professor Cole 
about training, personnel, and expert advice, and I think I probably 
would disagree about tangible property — I think I know what that 
means and I think that that is pretty clearly defined — I, too, was 
struck by the idea of an intangible service, and perhaps that was 
just a drafting error and they didn’t mean it. I can’t even think of 
what that is, and if I can’t think of what that is, then it may very 
well be a bit vague, though I am obviously not the test. 

Senator Leahy. I am glad to hear that, because I couldn’t figure 
out what it meant, either, and I thought I would go to guys like 
you who are far more knowledgeable to see what you thought. 
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Mr. Rosenzweig. We do have a concept of intangible property, 
I mean, tangible and intangible property, but intangible services is 
new. 

Senator Leahy. Let me ask just one more question, and I apolo- 
gize to Senator Craig for taking time on this, but the government 
has argued that money is fungible and so it should be able to cut 
off all funds to any group that engages in terrorism, whether the 
group also supports vital social services. What is wrong with that 
rationale? 

Mr. Cole. Well, this is — 

Senator Leahy. Is there any constitutional difference between a 
prohibition on providing funds to a terrorist organization and a 
prohibition on providing other sorts of physical assets and services? 

Mr. Cole. This is the government’s principal argument. Money 
is fungible and, therefore, the cab driver who gives the ride to the 
leader of the foreign terrorist organization is somehow providing 
some support that even if it doesn’t lead to a terrorist act would 
free up some other individual who otherwise would have given him 
the ride to the U.N., and therefore — and that individual might then 
engage in terrorism and therefore we should be able to criminalize 
the cab driver. 

What is wrong with that is that it goes way too far, and I would 
suggest that we don’t believe — 

Senator Leahy. Isn’t that a little bit more specific, Professor, 
than the question of money? If I am going to send — 

Mr. Cole. Right. 

Senator Leahy. — ten thousand dollars to a known terrorist orga- 
nization because I do like the fact that they also have a school 
lunch program, and I think, gee, that is nice to have the school 
lunch program so here, guys, here is ten grand. Gee, I really hope 
you put it in the school lunch program. Isn’t that a little bit dif- 
ferent than the cab driver? 

Mr. Cole. I am not sure that it is. The government certainly ar- 
gues that it isn’t. That is why they define material support to in- 
clude not just money but all services, all sorts of personnel, train- 
ing, and the like. But even with respect to money, I don’t believe 
we as an American people believe that you are personally liable be- 
cause you have paid money that has then been used by someone 
else. 

I pay taxes, but I don’t think anyone would suggest that because 
my taxes support the U.S. military, I am personally liable for the 
torture inflicted on Iraqi prisoners. We don’t believe that because 
money is fungible, it is unconstitutional for the State to provide 
subsidized transportation and subsidized textbooks to children in 
religious schools. If the argument was money was fungible was ac- 
cepted, then that would be an establishment of religion. But no, 
that is not an establishment of religion. 

We don’t believe that everyone who donates to the anti-abortion 
group Operation Rescue is personally liable because Operation Res- 
cue has violated criminal laws. Those in Operation Rescue who 
have violated criminal laws are personally liable, but those who 
have made a donation to this organization are not, by virtue of that 
donation, liable. 
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We don’t believe that every person who donated to President Nix- 
on’s Committee to Re-Elect the President is personally liable for 
the Watergate burglaries. We believe that the people who com- 
mitted those burglaries and who authorized them and who sup- 
ported those burglaries are liable, but not every person who made 
a donation to the Committee to Re-Elect the President. 

So I think we have historically drawn a line between people who 
support an organization that happens to engage in illegal activities 
and people who support the illegal activities itself, and I think that 
line is precisely the line that the Supreme Court has held is con- 
stitutionally required both by the First Amendment right of asso- 
ciation and by the Fifth Amendment requirement of a showing of 
personal guilt. 

Mr. Rosenzweig. If I might, because this is, I think, perhaps the 
most difficult question you face and perhaps one where I disagree 
more with Professor Cole than in other areas, because the deepest 
difficulty you face is the question of blended organizations, organi- 
zations that serve or purport to serve two purposes, a terrorist pur- 
pose and an unrelated humanitarian purpose, and how you deal 
with that. 

I don’t think, frankly, that it is too much of a burden to oblige 
organizations that are blended to split apart when one of the activi- 
ties engaged in is, ex hypothesi, a support for terrorist activity, and 
that type of activity is far different from the types of things that 
Professor Cole was discussing, affiliation with CREEP. If you gave 
money to President Nixon’s Committee to Re-Elect knowing that 
that money would go to support an organization that was going to 
engage in criminal activity, then you might be liable under some 
broad conspiracy theories of the type you alluded to. 

Most people don’t pay the taxes to America knowing that it is 
going to go to fostering the abuses in Iraq that we all condemn. In 
fact, we assume it won’t. 

So the question for you is, where is the balance, and in that re- 
gard, you have to begin with something that doesn’t get mentioned, 
but we know now, at least after the BCRA, that money isn’t 
speech, right? At least in most instances, the giving of money has 
an expressive form, but it is regulable speech in a way that is dif- 
ferent from core expressive conduct, and the Supreme Court has 
told us that. 

So I don’t think that it is at all unreasonable for Congress to say, 
if you want to have a humanitarian arm, you have got to make it 
a different humanitarian body and you cannot act in affiliation 
with an existing organization that has been designated lawfully, 
through the processes of the Department of Treasury, as a terrorist 
organization. That doesn’t seem to me a huge burden to impose 
upon the organization to be able to receive the funds. 

Senator Leahy. Thank you, Mr. Chairman. 

Chairman Hatch. Senator Craig? 

Senator Leahy. I thank the Senator from Idaho because I know 
he could have asked to have his time at that point. I thought these 
were important questions and I appreciate his usual courtesy. 

Senator Craig. Thank you. Gentlemen, thank you, and I appre- 
ciate the challenge the Chairman has put before you. I hope you 
will engage in that energetically as we work through this process. 
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Let me for a moment this morning, Mr. Rosenzweig, turn to you 
because I am frustrated by some of the things you have said, but 
more importantly, some of the things you have written. Let me 
first go to a paragraph in your opening statement before the Com- 
mittee — I should say your written statement before the Committee. 
Mr. Chairman, I am going to take the luxury of reading it into the 
record. 

“It is a commonplace for those called to testify before Congress 
to condemn the Representatives or Senators before whom” — to com- 
mend, excuse me. 

[Laughter.] 

Senator Craig. — “Representatives or Senators” — 

Chairman Hatch. I was wondering about that. 

[Laughter.] 

Senator Craig. — “before whom they appear for their wisdom in 
recognizing the importance of whatever topic is to be discussed, so 
much so that the platitude is often regarded as mere puffery. 
Today, however, when I commend this Committee for its attention 
to the topic at hand, the difficulty of both protecting individual lib- 
erty and engaging our intelligence and law enforcement organiza- 
tions to combat terror, it is no puffery but rather a heartfelt view. 
I have said often since September 11 that the civil liberty/national 
security question is the single most significant domestic legal issue 
facing America today, bar none, and, as is reflected in my testi- 
mony today, in my judgment, one of the most important compo- 
nents of a reasonable governmental policy addressing this difficult 
question will be the sustained, thoughtful, nonpartisan attention of 
America’s elected leaders of Congress,” and so on. 

Now I have before me your legal memorandum from the Heritage 
Foundation entitled, “The SAFE Act Will Not Make Us Safer.” I 
found it interesting reading. In it, you use words like “fig leaf,” po- 
litical fig leaf. You go on to talk about pandering to hysteria and 
not being a leader, and then you use a variety of other terms, and 
lastly, you use one here, it says the proposed modifications of the 
PATRIOT Act misses the point completely, so much so that one 
doubts whether any of the authors is a serious student of either 
law enforcement or intelligence activities. I think those could gen- 
erally be classified as ad hominem attacks. 

Mr. Rosenzweig. Well — 

Senator Craig. Let me now go to the concluding paragraph of 
this article. These are your words and the words of Ed Meese. “In 
reviewing our policies and planning for the future, we must be 
guided by the realization that this is not a zero-sum game. We can 
achieve both goals, liberty, and security to an appreciable degree. 
The key is empowering government to do the right things while ex- 
ercising oversight to prevent the abuse of authority. So long as we 
keep a vibrant eye on police authority, so long as the Federal 
courts remain open, so long as the debate about governmental con- 
duct is a vibrant part of the American dialogue, the risk of exces- 
sive encroachment on our fundamental liberties can be avoided.” 

I find that all very curious and I find that in phenomenal con- 
flict, and I guess I will just leave it at that. To be accused of being 
less than patriotic, to be accused of pandering to hysteria, to be ac- 
cused of crafting a political fig leaf, legislative proposals “based on 
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fear. . You are darn right I have fear, fear that somewhere, at 
some time down the road, these statutes might get misused. And 
I would suggest that I am going to err on the side of a person being 
free and unabused rather than having to defend them in court be- 
cause they were abused and lost their freedoms and their reputa- 
tions were destroyed. 

So I am going to be easy on you today. I am going to suggest that 
you retitle this, and you call it “The SAFE Act Will Not Make Us 
Safer.” Why don’t you say, “But the SAFE Act Might Make Us 
Freer” ? 

Gentlemen, I thank you for your participation today and look for- 
ward to continuing to engage with you as we work through this 
most difficult time in our country. We have got to get it right, but 
I would suggest that it is less than constructive to be involved in 
ad hominem attacks against those of us who work as diligently as 
do you to try to get it right. Thank you, gentlemen. 

Chairman Hatch. You can respond, Mr. Rosenzweig. If I could 
add, I read the same article and I don’t think they were ad 
hominem attacks. I think they were your opinion that, you know, 
every time we give law enforcement tools, if they are abused, they 
can invade civil liberties But I would be interested in your response 
to Senator Craig. 

Senator Craig. Certainly. 

Mr. Rosenzweig. Thank you very much, Senator Craig, at least 
for reading the paper. I appreciate that. 

Senator Craig. You see, I am a fan of the Heritage Foundation. 
I read most of its work. 

Mr. Rosenzweig. I do want to make at least one clarification, 
and I believe that this is 100 percent correct. Nothing in anything 
I have ever written has ever suggested that anybody with whom 
I disagree on substantive provisions of the SAFE Act or any other 
provision of the PATRIOT Act is in any way less than patriotic. I 
will eat that paper if you can find that in it. 

As for the characterization of some of the responses to the PA- 
TRIOT Act as hysterical, I, and by these I mean the external re- 
sponses, I stand by that characterization. I have seen ads of hands 
ripping up the Constitution. I have seen ads of teary-eyed white- 
haired gentlemen coming out of bookstores saying, “I don’t want 
the government to read my books.” 

I don’t, either, and I am sure you don’t. But in my judgment, 
with respect to the SAFE Act, the provisions, and I know that Sen- 
ator Durbin is here, too, and I am sure that he will ask me some 
more questions, but with respect to the provisions identified in the 
SAFE Act for correction, I think you are looking in the wrong direc- 
tion. Those are not the sources of problems. 

The material support provisions are potential sources of prob- 
lems and we have been talking about them. I call them the way 
I see them, and in my judgment, on the merits, the fears that have 
given rise to the SAFE Act are not founded in a realistic appraisal 
either of the realities of executive and judicial oversight, and legis- 
lative, I might add, or in a realistic understanding of the legal 
structures that exist out in the world today. 

If you perceive that as an ad hominem attack, I sincerely regret 
that. It was not our intention in any way to be speaking in an ad 
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hominem manner. But I do think it is a fair criticism of some who 
support the PATRIOT Act to say that they are basing their legisla- 
tive proposals to you more in fear than in reality. 

I take great comfort and great heartfelt comfort in the notion 
that you are here and are approaching this in the forthright and 
thoughtful manner that you are. I, with respect, disagree with you 
as to the necessity of the SAFE Act provisions. There were other 
portions of the SAFE Act, by the way, that we did not say were 
unnecessary because I don’t think that they are unnecessary. I 
think the national security letter provision, for example, is one as 
to which I have some concerns about the expanded government 
use, and that is not addressed in the paper. Perhaps it ought to 
have been, and I might rethink that at this point or write another 
paper about it. 

But in candor, I think that some of the provisions of the SAFE 
Act that you have sponsored rest upon premises of abuse that are 
not well founded. 

I will end where I end when I often answer this question. I am 
comfortable with the PATRIOT Act provisions even if the next 
President is John Kerry, and I will stand by that and I will say 
that next year if that is what happens. 

Senator Craig. Well, I thank you for those comments. Mr. Chair- 
man, thank you for the indulgence here. I have not yet had a 
chance to get to know you, Paul. I know Ed Meese and value his 
friendship. I will remain diligent in this area no matter what the 
Heritage Foundation might suggest. As I did when I voted for this 
Act, I voted for it with caution, recognizing a time and place and 
a need. At the same time, I said my job is scrutiny, constant over- 
sight to make sure that the powers of government are not abusive. 

I would also suggest that I have a healthy fear of an abusive gov- 
ernment, and as a result of that, I am going to err on the side of 
a freer citizenry. Thank you, Mr. Chairman. 

Chairman Hatch. Thank you. Some think we are erring on the 
side of a safer citizen, so as you can see, this debate is a very im- 
portant debate and I, for one, personally appreciate the ideas of 
others, as I am sure both of you do. 

Senator Durbin, we will turn to you. 

Senator Durbin. Thanks, Mr. Chairman. I want to thank my col- 
league for joining me in this effort. We couldn’t be more different 
in terms of our votes on the floor. We are probably at polar ends 
of the spectrum when it comes to the way we vote. But we do come 
together in common cause here, I believe because, as they say, this 
political spectrum is not linear, it is circular. When you move to a 
certain point to the left, you end up finding yourself on the right. 
At this point, we have found left, right, and center coming together 
in support of the SAFE Act. 

Let me try to remember some of the basics from my logic course, 
and this goes back many decades in college, about what an ad 
hominem attack is, and that is a generalized attack. All lawyers 
are crooks. All politicians are dishonest. Those are ad hominem at- 
tacks. Another example would be a statement made by former At- 
torney General Ed Meese on the “Today” show where he said, “I 
think librarians, unfortunately, some of them, at least, are more in- 


VerDate Oct 09 2002 


11:34 Jun 11, 2008 Jkt095100 PO 00000 Frm 00040 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\95100.TXT SJUD1 PsN: CMORC 



37 


terested in allowing pornography to go to children than they are 
fighting terrorism.” That would be an ad hominem attack. 

I think your statements, Mr. Rosenzweig, in the beginning of 
your article do qualify as ad hominem attacks in that they say, “in 
the end, they appear to be little more than a political fig leaf in- 
tended to allow politicians to assert they have responded to public 
will and fixed the PATRIOT Act. But capitulating to hysteria is 
pandering, not leadership. The SAFE Act will not make America 
safer.” 

So I think that is a generalized ad hominem attack, but you get 
more specific in your article. You decide that you want to really ad- 
dress the authors of the SAFE Act, who happen to be here today 
greeting you, and let me quote. “The proposed modification of the 
PATRIOT Act misses the point completely, so much so that one 
doubts whether any of the authors is a serious student of either 
law enforcement or intelligence activity.” Those are your words. 

So if we take some umbrage at what you have written, I am 
afraid you have to live with it. You wrote these words, you pub- 
lished them, and I assume you still stand by them. I hope that you 
understand that many of us on this panel, including Senator Craig 
and myself, believe that questioning motives at this point is not ap- 
propriate. 

But let me start, and I would like to ask you both this question. 
I want to know your starting point on the debate. We just had an 
interesting statement made by Senator Craig. He said, “I think we 
ought to err on the side of a freer citizenry,” to which Senator 
Hatch responded, “I think we ought to err on the side of a safer 
citizenry.” There is the debate. It is freedom versus security. 

So what is the starting point for both you, Mr. Rosenzweig, and 
for you, Professor Cole? Do you start with the premise that we do 
have certain inalienable rights and liberties, that they are pro- 
tected and embodied in the Constitution, and that when this gov- 
ernment wants to take away any of our rights, invade our privacy, 
the burden is on the government to prove that we should have to 
surrender our rights, or is it the other way around, and your quote 
from Locke and others suggest the first thing is order and security. 
Then we can talk about freedom. So where is your starting point, 
Mr. Rosenzweig? 

Mr. Rosenzweig. We need both, order, liberty — 

Senator Durbin. Oh, that sounds like a good political answer. 

Mr. Rosenzweig. Well, I am going to try very hard to be politic 
today since I obviously failed, in your judgment, in the drafting. 

Our Constitution recognizes that both are important. It speaks of 
unreasonable searches and seizures, for example. Reasonable is a 
variable that changes in the circumstances. The same type of 
search that is unreasonable in order to prevent drunk driving be- 
comes immensely reasonable — 

Chairman Hatch. It is a pretty vague word, isn’t it? 

[Laughter.] 

Senator Durbin. Let me ask you, this Fourth Amendment that 
you are referring to also talks about probable cause and specificity. 
Now, that is not too equivocal, and frankly, when it gets down to 
it, the PATRIOT Act, at least my objections to it, get to that point, 
whether there is probable cause, whether there is specificity in 
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terms of government action. That, I think, is the standard of rea- 
sonableness that we ought to be looking for. 

Mr. Rosenzweig. Actually, you are addressing what is a long- 
standing debate in the history of the Fourth Amendment, because 
obviously, as you know, the particularity and probable cause stand- 
ards apply to the issuance of warrants and are in the second clause 
of the amendment. The reasonableness standard is in the first 
clause, and many scholars believe that the two were at least origi- 
nally intended to act as independent, that the warrant requirement 
with the particularity and probable cause that you have addressed 
was simply going to be a protector for the police officer against sub- 
sequent tort actions for violations. If he got a warrant, he couldn’t 
be sued in tort because he had satisfied these requirements. And 
that the initial standard is essentially a free-standing definition of 
what is and is not reasonable. 

We went away from that and defined reasonableness in terms ex- 
clusively of probable cause and particularity, most in the 1950s, 
1960s, and 1970s through the Warren Court, but in the last 15 
years or so, the Court, the Supreme Court and most of the other 
courts, have gone back towards kind of a divergent view of those 
two. 

If we really believed that particularity was an absolute require- 
ment for all searches and seizures, then, for example, this Congress 
could not have approved roving wiretaps in the 1980s and the 
courts would have rejected them. They have not because they un- 
derstand that the two are not necessarily — 

Senator Durbin. I want to let Professor Cole also respond, but 
I think that you are too far off in the weeds here. The question is 
whether or not under the PATRIOT Act our government should be 
given authority over our liberties and freedom and privacy where 
they cannot clearly demonstrate it is necessary for the security of 
this country, for example, those sections of the PATRIOT Act that 
have not been used and those that loom over us, and the adminis- 
tration is saying, not only do we want those, we want more. We 
want more of your liberty. We want more of your freedom. 

And I assume the premise that I hear from many is, in the name 
of security, give it up. Professor Cole, what is your thought? 

Mr. Cole. This is a hard question. My view is that there is a bal- 
ancing act that has to be struck here, that it is a difficult balance, 
that most rights in the Constitution are not absolute but do envi- 
sion that for compelling State interests, it is justified to infringe 
upon them. But — so I start with the proposition that it is a balance 
and there are trade-offs to be made. 

But then I go to looking at our history, and what you see if you 
look at our history is that in every period of crisis, we have over- 
reacted. In every period of crisis, we have given the government too 
much power, given it too broad a scope to go after people in the 
name of facilitating investigation, as Senator Hatch suggested with 
the question to Mr. Boyd, and facilitated investigation to make it 
a crime to speak out against the war during World War I. It facili- 
tated investigation to make it a crime to advocate communism dur- 
ing the Cold War. 

But in each of those historical periods, we have learned that 
those kinds of responses are a mistake and we regret them after 
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the fact. Therefore, it seems to me, we ought to put a thumb on 
the scale, and a pretty strong thumb on the scale of liberty and re- 
quire precisely the showing that you are suggesting, that is that 
there is a demonstrated need for this particular measure in order 
to respond to the problem. 

Third, it seems to me that in striking the balance between liberty 
and security, we ought to do so in ways that equally affect all of 
us. We ought not take the easy way out and strike the balances 
in a way that impose burdens and obligations on others that we 
would not bear ourselves. And I think, unfortunately, in the wake 
of 9/11, we have taken that easy route out, particularly by tar- 
geting foreign nationals, and I think that is problematic. 

And then the fourth point is that I think there is a — this is not 
often stated, but I think there is a relationship between liberty and 
security which is that when we sacrifice basic liberties, we may 
make ourselves more insecure. If you look at a world opinion about 
the United States today and compare it to September 12, 2001, 
September 12, 2001, we had the world’s sympathy. We had the 
world’s sympathy. Le Monde’s headline, “We Are All Americans,” 
right? 

Today, there is a higher degree of anti-Americanism around the 
world than ever before in the history of this country. That is the 
greatest threat to our insecurity — to our security over time. That 
is what makes it hard for us to find the terrorists. That is what 
makes it easy for terrorists to recruit people to our side. 

And if you look at what is the basis for that rising tide of anti- 
Americanism, it is perceived hypocrisy on the part of the United 
States in sacrificing liberties that we insisted other countries must 
abide by, and asserting powers to lock people up without any show- 
ing that they are, in fact, dangerous, without any hearing, without 
any trial, and imposing on other people’s nationals burdens and ob- 
ligations that we would not bear ourselves. 

So I think it behooves us from a security standpoint to put a 
thumb on the side of liberty as well as from a liberty standpoint. 

Senator Durbin. Thank you. I am way over my time and I thank 
you for your forbearance, Mr. Chairman. I would like to ask, last 
fall, you suggested and said that you would schedule a hearing on 
enemy combatants, and I hope that in light of this discussion, what 
has happened with the Iraqi prisoners, I hope that we can do that. 
I really think that is an important thing for us to talk about, the 
standards for detention and imprisonment that we are abusing in 
Guantanamo and other places, and I hope this Committee will do 
that. Thank you, Mr. Chairman. 

Chairman Hatch. That is a fair comment. I am headed down to 
Guantanamo in just a short while and I am going to go look that 
situation over and we will certainly — I think we probably will do 
exactly that. 

I want to thank both of you for being here. I think you both 
added a lot to this hearing and I think you both have agreed that 
we need to be safe, we need to be secure, but we need to be free, 
and we have got to balance those great goals, and the question is, 
how do you do it? 

Now, one of the most amazing things to me is that this is now 
the fifth hearing on the PATRIOT Act that I have conducted and 
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I have yet to see one evidence of abuse of the Act. Now, I hear a 
lot of theory and I hear a lot of legal theory from the left to the 
right, but the Act has worked particularly well. As everybody 
knows, I was against sunsetting it. 

Now, there are a number of proposals floating around Congress 
dealing with various provisions of the PATRIOT Act. One of the 
reasons I have been holding this series of hearings and of ter- 
rorism-related hearings is to hear complaints or concerns about the 
PATRIOT Act, to see if changes are necessary. Proponents of the 
SAFE Act argue that additional provisions of the PATRIOT Act 
should sunset so that the Congress can provide oversight. 

Well, I have got news for them. The Senate Judiciary Committee 
always has the authority to hold oversight hearings over the De- 
partment of Justice regardless of whether various provisions in the 
criminal laws of this country are subject to sunsets or expiration 
dates. We have the right to do that no matter what and we are 
going to. 

For example, after the recess, we will again have a hearing on 
the material support clause of the PATRIOT Act which does not 
sunset. Additionally, I am wary of adding sunsets to a host of new 
provisions. 

As many of you know, the Senate has been the site of unprece- 
dented filibusters this Congress. This has allowed a minority of 
Senators to thwart the will of the majority. We have had obstruc- 
tion like I have never seen in my 28 years in the Senate over the 
last couple of years. Almost every bill that has any question by the 
other side is going to be filibustered and is going to have to have 
60 votes in the Senate. It used to be you would have maybe one, 
two filibusters a year and it was always on some profound, very, 
very important issue where there really was tremendous division. 
Now, it is on everything. 

So a minority of Senators can thwart the will of the minority, 
and should a minority of Senators decide that they don’t want any 
PATRIOT Act provisions reauthorized, that minority could then fil- 
ibuster and cause these provisions to lapse despite the will of the 
majority. 

So naturally, I haven’t been very enthusiastic about the sunset 
clause, but I lost in that matter, primarily because the left and the 
right getting together, and maybe that is for the best. I don’t know. 

But I will tell you this. If we don’t reauthorize the PATRIOT Act 
and a number of these provisions, I think this country is going to 
be really in peril. 

I have read your article on the SAFE Act and you make a lot of 
powerful points there. And Larry, I think they are worthwhile 
reading, as you have done. I also know my colleague from Idaho, 
what a fine man he is and how patriotic he is and how very much 
he yearns and gives every aspect of his being to try to do what is 
right here. And so I interpret the SAFE Act to be a great attempt 
at trying to do what is right here, and there are differences on the 
PATRIOT Act. 

I happen to differ on the SAFE Act. I can’t imagine why anybody 
wouldn’t get rid of roving wiretaps in this modern age. I just can’t 
imagine it, especially since they have been used for 20 years in 
other forms of law, which brought the PATRIOT Act finally up to 
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speed with regard to domestic terrorism. You can go down each one 
of these provisions that are being criticized and, I think, show the 
validity of them and the necessity of them. 

And I agree with Professor Cole. They could be misused, just like 
all criminal laws can be misused by an improper and obnoxious set 
of law enforcement officials who don’t abide by the laws them- 
selves, yes. That is why we have oversight. Yes, they can be mis- 
used, but that is true of any criminal law, or virtually any criminal 
law. I guess I had better not be that broad because I can think of 
some things that might not be able to be abused, they are so insig- 
nificant. 

At this time, I would like to submit into the record the written 
testimony of Professor Robert Chesney from the Wake Forest Law 
School, who was unable to appear before us today. 

We are going to leave the record open for one week for any writ- 
ten questions by Senators on these matters. 

I am also going to put into the record a May 5 letter from the 
Department of Justice to me as Chairman and it is an interesting 
letter from William E. Moschella, the Assistant Attorney General, 
and we will put that in the record, as well. 

In the meantime, I have kept the door open for both of you, as 
experts in the field, to write to us and help us know how to do this 
better, because we are going to reauthorize this bill, and person- 
ally, I would like to reauthorize all those sections that you, Mr. 
Cole, think should not be, and some of which you might have ques- 
tions about, Mr. Rosenzweig, but I can be convinced. I can be per- 
suaded with good legal reasoning. 

So I am opening the door for you to persuade me. If nothing else, 
give us your suggestions on how we make this better, how we re- 
solve some of these conflicts that you think are constitutional con- 
flicts that are currently unresolvable. Believe it or not, we really 
want to do what is right. 

The one thing I do want to do is I want to make sure that with 
the protection of the freedoms of this country, we do the ultimate 
that we can to protect the safety of the people in this country, be- 
cause that safety was not protected very well before the PATRIOT 
Act. It is now being protected as well as we can with the PATRIOT 
Act, and that is not to say we can’t provide greater protections 
through a renewal of the PATRIOT Act by adding some sections 
that might be even better than what we have. 

But again, I will come back to my point. I have had five hearings 
and I have yet to have one substantive showing of an abuse — 

Senator Craig. Mr. Chairman, I totally agree with you. 

Chairman Hatch. That is the thing that amazes me. 

Senator Craig. We are being prospective. 

Chairman Hatch. No, I understand. 

Senator Craig. We have got quality people at the Justice Depart- 
ment. You and I both know the integrity of our Attorney General, 
and if he ever sensed there was going to be abuse under his admin- 
istration, he would pull it back. 

Chairman Hatch. Yes, he would. 

Senator Craig. The SAFE Act is prospective, and I think that is 
a very important part of it. I would fear that we would act after 
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the fact, after we had destroyed somebody’s reputation because of 
an abuse — 

Chairman Hatch. Well, I — 

Senator Craig. — and that is where we come from here. 

Chairman Hatch. And I think that is where you come from and 
I admire you for it and respect you for it, but I also fear that if 
we do away with some of these provisions that the SAFE Act would 
do away with, that we are exposing American citizens to unneces- 
sary and undue exposure to terrorism, and that is why the PA- 
TRIOT Act was enacted to begin with. 

And I think before we change those provisions, somebody ought 
to show me where those provisions have not operated properly, 
where those provisions have been abused, where those provisions 
will not do for us what 310 criminals indicted and 179 of them con- 
victed has done for us. 

You know, I may be considered a hard-nose on crime, but I will 
tell you, I want to see some real substantive reasons. 

We had a hearing out in Utah. It was amazing to me. We al- 
lowed the other side to come in and people from the Eagle Forum 
and from others came in. I mean, there were a lot of generalities, 
a lot of generalities. There was not one substantive thing said as 
to what was wrong with the PATRIOT Act, or what really has been 
done wrong with the PATRIOT Act, not one thing. And yet the 
media played it like they were all there really giving us the busi- 
ness on the PATRIOT Act. 

Well, I think you have got to have some substance behind it and 
not just fears that law enforcement might not live up to law en- 
forcement’s obligations. Yes, we have got to make sure law enforce- 
ment does, but we ought to have some substantive criticism before 
we take away provisions that may save American citizens from an- 
other 9/11. I think that is just a given. 

But then again, there are 535 members here and maybe a major- 
ity will not agree with me, and if that is so, I can live with that. 
What I can’t live with is another 9/11. What I can’t live with is not 
doing everything in our power to protect the people of this country. 
I think the PATRIOT Act does that. I think most people believe 
that because they have seen it do it, and here is the testimony here 
today, pretty strong testimony that it has been doing it for us. 

Before we change it, and I just cite roving wiretaps as an illus- 
tration. In this day of cell phones, Blackberries, you name it, it is 
nuts to go with what was the law before, basically having to go to 
the FISA court to get a warrant every time against the phone and 
not against the terrorist and have to get one in every jurisdiction 
where the phone shows up. I mean, that is ridiculous, and yet that 
is what the state of the law was with regard to terrorism before- 
hand and — 

Senator Craig. Mr. Chairman — 

Chairman Hatch. — how we can combat terrorists. 

Senator Craig. I am not here to debate you. 

Chairman Hatch. I know. 

Senator Craig. It does not eliminate roving wiretaps. It creates 
greater specificity. You and I started this debate and worked to- 
gether some years ago when we saw the technologies changing and 
the hard wire moving to digital and all of us understand that. But 
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I do believe you are not erring when you are asking for some de- 
gree of specificity instead of just a general approach. 

Chairman Hatch. Well, they do have a degree of specificity. That 
is the point that I am trying to make. 

Senator Craig. We will have ample time to debate this, but the 
idea of suggesting that we have eliminated it, I don’t believe is a 
fair analysis. 

Chairman Hatch. Let me be more clear on that, then. It pre- 
vents the government — the SAFE Act would prevent the govern- 
ment from obtaining a roving wiretap, as I understand it, unless 
the government can specify the suspect’s name, and currently the 
government can obtain an order to intercept the communications of 
a suspect even when the identity of the suspect is not known. All 
they have to do is provide a sufficient description of the subject. 
And this would make it harder to get roving wiretaps in terrorism 
cases than in narcotics investigations, where roving wiretaps were 
available prior to the USA PATRIOT Act. I don’t think anybody 
can deny that. 

Senator Craig. And I support that. Mr. Chairman — 

Chairman Hatch. No, that is not what it says. 

Senator Craig. — there is a difference between a roving wiretap 
and a John Doe wiretap. That is what we eliminate. 

Chairman Hatch. Okay. 

Senator Craig. Thank you. 

Chairman Hatch. Well, we are probably going to have a hearing 
on it and see, but I don’t agree with that. And frankly, I think it 
is a dangerous thing. But be that as it may, Senator Craig, I know 
you are sincere and I know you may prevail on it and that may 
be the case. I don’t know. I just hope not. It will be a worthy debate 
and I just hope not because I am concerned. 

I am concerned that we should do everything we possibly can to 
protect our people while at the same time protecting civil liberties, 
and I think the PATRIOT Act, even with some of the defects that 
have been mentioned, does that. 

With that, we will recess until further notice. I want to thank 
you two again for being here. 

[Whereupon, at 12:34 p.m., the Committee was adjourned.] 

[Questions and answers and submissions for the record follow.] 
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QUESTIONS AND ANSWERS 



U.S. Department of Justice 
Office of Legislative Affairs 


Office of the Assistant Attorney General Washington, D.C, 20530 

February 14, 2005 


The Honorable Arten Specter 
Chairman 

Committee on the Judiciary 
United States Senate 
Washington, DC 20510 

Dear Mr. Chairman: 

Enclosed please find responses to questions posed to the Department’s 
representatives following their appearance before the Committee on May 5, 2004. The 
subject of the Committee’s hearing was “Aiding Terrorists: An Examination of the 
Material Support Statute.” 

We hope this information is helpful to you. If we may be of additional assistance 
in connection with this or any other matter, we trust that you will not hesitate to call upon 
us. 


Sincerely, 

William E. Moschella 
Assistant Attorney General 


Enclosure 

cc: The Honorable Patrick J. Leahy 
Ranking Minority Member 
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Hearing of the Senate Committee on the Judiciary 

"Aiding Terrorists: An Examination of the Material Support Statutes" 

May 5, 2004 

Questions for Assistant Attorney General Christopher Wray from Senator Leahy: 

1. In his testimony. Assistant Attorney General Bryant proposed several 
amendments to the material support statutes, including expanding the definition of 
material support so that it includes "any tangible or intangible property or service." 

a. Both of the outside expert witnesses at the hearing stated that the term 
"intangible service" was so vague that they did not know what it meant, and 
Mr. Rosenzweig suggested that it was perhaps "just a drafting error and [DOJ] 
didn’t mean it." Was the suggestion to amend the definition of material 
support to include "intangible property and service" just a drafting error or 
does the Department support such an amendment? 

ANSWER: Assistant Attorney General Bryant’s testimony on this point has been 
misinterpreted, and I thank you for the opportunity to clarify the record. The 
Department does not support, and has never supported, amending the definition of 
the term "material support and resources" in 18 U.S.C. § 2339A(b) to include 
"intangible services.” Rather, the Department supports the amendment to 18 
U.S.C. § 2339A(b) contained in section 6603(b) of the Intelligence Reform and 
Terrorism Prevention Act of 2004 (Pub. L. No. 108-458, enacted December 17, 
2004), which made clear that the term "material support or resources" means any 
property, tangible or intangible, or service, except for medicine or religious 
materials. 

b. If the Department does support this language, how would it propose to define, 
and what would be some examples of, "intangible property’ and "intangible 
services"? How does your proposed expansion of the definition preclude the 
potential for the application of the statute in "outlandish or remote 
circumstances," as Professor Robert Chesney wrote in his statement, that, as a 
matter of prosecutorial discretion, may not be brought but which create a 
window for abuse.? 

ANSWER: As indicated above, the Department does not support amending the 
definition of "material support or resources" in 18 U.S.C. § 2339A(b) to include 
"intangible services." Rather, the Department supports the amendment to 18 
U.S.C. § 2339A(b) contained in section 6603(b) of the Intelligence Reform and 
Terrorism Prevention Act of 2004, which made clear that the term "material 
support or resources" means any property, tangible or intangible, or service, except 
for medicine or religious materials. 
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With respect to the meaning of the term "intangible property,” that term is defined 
in Black’s Law Dictionary as "property that has no intrinsic and marketable value, 
but is merely representative or evidence of value, such as certificates or stock, bonds, 
promissory notes, copyrights, or franchises." Black’s Law Dictionary (6tb ed. 1990) 
at 809. I do not believe that the clarification of the definition of "material support 
or resources" contained in the Intelligence Reform and Terrorism Prevention Act of 
2004 in this regard wili lead to the application of the statute in "outlandish or 
remote circumstances” as the provision of intangible property to designated foreign 
terrorist organizations (FT Os) could help those organizations further the violent 
aims and goals of the organization and thus threaten the vital interests and national 
security of the United States. Moreover, I do not believe that the statute as it was 
previously drafted could have been applied in "outlandish or remote 
circumstances" either. Because material support or resources of any kind is 
fungible and frees up resources that can be used to promote violence, the provision 
of any material support or resources to a designated FTO facilitates and furthers 
the organization’s unlawful and violent activities regardless of the benign intent of 
the donor. Referring, however, to Professor Chesney’s suggestion that Congress 
should consider amending the material support statutes to expressly preclude the 
possibility of prosecution "for pure advocacy in a situation not complying with the 
Brandenburg standard of incitement to illegal conduct," the Department supports 
the amendment to 18 U.S.C. § 2339B contained in section 6603(f) of the Intelligence 
Reform and Terrorism Prevention Act of 2004, which clarified that nothing in that 
statute should be construed or applied so as to abridge the exercise of rights 
guaranteed under the First Amendment to the Constitution of the United States. 

c. Assistant Attorney General Bryant said that the current definition of 

material support "potentially may not include all of the possible types and 
forms of support." As head of the criminal division, do you believe there 
is any real, not potential, need for an expansion of the definition? 
Specifically, have there been any situations in which the Department was 
not able to prosecute a person who supported terrorist activities because 
the definition of material support was not broad enough, and there was no 
other statute under which to charge the person? If so, please describe 
those situations. 

ANSWER: I believe that there was a definite and real need for the expansion and 
clarification of the definition of material support contained in section 6603(b) of the 
Intelligence Reform and Terrorism Prevention Act of 2004. As Congress found 
when first enacting Section 2339B, any type of support, whether as property or 
services, given to an entity designated as an FTO furthers the violent aims and goals 
of the organization and threatens the vital interests and national security of the 
United States. £££ Antiterrorism and Effective Death Penalty Act of 1996 
(“AEDPA”), Pub. L. 104-132, § 301(a), 110 Stat 1214 (1996). This is true even if the 
material support is not outwardly violent or lethal in nature or directly related to 
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violent activities because the support permits the FTO to more efficiently allocate its 
resources to enhance its ability to commit terrorist acts. 

By limiting “material support” to an enumerated list of largely physical 
assets, the statute previously permitted such organizations to freely obtain critical 
property, services, and assistance that might not have been explicitly listed and 
unduly hampered effective prosecution. Given the flexible, adaptable and varying 
nature of FTOs, it is very difficult to anticipate all of the types of support that 
potentially could arise in future investigations and cases. Without discussing 
particular former or current investigations, the Department has encountered 
subjects who were engaging in activities that benefit the FTO but did not clearly fall 
into one of the previously enumerated types of “material support” 

As a result, when such cases were indicted and brought to trial, the 
Department was forced to expend considerable resources litigating not the merits of 
the case, but rather the bounds of the definition of ‘material support. For example, 
in United States v. Sattar . the court held that Lynne Stewart and Ahmed Abdel 
Sattar could not be prosecuted under Section 2339B for providing "communications 
equipment" to the Islamic Group (IG) because they used their own communications 
equipment in furtherance of the organization’s goals rather than providing the 
equipment itself to the organization. S« United States v. Sattar . 272 F. Supp. 2d 
348, 358 (S.D.N.Y. 2003). The Sattar court further concluded that Stewart’s and 
Sattar’s provision of themselves to the FTO could not constitute providing 
"personnel" under Section 2339B. In the end, the government superseded the 
original indictment and charged Stewart and Sattar with violating Section 2339A on 
the theory that they conspired to provide and conceal personnel (Sheik Rahman) to 
the IG by smuggling his communications out of his prison, knowing that they would 
be used in a 18 U.S.C. § 956 conspiracy to kill or maim people abroad. Simply 
defining "material support” to include any property or service, as was done in the 
Intelligence Reform and Terrorism Prevention Act of 2004, will eliminate much of 
this unnecessary litigation and increase the efficacy of Section 2339B. 

2. In the Lackawanna case, the Department prosecuted six men for providing 
material support in the form of "personnel" on the grounds that they attended an al-Qaeda 
affiliated training camp. Similarly, defense attorney Lynne Stewart has been charged 
with providing her own self as "personnel." 

a. Is it the Department’s view that anyone who provides services to or is hired by 
a designated terrorist organization is providing themselves with "support" in 
the form of personnel? 

ANSWER: Section 6603(f) of the Intelligence Reform and Terrorism Prevention 
Act of 2004 amended 18 U.S.C. § 2339B to provide that ”[n]o person may be 
prosecuted under this section in connection with the term ‘personnel’ unless that 
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person has knowingly provided, attempted to provide, or conspired to provide a 
foreign terrorist organization with one or more individuals (who may be or include 
himself) to work under that terrorist organization’s direction or control or to 
organize, manage, supervise, or otherwise direct the operation of that organization. 
Individuals who act entirely independently of the foreign terrorist organization to 
advance its goals or objectives shall not be considered to be working under the 
foreign terrorist organization’s direction and control." This provision is entirely 
consistent with the guidance that was previously found and remains contained in the 
United States Attorney’s Manual. 

Therefore, it remains the Department’s view that an individual who 
knowingly provides himself to work under the direction or control of a designated 
FTO, or to direct the operation of that organization, is providing that organization 
with personnel for purposes of the material support statutes. 

b. In answer to a question by Senator Hatch, you stated that, in order to prosecute 
a sleeper cell individual for providing himself as personnel, you would need to 
show, for example, that, "The person went and trained in a terrorist training 
camp, intending to conduct terrorist activities." Do you agree then, that when 
a defendant is charged under the statute with providing himself as "personnel," 
due process requires proof that the defendant intended to facilitate the harmful 
ends of the organization? Please explain why or why not. If not, how does 
the Department reconcile prosecution in such cases with the Supreme Court 
precedent prohibiting guilt by association? 

ANSWER: No, I do not agree that, when a defendant is charged with violating 18 
U.S.C. § 2339B by providing himself as "personnel" to a designated FTO, the 
government must prove that the defendant intended to facilitate the harmful ends of 
the organization. Rather, as section 6603(c) and (f) of the Intelligence Reform and 
Terrorism Prevention Act of 2004 made clear, the government must prove that the 
defendant knowingly provided himself to work under the direction and control of 
the organization and did so with the knowledge that the organization had been 
designated as an FTO by the Secretary of State or had engaged or engages in 
terrorism or terrorist activity. 

Neither the Due Process Clause nor the First Amendment requires proof that 
the defendant specifically intended to facilitate the unlawful acts of the organization. 
As the Ninth Circuit explained in rejecting such arguments in Humanitarian Law 
Project v. Reno, 205 FJd 1130, 1134 (2000), "Material support given to a terrorist 
organization can be used to promote the organization’s unlawful activities, 
regardless of donor intent Once the support is given, the donor has no control over 
how it is used." And, addressing the contention that 18 U.S.C. § 2339B infringed on 
the freedom of association, the Ninth Circuit explained that the statute "does not 
regulate speech or association per se. Rather, the restriction is on the act of giving 
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material support to designated foreign organizations." Id; see Humanitarian Law 
Project v. US. Dep ’t of Justice, Nos. 02-55082, 02-55083 (9th Cir. Dec. 21, 2004) (en 
banc ) (rejecting First Amendment challenge to 18 U.S.C. § 2339B "for the reason set 
out in Humanitarian Law Project v. Reno, 205 F.3d 1130, 1134 (9th Cir. 2000)"), see 
also United States v. Undh, 212 F. Supp. 2d 541, 570 (EJ>. Va. 2002) ("The First 
Amendment’s guarantee of associational freedom is no license to supply terrorist 
organizations with resources or material support in any form, including services as 
a combatant Those who choose to furnish such material support to terrorists 
cannot hide or shield their conduct behind the First Amendment"). One can 
associate with a foreign terrorist organization without providing that organization 
with personnel in violation of 18 U.S.C. § 2339B as "one can readily associate with 
others without also committing himself to the direction or control of the 
organization." Undh, 212 F. Supp. 2d at 572 n.76. 

c. Section 9-91.100 of the U.S. Attorney’s Manual sets forth the Department's 
prosecutive policy on two of the terms in the "material support" definition — 
"personnel" and "training." Does the Department have an official policy on 
any of the other terms in that definition, such as the term "expert advice or 
assistance"? 

ANSWER: Most of the terms listed in the "material support" definition are self- 
explanatory, including currency, personnel, monetary instruments, financial 
securities, financial services, lodging, communications equipment, safehouses, false 
documentation or identification, weapons, lethal substances and explosives. As set 
forth in the amendment to 18 U.S.C. § 2339A(b) contained in section 6603(b) of the 
Intelligence Reform and Terrorism Prevention Act of 2004, the Department 
interprets "expert advice or assistance" to include the provision of any advice or 
assistance derived from scientific, technical, or other specialized knowledge, 
regardless of whether such expertise relates to violent or benign skills or conduct. 
However, "expert advice or assistance" is not intended to prohibit persons from 
simply advocating in support of FTOs or their causes. 

3. I would like to clarify your position regarding the appropriate level of intent 
required for conviction under section 2339B. In answering one of my questions about 
whether a repairman could be prosecuted under the material support statute, you said, "If 
he goes to someone’s house and repairs the guy’s telephone or his computer ... but he 
doesn’t know the guy is a sleeper or has no idea that the guy is going to be using the 
phone or the computer for terrorist activity, then there would be a significant issue, to say 
the least, as to his intent." You contrast this with a repairman who is asked specifically to 
fix a phone so that members of a terrorist organization can communicate and who says he 
will "come over and fix the phone to help you just do just that." Your statements support 
the view that, in order to be prosecuted under section 2339B, the individual must intend 
to further the unlawful acts of the organization — in this case, that the repairman must 
know that the support provided, fixing the phone, is going to be used to further terrorist 

5 


VerDate Oct 09 2002 


11:34 Jun 11, 2008 Jkt 095100 PO 00000 Frm 00053 Fmt 6633 Sfmt t 


S:\GPO\HEARINGS\95100.TXT SJUD1 


PsN: CMORC 



50 


VerDate Oct 09 2002 


activity. 

a. Do you stand by that statement? If not, please explain. 

ANSWER: I appreciate the opportunity to clarify the requirements of section 
2339B, one of the Department’s most important tools in the fight against terrorists 
and their supporters. As one Senator said, "Most important is the provision in this 
bill that will cut off the ability of terrorist groups such as Hamas to raise huge sums 
in the United States for supposedly ‘humanitarian’ purposes, where in reality a 
large part of those funds go toward conducting terrorist activities." 142 Cong. Rec. 
S3380 (daily ed. April 16, 1996) (Sen. Snowe). 

My quoted statements accurately reflect the intent requirements of section 
2339B that were clarified by section 6603(c) of the Intelligence Reform and 
Terrorism Prevention Act of 2004. The second repairman clearly satisfies the 
necessary level of intent: He has provided material support to individuals whom he 
knows are members of a designated FTO. The first repairman, by providing the 
same expert assistance, has not violated section 2339B because he does not know 
that the recipients of that assistance are members of a designated FTO. In the 
words of the statute, he has not "knowingly provide[d] material support or 
resources to a foreign terrorist organization." 

The intent requirement of section 2339B is satisfied by the knowledge that 
the recipient of the "material support" is either a member of an FTO that has been 
designated as a "foreign terrorist organization,” or, alternatively, knowledge that 
the organization engages in terrorist activities or terrorism as those terms are 
defined in section 212(a)(3)(B) of the Immigration and Nationality Act or section 
140(d)(2) of the Foreign Relations Authorization Act, Fiscal Years 1988 and 1989. 
The statute does not require that the provider either intend or know that the 
support he provides will be used for terrorist activity. Indeed, Congress’ express 
reason for enacting section 2339B implicitly rejected such a requirement. See Pub. 
L. No. 104-132, § 301 (1996) (”[F]oreign organizations that engage in terrorist 
activity are so tainted by their criminal conduct that any contribution to such an 
organization facilitates that conduct.") Money and other resources are fungible; 
when given to terrorist organizations, they allow these organizations to flourish even 
if the resources are not specifically used to further terrorist activity. Thus, using the 
material support statutes to prosecute terrorists and those who knowingly support 
them is a critical part of our strategy to identify, disrupt, and deter future terrorist 
attacks. As Sen. Feinstein said, "I simply do not accept that so-called humanitarian 
works by terrorist groups can be kept separate from their other operations. I think 
the money will ultimately go to bombs and bullets, rather than babies, or, because 
money is fungible, free up other funds to be used on terrorist activities." 141 Cong. 
Rec. S7661 (daily ed. June 5, 1995). 
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b. Given your statement, would you support applying a mens rea requirement to 
the materia] support element of section 2339B requiring proof that the 
defendant intended to further unlawful acts, in addition to applying a mens rea 
requirement to the foreign designated terrorist organization element of the 
statute, which the Department has already said it supports. 

ANSWER: No, that would be 18 U.S.C. § 2339A. The Department does not 
support defining the mens rea element of section 2339B as requiring proof that the 
defendant intended to further unlawful acts. Rather, the Department supports the 
amendment to section 2339B contained in section 6603(c) of the Intelligence Reform 
and Terrorism Prevention Act of 2004, which clarified that the mens rea element of 
the material support offense under section 2339B requires proof that: (1) the 
defendant knowingly provided support to the organization in question; and (2) the 
defendant either knew that the organization was a designated FTO or knew that the 
organization has engaged or engages In terrorism or terrorist activity, as those 
terms are defined by relevant provisions of federal law. See, e.g., 8 U.S.C. 

§ 1182(a)(3)(B); 22 U.S.C. § 2656f(d)(2). 

c. If you do not support revising Section 2339B to require that the defendant 
intends to further unlawful acts, then please explain what interest we have in 
criminalizing support to a group that is designed and intended to encourage 
the group to pursue lawful, nonviolent means to its ends. For example, could 
you prosecute someone for sending a terrorist group a book on non-violence? 
What about activities that aid the lawful activities of a designated terrorist 
organization, such as sending children’s books to a day care center run by such 
an organization? Under your construction, could a hotel clerk be guilty of 
providing lodging to a member of a designated foreign terrorist organization, 
if he knows that the person is a member of the organization or that the 
organization at some time conducted unlawful activities, even if he has no 
intent to further the illegal acts and is merely working to make a living? 

ANSWER: The Department does not support revising section 2339B to require 
that the defendant intends to further unlawful acts for the following three reasons. 

First, because material support of any kind is fungible and frees up resources 
that may then be used to promote violence, the provision of any material support 
facilitates and furthers the organization's unlawful and violent activities regardless 
of the benign intent of the donor. As the Ninth Circuit recognized in rejecting the 
argument that 18 U.S.C. § 2339B is unconstitutional because it proscribes the giving 
of material support even if the donor does not have the specific intent to aid in the 
organization's unlawful purposes, "Material support given to a terrorist 
organization can be used to promote the organization’s unlawful activities, 
regardless of donor intent Once the support is given, the donor has no control over 
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how it is used." Humanitarian Law Project v. Reno , 205 F. 3d 1130, 1134 (2000). 

Even support designed and intended to encourage a group to pursue lawful, 
nonviolent means to achieve its ends may be used to further the organization’s 
violent aims. For example, a terrorist organization could use the knowledge derived 
from training in the art of peaceful negotiation to pretend to negotiate peacefully 
while the organization gains time to plan a terrorist campaign. 

Second, some terrorist organizations use their humanitarian activities as an 
integral part of an overall program that includes murdering innocent civilians and 
assassinating government officials. For example, one expert on terrorist 
organizations, Matthew Levitt, describes in "Hamas from Cradle to Grave," Middle 
East Quarterly, Winter 2004, at 3-15, that this foreign terrorist organization is one 
unified body, and that its social welfare organizations, supported by numerous 
charities, answer to the same leaders who set Hamas political and terrorist policy. 
Levitt describes how Hamas charity committees, mosque classes, student unions, 
and sport clubs serve as places where Hamas activists recruit Palestinian youth for 
terrorist training courses in Syria and Iran, or for suicidal terrorist attacks. And, 
he discusses how a single soccer team from the Jihad mosque in Hebron has 
produced several Hamas terrorists responsible for five suicide bombings in 2003. 

Even more frightening, Levitt explains how Hamas charities, social service 
organizations, hospitals, schools, and mosques openly laud suicide bombings. 
Hamas-run schools and summer camps begin indoctrinating children as early as 
kindergarten for later use as suicide bombers. As Levitt notes, Palestinian children 
raised in this environment make willing terrorist recruits. This program is 
accomplished in significant part by the multi-faceted nature of Hamas, which gains 
strength through its humanitarian and charitable activities in the community. 

Thus, even if individuals are providing material support, such as money, for 
groups like the Hamas, and are somehow able to ensure that this money is spent by 
these FTOs only for humanitarian activities, such as a school, the problem remains 
that this money enables these groups to gain more general support, loyalty, and 
popularity among the local people and to earn a measure of legitimacy. This 
support and legitimacy then allows groups such as Hamas to recruit suicide 
bombers, as well as accomplices to provide critical services such as transportation, 
lodging, and local intelligence for terrorist operations. Accordingly, even those who 
are providing material support with the sincere hope and assurance that their 
money is not being used directly for terrorism are nevertheless providing groups 
such as Hamas with the type of overall support they need in order to operate 
successfully as terrorists. 

Third, the 9/11 Commission Report demonstrates how important it is to wail 
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off charitable funds and other charitable activities from terrorist organizations. 

The Report describes how charities were a major source of funding for Osama Bin 
Laden and al Qaeda. Also, in the words of the Report, charitable organizations 
"provided significant cover, which enabled operatives to travel undetected under 
the guise of working for a humanitarian organization". 

With respect to the hypothetical raised in this question, I do not believe that 
it would be appropriate for me to speculate as to whether the activities described in 
these scenarios would run afoul of the statute. Such an answer could prejudice 
prosecutorial decisions that I may be called on to make in the future. Moreover, 
such determinations must be made on a case-by-case basis and involve the 
examination of facts and circumstances not referenced in your question. 

d. Muslims are required to donate money to charities as part of their obligation to 
their religion. How can we strike a balance in section 2339B to ensure that 
those who support only peaceful initiatives of proscribed organizations, and 
have absolutely no intent to further terrorism, are not prosecuted for their 
donations? 

ANSWER: The Department believes that it strikes the right balance under 18 
U.S.C. § 2339B to require proof that: (1) the defendant knowingly provided support 
to the organization in question; and (2) the defendant either knew that the 
organization was a designated foreign terrorist organization or knew that the 
organization has engaged or engages in terrorism or terrorist activity, as those 
terms are defined by relevant provisions of federal law. 

If an individual provides support to a designated foreign terrorist 
organization without knowing that the organization has been designated as a foreign 
terrorist organization and without knowing that the organization in question has 
engaged or engages in terrorism or terrorist activity, then that individual should not 
be held criminally liable. If, however, an individual provides material support to a 
foreign terrorist organization knowing that the organization has been designated a 
foreign terrorist organization or knowing that it has engaged or engages in 
terrorism, then he or she should be held criminally liable, even if that individual 
only intended to support the organization’s non-violent activities, for the reasons 
described in the previous answer. 

It is also worth pointing out that Muslims and those practicing any other 
faith remain free to contribute to the wide variety of charities around the world that 
have not been designated as foreign terrorist organizations under section 219 of the 
Immigration and Nationality Act or as specially designated global terrorist entities 
under Executive Order 13224. 

4. In 2002, officials of the University of California at San Diego directed two 
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student groups to remove links from their Web sites to the Web sites of groups that the 
State Department had identified as "terrorist organizations." The American Association 
of University Professors (AAUP) and others petitioned the school to reverse course, 
arguing that its construction of the term "material support" was overbroad and would 
prevent any professor, student, or campus news organization from using links for 
scholarly and reportorial purposes. As AAUP wrote to the University, "Americans have a 
right to inform themselves of any group, no matter how abhorrent its positions. Acts in 
furtherance of terrorism are prohibited; speech is not." 

a. Do you agree with the University’s original position or with AAUP? 

ANSWER: Without viewing the Web sites in question, it would be inappropriate 
for me to speculate as to whether the University or the AAUP was correct in this 
instance. I certainly agree with the AAUP, however, that 18 U.S.C. § 2339B 
prohibits the act of providing material support to a designated foreign terrorist 
organization and does not proscribe speech protected by the First Amendment See 
18 U.S.C. § 2339B(i) ("Nothing in this section shall be construed or applied so as to 
abridge the exercise of rights guaranteed under the First Amendment to the 
Constitution of the United States."). Furthermore, the AAUP is correct to the extent 
that it is not necessarily the case that Unking one’s Web site to the Web site of a 
designated foreign terrorist organization would run afoul of 18 U.S.C. § 2339B. 

b. Are there modifications we can make to the definition of "material support" to 
prevent it from reaching people who exercise their constitutional right to 
freedom of expression? 

ANSWER: The Department supported the amendment to the material support 
statute contained in section 6603(f) of the Intelligence Reform and Terrorism 
Prevention Act of 2004, which clarified that nothing contained in the statute shall be 
construed or applied so as to abridge the exercise of rights guaranteed under the 
First Amendment to the Constitution of the United States. The Department beheves 
that 18 U.S.C. § 2339B, as it is currently drafted, does not infringe the exercise of 
First Amendment rights, such as the freedom of expression or freedom of 
association. The Department also believes that section 2339B, as it existed before 
the enactment of the Intelligence Reform and Terrorism Prevention Act of 2004, did 
not infringe on the exercise of First Amendment rights. 

5. In March, the district court in the case U.S. v. Al-Arian interpreted section 2339B 
to require proof that the defendant (1) knew that the organization he was supporting was a 
designated foreign terrorist organization or had committed unlawful activities that caused 
it to be so designated; and (2) had a specific intent that his support would further the 
organization’s illegal activities. 2004 U.S. Dist. LEXIS 4227 (M.D. Fla. 2004). The 
court stated that it did not believe this standard would impose a great burden in the 
typical case and that, often, such intent will be easily inferred: "For example, a jury could 
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infer a specific intent to further the illegal activities of a FTO when a defendant 
knowingly provides weapons, explosives, or lethal substances to an organization that he 
knows is an FTO because of the nature of the support. Likewise, a jury could infer a 
specific intent when a defendant knows that the organization continues to commit illegal 
acts and the defendant provides funds to that organization " Id. at 40. 

Do you agree with the court that such a standard would pose merely a slight 
burden for the government but the impact on protecting constitutional rights would be 
significant? If not, why not and what do you think the burden would be of such an intent 
requirement? Can you provide any specific examples of how such a requirement would 
have hindered any of your prosecutions? 

ANSWER: The Department strongly disagrees with that portion of the district 
court ruling which you cite. On March 12, 2004, the district court in United States v. 
Al-Arian issued rulings on various defense motions to dismiss the indictment, 
rejecting most of them. Although the issue of the proper interpretation of Section 
2339B mens tea requirement was not squarely addressed in the motions or 
responses, the court nonetheless determined that, in order to avoid Fifth 
Amendment personal guilt problems, in a prosecution under Section 2339B, the 
Government must show that the defendant knew or had a specific intent that the 
support would further the illegal activities of a Foreign Terrorist Organization. On 
April 26, 2004, the Government filed a motion with the court seeking 
reconsideration of this portion of its decision. In that motion we propounded the 
view that the phrase "knowingly provides" requires proof that (1) the defendant 
knows the identity of the organization to which he provides "material support" and 
(2) that he "knows" either its designation as an FTO or that it engages in terrorist 
activities that would warrant such a designation. On August 4, 2004, the district 
court denied the Government’s motion and reaffirmed its prior ruling. The court 
first stated that section 2339B raises due process concerns under the Fifth 
Amendment by tying criminal liability of the defendant to the criminal activities of 
the FTO. Requiring proof of specific intent on the part of the defendant to further 
the illegal activities of an FTO ensures that the defendant is convicted based on his 
or her personal involvement in unlawful conduct and not solely on the criminal 
activities of others. The court next determined that proof of specific intent was also 
required to prevent section 2339B from being unconstitutionally vague under the 
First Amendment because the statute reaches a substantial amount of protected 
conduct Last, the court held that the specific intent requirement relieves any 
concern that section 2339B’s blanket prohibition of tangible support to FTOs 
infringes on the right to freedom of association. 

At the outset, it is important to note that regardless of the weight of the 
burden of proof on the Government that a specific intent standard would impose, 
importation of such a standard is improper under the plain language of the statute 
as well as inconsistent with congressional intent. In contrast to Section 2339A, 
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which proscribes providing material support knowing or intending that It is to be 
used to co mmi t terrorist activities, Congress made clear that a violation of Section 
2339B consists only of knowingly providing material support to an FTO. In 
enacting Section 2339B, Congress was determined to strictly prohibit terrorist 
fundraising in the United States, and to ensure that this country could not be used 
as a staging ground for those who seek to commit acts of terrorism against persons 
in other countries. H.R. Rep. No. 104-383, at 43 (1995) (legislative history 
pertaining to a bill that was a predecessor of AEDPA). And it specifically found 
that foreign organizations that engage in terrorist activity are so tainted by their 
criminal conduct that any contribution to such an organization facilitates that 
conduct. AEDPA, 301(a)(7), 110 Stat. 1247. In other words, material support 
furthers an FTO’s terrorist activities, either directly as in the case of explosives or, 
because it is fungible and therefore frees up other FTO resources to farther 
terrorism. Thus, Congress meant to hamstring international terrorism by 
proscribing all support, even seemingly minimal support or support given with the 
naive intention that it not assist terrorism. Hinging criminality on the donor’s 
intent eviscerates Congress’s purpose. Indeed, Congress clarified the knowledge 
requirement in section 6603(c) of the Intelligence Reform and Terrorism Prevention 
Act of 2004 by specifically providing that the defendant either must know that the 
organization is a designated foreign terrorist organization or know that the 
organization has engaged or engages in terrorism or terrorist activity, as those 
terms are defined by relevant provisions of federal law. 

Most importantly, a specific intent standard is unnecessary to protect the 
statute against constitutional challenge. Specific intent to farther illegal activities is 
only required where the actus reus of the criminal offense is based on membership 
or affiliation with certain groups or persons. See Scales v. United States, 367 U.S. 
203 (1961). Section 2339B, by contrast, does not predicate guilt on association, but 
rather on personal conduct that is the personal provision of material support 
Thus, there is no due process Scales concern. Even if Scales were applied, however, 
section 2339B’s knowingly requirement is sufficient to ensure personal guilt A 
contributor who knowingly provides material support to an organization that he 
knows is an FTO provides that organization with something that can farther its 
terrorist goals directly or indirectly whether he specifically intends to further those 
activities or not. Because he knows that the recipient of the support is an FTO or an 
entity that engages in terrorist activities, such a defendant could hardly be surprised 
to learn that such a contribution is not an Innocent act. Thus, it is unnecessary also 
to require that the defendant specifically Intend to further terrorist activities with 
his contribution. 

The Al-Arian court’s own example reinforces this point. In its memorandum 
opinion, the court gave as an example of sufficient mens rea a situation in which a 
defendant knows that the organization continues to commit illegal acts and the 
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defendant provides funds to that organization knowing that money is fungible and, 
once received, the donee can use the funds for any purpose it chooses. Al-Arian, 308 
F. Supp. 2d 1322 at 10 (M.D. Fla. March 12, 2004). This very fact pattern illustrates 
the application of the knowingly scienter already contained within Section 2339B. A 
specific intent standard need not be imposed upon the statute to arrive at the same 
point 


We would note that the court’s reasoning in the Al-Ariatt case, with respect to 
overbreadth and vagueness under the First Amendment and freedom of association, 
was categorically rejected by the Fourth Circuit Court of Appeals sitting en banc in 
United States v. Hammoud, 381 F.3d 316 (4th Cir. 2004). 

While the burden of proving specific intent may be slight in certain 
circumstances, it would substantially hinder prosecution in others. Section 2339B 
was originally passed because of the difficulty of proving the donor intent to further 
particular crimes under Section 2339A. Furthermore, many terrorist organizations, 
such as Harakat al Muqawama al Islamiyya, a.ka. Hamas, or the Islamic Resistance 
Movement, the Partiya Karkeran Kurdistan (PKK), a.k.a. the Kurdistan Workers 
Party, and the Liberation Tigers of Tamil Eelam (LTTE), use their resources both 
to fund lethal terrorist activities to intimidate and coerce one segment of a 
population and to supply social services such as orphanages and schools to win over 
the hearts and minds of another segment Imposing a specific intent requirement 
would grant people who provide support to such FTOs knowing of their deadly 
activities an easy escape hatch. As explained above. Congress has already 
determined that even innocently provided donations further the FTO’s violent aims 
and threaten the security of the United States. Thus, it is wholly inappropriate to 
permit people who knowingly provide support to an FTO to evade prosecution 
simply based on their declaration that they intended only to support the 
organization’s humanitarian activities. 

6. On its face, 8 U.S.C. § 1 189 provides little due process protection for 
organizations that the Secretary of State is considering designating as Foreign Terrorist 
Organizations. In National Council of Resistance of Iran v. Department of State, 251 
F.3d 192 (D.C. Cir. 2001), the D.C. Circuit held that U.S.-based organizations must be 
notified and provided an opportunity to challenge their designation at some point in the 
process. How can we modify section 1189 to ensure that organizations have adequate 
and fair process before they are included on the list of proscribed organizations, including 
access to the relevant evidence supporting their designation? 

ANSWER: The Department does not believe that 8 U.S.C. § 1189 needs to be 
modified to ensure that organizations are given due process before they are 
designated by the Secretary of State as a foreign terrorist organization. To begin 
with, foreign organizations with no cognizable presence in the United States are not 
entitled to the protections of the U.S. Constitution. See, e.g.. People’s Mojahedin 
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Organization of Iran v. Department of State, 182 F. 3d 17, 22 (D.C. Cir. 1999). And, 
with respect to those entities with a sufficient presence in the United States to be 
protected by the Due Process Clause, the D.C. Circuit held in 2001 that 8 U.S.C. 

§ 1189 is constitutional so long as the process required by the statute is 
supplemented by additional procedures that the statute neither requires nor 
precludes. See National Council of Resistance of Iran v. Department of State, 251 F. 
3d 192 (D.C. Cir. 2001). These procedures include: (1) notice of an impending 
designation and those unclassified items upon which the Secretary of State proposes 
to rely in designating the organization as a foreign terrorist organization; and (2) an 
opportunity for the organization to present, at least in written form, such evidence 
as that organization may be able to produce to rebut the administrative record or 
otherwise negate the proposition that it is a foreign terrorist organization. 

The D.C Circuit, however, also recognized the possibility that alerting a 
previously undesignated organization to its impending designation could harm the 
nation’s foreign policy goals in particular cases. It therefore also held that the State 
Department does not have to provide an organization notice of its impending 
designation in cases where the State Department is able to make a showing of 
particularized need. See id. at 208. 

The Secretary of State has implemented the D.C. Circuit’s guidance on how 
to constitutionally apply 8 U.S.C. § 1189 to organizations with a constitutional 
presence of the United States, and these procedures were upheld by the D.C. Circuit 
in People’s Mojahedin Organization of Iran v. Department of State, 327 F. 3d 1238 
(D.C. Cir. 2003). The Department therefore sees no need to incorporate that 
guidance expressly into the statute. 

7. Individuals have a Fifth Amendment due process right to defend themselves 
against every element of a crime. How can we tailor 18 U.S.C. 2339B to ensure that 
individuals who are prosecuted for giving material support to proscribed organizations 
are permitted to exercise their constitutional right to challenge every element of their 
crime when the statute currently does not allow them to collaterally challenge the 
designation of a foreign terrorist organization? 

ANSWER: The Department does not support modifying 18 U.S.C. § 2339B in this 
manner. Rather, the Department supports the decision of Congress to preclude 
defendants in material support prosecutions from collaterally challenging the 
designation of a foreign terrorist organization and, instead, to provide for the 
centralized review of such designations in the D.C. Circuit upon a timely petition for 
review filed by the designated organization. 

The centralization of judicial review and the express preclusion of collateral 
attacks on the designation of foreign terrorist organizations serve important 
government interests. Foreign terrorist organization designations have a major 
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impact on foreign relations, and it is vital that judicial challenges to such 
designations be resolved quickly and authoritatively. See, e.g., United States v. 
Sattar, 272 F. Supp. 2d 348, 367 (S J).N.Y. 2003) ("Centralized review under the 
statute is important because designations have significant foreign relations 
implications that Congress could reasonably conclude should be resolved by a court 
that is able to develop a unified body of relevant law."); see also United States v. 
Afshari, 2004 WL 2924339 (9th Cir. Dec. 20, 2004) ("[T]he scheme avoids the 
awkwardness of criminalizing material support for a designated organization in 
some circuits but not others, as varying decisions in the different regional circuits 
might."); cf. Humanitarian Law Project v. Reno, 205 F. 3d 1130, 1136-37 (2000) 
(holding that challenge to adequacy of judicial review of designation must be 
reviewed in D.C. Circuit). Additionally, because all challenges to the designation of 
foreign terrorist organizations involve classified information, centralized judicial 
review In the D.C. Circuit minimizes the chances that such information will be 
inadvertently disclosed both because the State Department is located in the District 
of Columbia and because the D.C. Circuit’s Clerk’s Office routinely handles 
classified information. 

Moreover, it is important to recognize that defendants in material support 
cases do not have a due process right to challenge collaterally the Secretary of 
State’s designation of a foreign terrorist organization. The propriety of an 
organization’s designation as a foreign terrorist organization is not an element of 
the criminal offense of providing material support to a designated foreign terrorist 
organization. It is the fact of the designation, rather than Its propriety, that triggers 
the criminal ban on the provision of material support. For example, the United 
States District Court for the Southern District of New York has stated: "The 
element at issue in this case is simply whether [the Islamic Group] was designated as 
an FrO, and the defendants thereafter knowingly provided, or conspired to 
provide, material support or assistance to it, not whether the Secretary of State 
correctly designated [the Islamic Group] as an FTO." United States v. Sattar, 272 F. 
Supp. 2d 348, 364-65 (S.D.N.Y. 2003). See also United States v. Afshari, 2004 WL 
2924339 (9th Cir. Dec. 20, 2004) ("[The element of the crime that the prosecutor 
must prove in a § 2339B case is the predicate fact that a particular organization was 
designated at the time the material support was given, not whether the government 
made a correct designation.") (emphasis in original). Consequently, because ”[t]he 
correctness of the designation itself is not an element of the offense . . . the 
defendants’ right to due process is not violated by their inability to challenge the 
factual correctness of that determination." Sattar, 272 F. Supp. 2d at 368. See also 
United States v. Afshari, 2004 WL 2924339 (9th Cir. Dec. 20, 2004) ("Section 1189 
provides for the organizations to seek review of the predicate designation, and that 
review was had in this case. Therefore, due process does not require another review 
of the predicate by the court adjudicating the instant § 2339B criminal 
proceeding.”). 


15 


11:34 Jun 11, 2008 Jkt095100 PO 00000 Frm 00063 Fmt 6633 Sfmt f 


S:\GPO\HEARINGS\95100.TXT SJUD1 


PsN: CMORC 



60 


VerDate Oct 09 2002 


8. According to news articles, President Bush has asserted that, by including an 
expiration date, Congress was saying that "maybe the war on terror won’t go on 
very long." In fact, in his radio address on April 17*, he said, "Some politicians 
in Washington act as if the threat to America will also expire." On what basis has 
the Administration asserted that the PATRIOT Act sunset was inserted because 
Congress thought that the war on terror would be over, rather than for the teal 
purpose, which was to ensure meaningful oversight about how the government is 
using these sweeping powers? 

ANSWER: Like every member of this Administration, I appreciate the important 
oversight responsibilities exercised by Congress and am committed to working with 
Congress to fulfill those duties. As the scope of the 9/11 Commission’s work 
demonstrates, a broad array of factors affects the Government’s capacity to detect, 
disrupt, and prevent acts of terrorism. The President’s remarks were based on a 
belief, shared by all of us dedicated to the war on terror, that members of the law 
enforcement and intelligence communities require a correspondingly broad set of 
tools to flexibly and aggressively confront terrorists and their supporters. In a 
world where our enemies’ determination does not flag and their sophistication 
grows, removing any one of these tools from our agents’ investigative arsenal 
dangerously hinders their ability to protect the American people from terrorist 
attacks. 

Toward that end, I believe we can all agree that there were shortcomings in 
the structure and tools provided to the law enforcement and intelligence 
communities prior to the passage of the USA PATRIOT AcL I cannot emphasize 
enough how vital that Act has been to the Justice Department’s efforts in the 
investigation and prosecution of terrorists, and in the protection of the American 
people from future terrorist attacks. Those of us on the front lines of the war 
against terrorism are very grateful that you recognized the value of the tools 
provided by the Act and therefore voted in its favor together with an overwhelming 
bipartisan majority of your colleagues. 

9. You testified that, "Since September 1 1, we have charged 310 defendants with 
criminal offenses as a result of terrorism investigations," and that "179 of those 
have already been convicted." 

a. Of the 310 defendants charged, describe the applicable criminal program 
category for each case. 

ANSWER: We are only able to determine program categories for cases that are 

entered into Executive Office of United States Attorney’s (EOUSA) case 
management system. Since the "310 defendants charged" is information that comes 
from the subset of cases tracked by the Criminal Division, and differs from the 
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terrorism and anti-terrorism cases tracked through EOUSA’s case management 
system, we are unable to provide the specific program categories for these 310 
defendants (the number of which is now 375). 

b. Would you classify these matters as international or domestic terrorism 
cases or some combination of both? Please explain your answer using 
explicit definitions and the source of those definitions. 

ANSWER: All of the cases have an international nexus. The cases referenced in 
my testimony reflected those cases identified by the Criminal Division as terrorism 
or anti-terrorism cases since September 11, 2001. These cases include certain 
investigations conducted by Joint Terrorism Task Force (JTTF) agents and any 
other cases known to the Criminal Division in which there is evidence that an 
individual was engaged in terrorist activity or associated with terrorists or foreign 
terrorist organizations. 

It should be noted that the Criminal Division tracks a subset of cases that are 
reported through the case management system of the United States Attorney’s 
Offices (USAO). The USAO’s case management system reflects that, during FY 
2003, 661 terrorism and anti-terrorism defendants were convicted. For purposes of 
this system, "Terrorism" cases include International Terrorism, Domestic 
Terrorism, Terrorist Financing, and Terrorism-Related Hoaxes; and "Anti- 
Terrorism" cases include Immigration, Identity Theft, OCDETF, Environmental, 
and Violent Crime-all in cases where the defendant is reasonably linked to terrorist 
activity or where the case results from activity intended to prevent or disrupt 
potential or actual terrorist threats. 

c. Of the 3 10 defendants, how many were charged with an offense that 
constitutes a "Federal crime of terrorism," as defined in 18 U.S.C. 
2332b(gX5)? 

ANSWER: Of the 310 defendants that I referenced in my testimony, 84 were 
charged with an offense that constitutes a "Federal crime of terrorism" as defined 
in 18 U.S.C. § 2332b(g)(5). 

The fact that a particular defendant was not charged with such an offense or 
publicly linked to terrorism by the FBI does not mean that law enforcement had no 
concerns or evidence regarding his connection with terrorism. Likewise, the fact 
that an alien was deported rather than prosecuted does not mean that he had no 
knowledge of, or connection to, terrorism. In certain cases, a defendant’s 
knowledge of, or connection to, terrorist activity may not be sufficient to prove a 
terrorism crime beyond a reasonable doubt, or proving a criminal offense may 
require the disclosure of sensitive sources or classified information. In situations 
like these, the best alternative from a national security and law enforcement 
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perspective is to pursue other disruption options, including prosecution for non- 
terrorism offenses and removal from the United States. 

d. For each of the 310 charged, please list the statutory citation of the major 
offense charged. 

ANSWER: This information for most of the 310 (now 375) defendants charged is 
included on the attached chart The chart does not include information that is 
presently under seal, classified or otherwise non-public. 

e. For each of the 179 convicted who has already been sentenced, please 
provide the actual sentence imposed. 

ANSWER: This information for most of the 310 (now 375) defendants charged is 
included on the attached chart The chart does not include information that is 
presently under seal, classified or otherwise non-public. 

f. In how many of the cases in which a conviction was obtained and a 
sentence imposed was section 3A1.4 (Terrorism) of the U.S. Sentencing 
Guidelines either: (i) sought by the government, or (ii) applied by the 
court. 

ANSWER: Neither the Criminal Division nor the Executive Office for United 

States Attorneys routinely collects this information. 

10. Recent data compiled by the Transactional Records Access Clearinghouse 
(TRAC), reflects that, for all the FBI matters that were classified as international 
terrorism cases by the Justice Department — and in one way or another were acted 
upon during the six months following September 1 1 □ federal prosecutors 
declined to prosecute 61% of them. The TRAC data also reflects that the 
proportion of terrorism matters rejected by federal prosecutors is higher than for 
all matters handled by the FBI. Considering the fact that international terrorism 
must be the single most serious threat confronting the FBI, the comparatively high 
declination rate is surprising. According to TRAC, during the first months of 
FY2002, half of the referrals were turned down because Assistant U.S. Attorneys 
decided there was a "lack of evidence of criminal intent" or that "no federal 
offense [was] evident." 

a. Do you agree that there is a substantial declination rate for international 

b. What do you believe is the reason for the declination rate in these 
important cases? 

c. Can you provide information on what happens to an international 
terrorism referral after it has been declined? For example, is the subject 
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or the target of the investigation otherwise addressed? If so, in what 
specific ways? 

ANSWER: The highest priority of terrorism enforcement is the prevention of 
terrorist acts. As a result, investigations are initiated at the first indication of 
possible terrorist activity. Focusing first on activity within the United States: 
Although the TRAC analysis refers to a high number of terrorism investigations 
reported by the FBI, that number is not further broken down to reflect the number 
of intelligence investigations, which are not likely to result in referral for 
prosecution, and the number of criminal investigations. Focusing on criminal 
investigations, subsequent investigation often establishes that the initial information 
was inaccurate and that no criminal activity was underway. In other instances, 
insufficient evidence may be developed to support a criminal prosecution, but the 
information developed may be used to support a deportation action. Additionally, 
in some instances prosecution by local authorities may prove to be a more effective 
way of dealing with the conduct uncovered in the course of the investigation. 
Notwithstanding the fact that, under these and other circumstances, a federal 
prosecution may not result, the federal investigation has served a salutary purpose. 
Focusing on the international terrorism area, the State Department maintains 
statistics on all international terrorist acts worldwide. These statistics demonstrate 
that for the decade of the 1990’s, there were an average of 137 terrorist acts per year 
against Americans. The overwhelming bulk of these offenses are directed against 
Americans overseas. These statistics serve to demonstrate why the number of 
terrorist investigations and prosecutions is relatively low when compared against all 
federal law enforcement activity. It is the nature of terrorist activity, with its 
potentially catastrophic consequences, and not the quantity of terrorist acts that 
renders this area of law enforcement so critical. For example, a single terrorist act 
such as the bombing of Pan Am Flight 103, the bombing of the Murrah Federal 
Building, or the recent attacks on the World Trade Center and the Pentagon can 
have staggering consequences. Since most international terrorism offenses against 
Americans occur overseas, they are particularly difficult to investigate. 

Additionally, in some instances they are dealt with effectively by the country in 
which they occur and U.S. prosecutive action is neither necessary nor possible. 
Additionally, in some instances murders of Americans overseas are the subject of 
investigative activity by the FBI which results in the development of evidence 
indicating clearly that the attack lacked a jurisdictional element necessary to the 
initiation of the prosecution under 18 U.S.C. § 2332, murder of an American as part 
of terrorist activity. In such instances, there is no U.S. jurisdiction and it is 
necessary that the matter be declined. 

1 1 . Since September 1 1 , 200 1 , has the Department of Justice been unable to prosecute 
any international terrorism case because of an actual or perceived loophole in the 
federal criminal code — in other words, because no applicable federal statute 
existed to address the conduct? If so, please provide what detailed information 
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you can about the problem without, of course, disclosing any information that 
would jeopardize an ongoing investigation. 

ANSWER; The Department is constantly reviewing criminal statutes for possible 
loopholes or gaps in our investigative or prosecutorial arsenals that need to be 
closed or filled. As you know, one area for improvement we identified in connection 
with terrorism cases concerned the material support statutes. We are pleased that 
in enacting the Intelligence Reform and Terrorism Prevention Act of 2004 (Pub. L. 
No. 108-458), Congress did provide some needed improvements to the material 
support statutes. 

12. You observed in your statement that the recent tragedy in Madrid is another grim 
reminder that our enemies continue to plot such catastrophic attacks. 

a. Given that (i) an unprecedented number of FISA wiretaps have been 
authorized since September 1 1 , 2001, (ii) the government learned of 
possibly relevant but untranslated FISA tapes that forebode the September 
1 1 attacks after September 1 1 , and (iii) the press is reporting that the 
fingerprints of an American were allegedly found on evidence at the scene 
of the Madrid bombings, do you know whether or not the U.S. gleaned 
any information from FISA wiretaps that implicated, mentioned or 
pertained to the bombing plot? If so, was the information timely 
translated? Was it timely provided to the Spanish authorities? 

ANSWER: FBI Director Mueller has made clear his interest in having all 

material derived from the FBI’s use of FISA authority reviewed and analyzed as 
quickly as possible. Since the majority of this material is in languages other than 
English, FBI Language Services Section personnel meet with the FBI’s National 
FISA Manager and other management officials every two weeks to discuss 
national operational priorities and the most effective utilization of finite linguist 
resources. The operational plan established by this meeting is modified almost 
daily based on ever-shifting investigative priorities. These tactics ensure that all 
of the highest priority intelligence collected in a foreign language is reviewed 
immediately and that any outstanding work is limited to matters assigned a 
lower relative priority. 

The FBI currently has sufficient translation capacity to promptly address all 
translation needs with respect to its highest priority, CT operations, often within 
12 hours. While there are instances in which the FBI is not able to address 
translation needs as quickly as it would like, such as when the language or 
dialect involved is initially unidentifiable, this usually pertains to lower priority 
matters. 

Conventional digital systems used to collect FISA-derived materials were not 
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designed to measure the average time between Intercept and initial monitoring. 
Recognizing the tactical value of having such aging reports for command and 
control purposes, a nationally integrated FISA statistical collection and 
reporting system has been developed and is undergoing a test and evaluation 
process to validate the mapping of meta data. It is clear, however, based on 
information provided by FBI field office managers, that the vast majority of 
communications in a foreign language relating to terrorism operations are being 
afforded full review by a qualified linguist within, at most, a few days of 
collection. 

In respect to the specific matter cited in your question, we cannot comment as 
that matter remains open and pending. 

b. On March 2, 2004, 1 sent a letter to the Attorney General regarding the 
acquittal in Germany of Abdelghani Mzoudi, one of the 9-1 1 conspirators. 
I expressed concerns I had about published reports that the U.S. 
government had failed to provide important assistance to the prosecution. 
On a similar vein, regarding the Madrid bombings, can you assure me that 
the Department is fully supporting the Spanish government in the 
investigation and prosecution of those involved in that heinous terrorism 
plot? 

ANSWER: We can assure you that this Department and this Administration 
stand firm with Spain and every ally in the war on terror to prevent and to 
prosecute such despicable acts of terrorism. 

13. 1 am deeply concerned by recent reports of a substantial increase in acts of 
violence against Muslims in the United States. I believe it is critical that the 
Department of Justice take aggressive measures to safeguard the civil rights and 
safety of Muslims and those who are perceived to be Muslims. 

a. How many investigations has the Department of Justice opened 
concerning allegations of an act of violence in 2003 or 2004 against Arab- 
Americans, Muslims, Sikhs, South -Asian Americans and other 
individuals perceived to be of Middle Eastern origin? 

ANSWER; The Department of Justice opened 125 such investigations in 2003. The 
Department had opened 100 such investigations in 2004. 

b. Please list all cases in which Federal charges have been brought against 
individuals accused of an act of violence in 2003 or 2004 against Arab- 
Americans, Muslims, Sikhs, South -Asian Americans and other 
individuals perceived to be of Middle Eastern origin. 
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a. Please list all cases in which Federal charges have been brought against 
individuals accused of an act of violence in 2003 or 2004 against Arab- Americans, 
Muslims, Sikhs, South -Asian Americans and other individuals perceived to be of Middle 
Eastern origin, 

ANSWER: Federal charges have been brought in the following cases: 

1. United States v, Irving David Rubin and Earl Leslie Krugel (C.D. Cal.). 

§ 371 conspiracy to violate § 844 & § 924 complaint filed 12/12/01, 

§§ 844, 2332, 922 & 924 charges indicted by superceding indictment 8/1/02. 
On 11/13/02 Defendant Rubin died from self-inflicted injury in prison. 

On 2/4/03 guilty plea by Krugel to one count § 241 and 844 as disposition of 
criminal conduct. But, defendant Krugel breached his plea agreement by 
failing to provide truthful information about other crimes. 

Trial is pending for the remaining counts of the superceding indictment. No 
date set yet. Sentencing for the offense to which Krugel pled guilty to be set 
after that trial. Defendants conspired to bomb Los Angeles mosque and the 
California offices of the Muslim Public Affairs Council and an Arab 
American member of the United States House of Representatives. 

2. United States v. Matthew John Burdick (E.D. Cal.). 

18 UJS.C. § 111(a)(1), §1001, 922(g)(1), § 924(c)(1), 21 U.S.C. § 841. 
Indictment 10/30/02. Defendant shot and wounded Sikh postal carrier with a 
pellet gun in Sacramento. Plea 5/28/03 to one count 18 U.S.C. 111(a)(1). 
9/17/03 sentenced to 70 months in prison and ordered to pay $25,395 
restitution. 

3. United States v. Daniel J. Middleman (D.C.). 

18 U.S.C. § 245 and §875 indictment 10/7/04. Plea 1/26/05 to 18 U.S.C. 

§ 875. 

Defendant allegedly sent threatening e-mail from Iowa to president of Arab- 
Aroerican Institute in Washington, D.C. 

4. United States v. Robert Goldstein (M.D. Fla.). 

Complaint filed 8/23/02, Information and Plea 4/3/03 to 18 U.S.C. § 241, 

26 U.S.C. §5 861(d) and 18 U.S.C. § 247. 6/19/03 sentenced to 151 months in 
prison. 

United States v. Hardee. 

Plea 10/9/02 to §241 information. Sentenced to 41 months incarceration on 
5/1/03. 

United States v. Shannahan. 

26 U.S.C. § 5861 (illegal firearms possession). Indicted 10/17/02. 

Plea 4/16/03 to 26 U.S.C. § 5861(e). Sentenced to 56 months in prison. 
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United States v. Kristi Goldstein. 

Plea 2/26/03 plea to 26 U.S.C. § 5861 (illegal firearms possession). 6/13/03 
sentenced to 37 months in prison. Defendants plotting to destroy mosques 
and Islamic centers in Florida. 

5. United States v. Charles D. Franklin (N.D. Fla). 

§ 247 complaint filed 3/28^2002. Superseding indictment 6/21/02. 

Plea 11/8/02 to § 247(a)(1). Plea withdrawn by Franklin. 

Conviction 2/20/03 to one count § 247(c) [interference with worshipers 
because of their ethnicity], sentenced 5/19/03 to 27 months imprisonment, 
three years supervised release and ordered to pay $63,668.75 restitution. 
Defendant intentionally crashed truck into Tallahassee mosque. 

6. United States v. Rolnik (D. Mass). 

Plea 6/6/02 to § 245 information; sentenced 8/28/02 to 2 mos community 
confinement & $5,000 fine. Defendant placed telephone call from Boston, 
leaving threatening message on voice mail of the president of the Arab- 
American Institute in Washington, D.C. 

7. United States v. Justin Scott-Priestley Bolen (E.D. Mich.). 

§ 3631 information plea 2/6/02, sentenced 5/14/02 to 10 months incarceration. 
Defendant placed telephone call to Pakistani family’s home in Detroit, 
leaving threatening message on their voice mail. 

8. United States v. Michael Bratisax (E.D. Mkh). 

§§ 247 and 875 indictment on 11/4/04. 

Defendant sent two e-mail threats to Islamic Center of America in Detroit 
from defendant’s home in New York state. Pending arraignment 

9. United States v. John Barnett (E.D. Mich). 

§§ 247 and 875 indictment on 11/4/04. Trial set for 3/21/05. 

Defendant sent e-mail threat to Islamic Center of America in Detroit from 
defendant’s home in New York state. 

10. United States v. George M. Doyle, II (D. Neb.). 

§ 247 information filed 6/8/04, plea 11/17/04, sentenced to 10 days 
incarceration with apology to victims. 

Defendant allegedly left threatening voice mail messages on the answering 
machine of the Islamic Center of Omaha. 

11. United States v. Dale T. Ehrgott (D. Nev.). 

18 U.S.C. § 875 indictment 3/4/04, re-trial set for 1/13/05 after 9/14/04 
mistrial. 
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Plea to violating IS U.S.C. § 245 on 1/13/05, sentenced to 1 year probation, 50 
hours community service. 

Defendant allegedly sent threatening interstate e-mail communication from 
Reno to D.C office of Council on American-Islamic Relations. 

12. United States v. Leonard Arthur Stem (D. Nev.). 

18 U.S.C. § 875 and § 1001 indictment 8/11/04; pending trial 6/7/05. 
Defendant allegedly transmitted threatening communications to an Arab 
American individual and subsequently provided false statements to the FBI 
denying knowing the Arab American or participating in transmitting the 
threatening e-mails to the individual. 

13. United States v. Jason Kitts and Travis Kitts (E.D. Tenn.). 

§ 245 complaint filed 9/27/01, § 245 Information and Guilty pleas on 9/11/02. 
12/10/02, Travis Kitts sentenced to 36 months in prison and Jason Kitts 
sentenced to 20 months in prison. Defendants assaulted two Indian resident 
managers of a motel in Alcoa. 

14. United States v. Norman Lee Warden (E.D. Tex.). 

18 U.S.C. § 922 ( possession of firearm by felon) plea 10/15/02, sentenced to 
37 months in prison on 1/23/03. Subsequent, local prosecution resulted in 
guilty plea to setting fire and 16 year prison sentence. Defendant set the gas 
pumps on fire at a convenience store owned by a Middle Eastern man, 
leaving a threatening note at the scene. 

15. United States v. Curtis William Murrillo (E J). Tex.). 

18 U.S.C. § 245 indictment returned 5/26/04. Defendant acquitted 11/10/04. 
Defendant charged with assaulting an Iranian-American man who was a 
patron at a McDonald's restaurant. 

16. United States v. Jared Bjarason (W.D. Tex.). 

18 U.S.C. § 247 and § 875 Indictment returned 5/19/04. Defendant pled 
guilty to both charges on 9/30/04. 12/21/04 sentenced to 18 months in prison, 
2 years supervised release and ordered to perform 150 hours of community 
service. 

Defendant allegedly sent e-mail threatening to burn down Islamic Center of 
El Paso mosque unless hostages were freed in Iraq. 

17. United States v. Joe Luis Montes (W.D. Tex.). 

47 U.S.C. § 223 plea 12/4/01, sentenced to 2 years probation, $500 fine on 
1/30/02. 

Defendant made threats over the telephone to Indian employees working at 
truck stop in Hewitt 


24 


11:34 Jun 11, 2008 


VerDate Oct 09 2002 


Jkt 095100 PO 00000 


Frm 00072 Fmt 6633 Stmt 6633 


S:\GPO\HEARINGS\95100.TXT SJUD1 PsN: CMORC 



69 


18. United States v. Nunez-Flores (W.D. Tex.). 

18 U.S.C. § 844(i) complaint Hied 9/21)04. Indicted 11)20/04 on § 247, 

§ 8440), § 924(c). Docket call hearing scheduled for 2/14/05. 

Defendant allegedly threw an incediary device, "Molotov Cocktail" at the 
Islamic Center of El Paso Mosque. 

19. United States v. James Herrick (D. Utah). 

§ 245 plead guilty 10/24/01, sentenced to 51 months on 1)7/02. 

Defendant set fire to a Salt Lake City Pakistani-American restaurant The 
defendant pled simultaneously in a related local prosecution and was 
sentenced to 5 years to life, concurrent to the federal sentence. 

20. United States v. Patrick Cunningham (W.D. Wash.). 

§ 247 indicted 9/26/01, plea 5/9/02. 12/17/02, sentenced to 78 months in 
prison.Defendant attempt to set fire to parishioner's automobiles and then 
shot at them outside their Seattle mosque. 

21. United States v. Wesley Fritts (WJ). Wise.). 

§ 876 & § 2332 plea 3/4/02 to § 2332, sentenced 5/13/02 to 21 months 
incarceration. Defendant mailed fake anthrax and a threat to an Arab- 
American restaurant in Janesville. 

22. United States v. Thomas Iverson (W.D. Wise.). 

§ 844 indicted 11/7/01, plea 1/31/02, sentenced 4/12/02 to 27 months 
incarceration. 

Defendant telephoned a bomb threat to a Jordanian liquor store and to the 
911 operator in Beloit, Wisconsin. The defendant thereafter pled guilty in a 
local prosecution to a state hate crime, receiving a 2 year sentence of 
incarceration consecutive to the federal sentence. 

c. Please list all State prosecutions of individuals accused of an act of 

violence in 2003 or 2004 against Arab-Americans, Muslims, Sikhs, South- 
Asian Americans and other individuals perceived to be of Middle Eastern 
origin, in which the Department of Justice has provided substantial 
assistance. For each such case, please also describe the nature of that 
assistance. 

ANSWER: We do not keep records on State prosecutions in a form that would 
enable us to provide a full and up-to-date response to this question. Cases being 
prosecuted at the local level are monitored, and aided in varying degrees on a case- 
by-case basis, by a combination of attorneys in Main Justice, FBI agents in the held, 
FBI agents in headquarters, and assistant U.S. attorneys throughout the country. 
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14. At the hearing, I asked you about the Justice Department's procedure for licensing 
lawyers to represent groups that are challenging their designation as terrorist 
organizations. You responded that you were not in a position to address the 
licensing issue, but would be happy to follow up in writing. Please describe the 
procedure and, specifically, discuss how the Department decides whether to 
license a lawyer, and how it decides who, in particular, to license. In addition, 
please explain what would happen if the Department refused to license an attorney 
for the group. Would the group still be entitled to challenge its designation? If 
so, could the Department prosecute an attorney who gave his or her "expert advice 
or assistance" to the group so that it could bring such a challenge? 


ANSWER: Under Section 219 of the Immigration and Nationality Act, the list of 
Foreign Terrorist Organizations (FTOs) is designated by the Secretary of State, in 
consultation with the Attorney General and the Secretary of the Treasury. The 
Treasury Department’s Office of Foreign Assets Control (OFAC) administers the 
regulations that address economic sanctions imposed on FTOs. See 31 C.F.R. Part 
597. Consistent with 18 U.S.C. section 2339B(a)(2), section 597.201(b) of the 
regulations provides that, except as otherwise authorized by OFAC, any U.S. 
financial institution that becomes aware that it has possession or control over any 
funds in which an FTO or its agent has an interest shall: (1) retain possession of or 
ma intain control over such funds; and (2) report the existence of such funds to 
OFAC. 


Another section of the OFAC regulations addresses the provision of legal 
services to an FTO. Section 597.505 provides that "[s]pecific licenses may be issued, 
on a case-by-case basis, authorizing receipt of payment of professional fees and 
reimbursement of incurred expenses through a U.S. financial institution" for certain 
legal services provided by U.S. persons. The regulation enumerates six categories of 
legal services that are authorized, provided that related payments and 
reimbursements through a U.S. financial institution must be specifically licensed. 

31 C.F.R. § 597.505(a)-(f). For example, OFAC may license the receipt of payment 
of legal fees for representation of an FTO seeking judicial review of its designation 
before the U.S. Court of Appeals for the D.C. Circuit. (Judicial review of the 
designation is authorized in the INA, 8 U.S.C. § 1189(b)). As can be seen, these 
standards are discretionary. Because this is an OFAC process, we respectfully refer 
the Committee to OFAC for a description of how specific licensing decisions are 
made. 
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Questions for Assistant Attorney Genera] Christopher Wray from Senator 
Grassley: 

You testified that the Justice Department has charged 310 defendants with 
criminal offenses as a result of terrorism investigations, and 179 persons have been 
convicted, since 9-11. 

1) For each of the 310 persons charged with crimes as a result of terrorism 
investigations please provide the following information: 

- A) Citizenship and country of origin. 

- B) The criminal violations the person was charged with. 

- C) The date that the person was charged with each criminal violation. 

- D) Name of judicial district where charges were filed, and location where arrest 
took place, if different. 

- E) Name of the law enforcement agency that made the referral to the Justice 
Department. 

- F) A list of the charges the law enforcement agency recommended that the Justice 
Department file (as opposed to the criminal violations that ultimately were filed). 

- G) Name of the terrorist group and/or foreign power the defendant is suspected of 
being, or known to be, a member of, linked to or otherwise in any way associated 
with. 

- H) A general description of the criminal activity involved in the case. 

ANSWER: The total number of individual defendants is now 375. Most of these 
are listed on the attached chart, along with much of the requested information, 
including in most cases the criminal violations each person was charged with; the 
date that each person was initially charged; the name of the judicial district where 
the charges were filed; and in some cases, the popular name of the case or the 
terrorist group the defendant Is suspected of being linked to. Note that the Criminal 
Division has compiled more information about cases as we have moved away from 
the immediate response to the 9/11 attacks, so there is less information reflected on 
the chart for cases developed from the "PENTTBOM" investigation of those 
attacks. The chart also does not include information that is presently under seal, 
classified, or otherwise non-public, such as certain individuals’ suspected or known 
links to terrorist groups or activity. The Criminal Division does not collect the 
remaining information requested in the question. 

2) Is the figure of 179 persons convicted contained within the set of 310 defendants 

charged? 

ANSWER: Yes, the number of defendants convicted, which is now 195, is within 
the total of 375 defendants charged. 
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A) If so, how many of the remainder of the 131 persons were acquitted, how many 
had their charges dropped by the Justice Department, and how many of their cases are 
still pending? For each of these persons, please specify what happened and provide 
the information requested in A through H in question 1. 

ANSWER: The defendants now in this category are listed among the defendants 
on the attached chart, along with much of the requested information, including in 
most cases whether the defendant was acquitted, the charges against him or her 
were dismissed by the Department, or the case is still pending (including cases in 
which the defendant is a fugitive); the criminal violations each person was charged 
with; the date that each person was initially charged; the name of the judicial 
district where the charges were filed; and in some cases the popular name of the 
case or the terrorist group the defendant is suspected of being linked to. The chart 
does not include information that is presently under seal, classified, or otherwise 
non-public, such as certain individuals’ suspected or known links to terrorist groups 
or activity. The Criminal Division does not collect the remaining information 
requested in the question. 

B) If not, how many of the 310 defendants have been convicted, acquitted, had the 
charges dropped, or their cases are still pending? 

i) For the defendants convicted, please provide the information requested in A 
through H in question 1, as well as each person's name, any aliases and date of birth. 

ii) For the persons who were acquitted, whose charged were dropped, or their cases 
are still pending, please provide the information requested in A through H in question 
1 (but not their name, any aliases or date of birth). 

ANSWER: Please refer to the attached chart for this information. 

C) For each of the 179 persons convicted, please provide the following information: 

- Name, date of birth, citizenship and country of origin. 

- The criminal violations the person was charged with. 

The date that the person was charged with each criminal violation. 

- Name of judicial district where charges were filed, and location where arrest took 
place, if different. 

- Name of the law enforcement agency that made the referral to the Justice 
Department. 

- A list of the charges the law enforcement agency recommended that the Justice 
Department file (as opposed to the criminal violations that ultimately were filed). 

- Name of the terrorist group and/or foreign power the defendant is suspected of 
being or known to be a member of, linked to or otherwise in any way associated 
with. 

- A genera] description of the criminal activity involved in the case. 

- Whether they plead guilty to charges in a plea agreement, or whether they were 
convicted by a jury. 
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- The charges they either plead guilty to or were convicted of by a jury (as opposed 
to the charges filed against them). 

- The length of the prison sentence the persons received. 

ANSWER: Most of the convicted defendants ~ now totaling 195 ■■ are listed on 
the attached chart, along with much of the information you request, including in 
most cases the criminal violations each person was charged with; the date that each 
person was initially charged; the name of the judicial district where the charges 
were filed; and in some cases the popular name of the case or the terrorist group the 
defendant is suspected of being linked to. The chart does not include information 
that is presently under seal, classified, or otherwise non-public, such as certain 
individuals’ suspected or known links to terrorist groups or activity. The Criminal 
Division does not collect the remaining information requested in the question. 

3) Why and how has the Justice Department classified the investigations leading to 
charges against these 310 persons as "terrorism investigations”? 

ANSWER: These cases, which are tracked by the Criminal Division, include 
certain investigations conducted by Joint Terrorism Task Force (JTTF) agents and 
any other cases known to the Criminal Division in which there is evidence that an 
individual was engaged in terrorist activity or associated with terrorists or foreign 
terrorist organizations. The charges and convictions tracked by the Criminal 
Division reflect not only "terrorism" charges such as violations of the material 
support statutes, 18 U.S.C. §§ 2339A and 2339B, but also non-terrorism charges 
such as immigration, firearms, and document fraud violations that have some nexus 
to international terrorism. 

It should be noted that the Criminal Division tracks a subset of cases that are 
reported through the case management system of the United States Attorney’s 
Offices (USA Os). The USAOs’ case management system reflects that, during FY 
2003, 661 terrorism and anti-terrorism defendants were convicted. For purposes of 
this system, "Terrorism" cases include International Terrorism, Domestic 
Terrorism, Terrorist Financing, and Terrorism-Related Hoaxes; and "Anti- 
Terrorism" cases include Immigration, Identity Theft, OCDETF, Environmental, 
and Violent Crime — all in cases where the defendant is reasonably linked to 
terrorist activity or where the case results from activity intended to prevent or 
disrupt potential or actual terrorist threats. 

A) Did the Department/FBI obtain warrants under the Foreign Intelligence 
Surveillance Act during any of the investigations leading to charges against these 310 
persons? If so, has information obtained under FISA been used, i.e., filed with the 
court in support of the criminal charges. 
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B) For each FISA warrant obtained for any of the 310 defendants, how many 
defendants were working on behalf of Saudi Arabia and/or were Saudi nationals? 
Also, please identify by name all the other foreign powers or countries they are 
working on behalf of or are from. 

ANSWER: The Department component that handles FISA matters is the Office 
of Intelligence and Policy Review (OIPR), not the Criminal Division. The Criminal 
Division does not maintain a list of FISA warrants or a list of when FISA-derived 
evidence has been used in these or other cases. However, some examples of 
prosecutions in which the government has used (or publicly stated its intention to 
use) FISA-derived evidence include the Arnaout/BIF case (#63 on the chart), the 
Charlotte Hizballah case (##72-74), Sami Al-Hussayen (#128), the Infocom case 
(##130-136), the Portland cell case (##155-161), the Sattar/Stewart case (##162-165), 
the Al-Arian/PIJ case (##147-154), and the Hassoun/Youssef case (##16-17). 

4) You stated that terrorist cells have been broken up in Buffalo, Charlotte, Portland 
and Northern Virginia. 

A) Please list all other cities where the government has broken up or otherwise 
disrupted a terrorist cell since 9-11, please specify if the lead agency was not the FBI, 
and identify that agency. 

B) Please state the current status of each member of the cell in each city: under 
investigation, arrested, charged with a crime, deported, declared an enemy combatant, 
etc. 

ANSWER: The government has also broken up terrorist cells related to the 
Seattle, Washington area (James Earnest Ujaama and Mustafa Kamel Mustafa, aka 
Abu Hamza al-Masri) and Columbus, Ohio (lyman Faris and Nuradin Abdi). The 
FBI, along with the relevant Joint Terrorism Task Forces, was the lead investigative 
agency in those cases. The requested information is provided on the attached chart. 
The chart does not include information that is presently under seal, classified, or 
otherwise non-public, including information about persons under investigation but 
not yet publicly charged. 

5) Mr. Wray testified that the following material support statutes have been a crucial 
part of the Justice Department’s prevention strategy: 18 U.S.C. Sec. 2339A; 18 
U.S.C. Sec. 2339B; International Emergency Economic Powers Act (BEEP A), 50 
U.S.C. Sec. 1701 etseq.; and seditious conspiracy, 18 U.S.C. Sec. 2384. 

A) Since 9-11, how many persons have been charged with each of these offenses? For 
each person charged with one or more of the offenses listed above, please provide the 
following information: 

- Citizenship and country of origin. 

- Which of the specified criminal violations the person was charged with. 

- The date that the person was charged with each criminal violation. 


30 


VerDate Oct 09 2002 


11:34 Jun 11, 2008 Jkt 095100 PO 00000 


Frm 00078 


Fmt 6633 Stmt 6633 


S:\GPO\HEARINGS\95100.TXT SJUD1 


PsN: CMORC 



75 


- Name of judicial district where charges were filed, and location where arrest took 
place, if different. 

- Name of the law enforcement agency that made the referral to the Justice 
Department. 

- A list of the charges the law enforcement agency recommended that the Justice 
Department file (as opposed to the criminal violations that ultimately were filed). 

- Name of the terrorist group and/or foreign power the defendant is suspected of 
being or known to be a member of, linked to or otherwise in any way associated 
with. 

- A general description of the criminal activity involved in the case. 

- Whether the person was convicted, acquitted, their charges were dropped or the 
case is still pending. 

- If the person was convicted, whether they plead guilty to charges in a plea 
agreement, or whether they were convicted by a jury. 

- The charges they either plead guilty to or were convicted of by a jury (as opposed 
to the charges filed against them). 

- The length of the prison sentence the persons received. 

B) For the persons convicted, please also provide their name, any aliases and date of 
birth. 

ANSWER: Of the defendants now listed on the attached chart, 84 have been 
charged with one or more of the offenses you list Those defendants are listed on the 
attached chart along with much of the requested information, including in most 
cases the defendant’s name; the criminal violations charged to each person; the date 
that each person was initially charged; the name of the judicial district where the 
charges were filed; in some cases the popular name of the case or the terrorist group 
the defendant is suspected of being linked to whether the person was convicted, 
acquitted, their charges were dropped or the case Is still pending; If the person was 
convicted, whether he pleaded guilty or was convicted by a jury; the charges to 
which he pleaded guilty or was convicted of; and the length of the prison sentence 
each defendant received. The chart does not include information that is presently 
under seal, classified, or otherwise non-public, such as certain individuals’ suspected 
or known links to terrorist groups or activity. The Criminal Division does not 
routinely collect the remaining information requested in the question. 

6) The President’s Budget of the United States Government for Fiscal Year 2005, 
issued by the Office of Management and Budget, states that the Department of Justice 
has "Prosecuted and gained convictions in more than 1,000 terrorism-related and anti- 
terrorism cases" since 9-11. Mr. Wray testified that the Justice Department has 
charged 310 defendants with criminal offenses as a result of terrorism investigations, 
and 179 persons have been convicted, since 9-11. 

A) Please explain the data source used by the Justice Department for its calculation, 
and why it is different from the Presidential budget document. 
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B) What is the difference between a "terrorism-related" case and an "anti-terrorism” 
case? How do those categories differ from the category Mr. Wray referred to, 
"criminal offenses as a result of terrorism investigations?" 

ANSWER: As stated in my response to Question 3 above, the cases to which the 
Department official referred are tracked by the Criminal Division and include 
certain investigations conducted by Joint Terrorism Task Force (JTTF) agents and 
any other cases known to the Criminal Division in which there is evidence that an 
individual was engaged in terrorist activity or associated with terrorists or foreign 
terrorist organizations. The charges and convictions tracked by the Criminal 
Division reflect not only "terrorism" charges, such as violations of the material 
support statutes, 18 U.S.C. f § 2339A and 2339B, but also non-terrorism charges 
such as immigration, firearms, and document fraud violations that have some nexus 
to international terrorism. 

The Criminal Division tracks a subset of cases that are reported through the 
case management system of the United States Attorney’s Offices (USAOs). 

C) For the figure of 1,000 terrorism-related and anti-terrorism cases, how many are 
terrorism-related cases and how many are anti -terrorism cases? 

ANSWER: The Criminal Division collects detailed information only on the 375 
cases that we track, most of which are listed on the attached chart 

D) For each of the 1,000 cases, please provide the following information: 

- Whether it was a terrorism-related case or an anti-terrorism case. 

- Citizenship and country of origin of defendant. 

- Which of the specified criminal violations the person was charged with. 

- The date that the person was charged with each criminal violation. 

- Name of judicial district where charges were filed, and location where arrest took 
place, if different. 

- Name of the law enforcement agency that made the referral to the Justice 
Department. 

- A list of the charges the law enforcement agency recommended that the Justice 
Department file (as opposed to the criminal violations that ultimately were filed). 

- Name of the terrorist group and/or foreign power the defendant is suspected of 
being or known to be a member of, linked to or otherwise in any way associated 
with. 

- A general description of the criminal activity involved in the case. 

- Whether the person was convicted, acquitted, their charges were dropped or the 
case is still pending. 

- If the person was convicted, whether they plead guilty to charges in a plea 
agreement, or whether they were convicted by a jury. 
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- The charges they either plead guilty to or were convicted of by a jury (as opposed 
to the charges filed against them). 

- The length of the prison sentence the persons received. 

E) For the persons convicted, also please provide their name, any aliases and date of 
birth. 

ANSWER: The Criminal Division only collects detailed information on the cases 
that we track, which are summarized in the attached chart 
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Questions for Assistant Attorney General Daniel Bryant from Senator Feingold: 

1. In September 2003, the U.S. Department of Justice disclosed that it had not yet used 
section 215 of the USA PATRIOT Act. On March 9, 2004, 1 sent a letter to the Attorney 
General asking him to clarify whether section 215 has been used since September 18, 

2003. (Copy of letter attached.) I have not yet received a response to that letter. Please 
provide a response to the letter forthwith. 

ANSWER: The Department responded to your March 9, 2004, letter on June 2, 

2004. In addition, the Attorney General’s semi-annual reports on FISA, including 
the report on business records under section 215 have been transmitted to the House 
and Senate Committees on Intelligence and the House Committee on the Judiciary. 
The Senate Committee on the Judiciary receives its reports through the Office of 
Senate Security, which has also received copies of these reports. 

2. As you know, there is a significant history of the Administration not adequately 
consulting with Congress before proposing and urging passage of anti-tetTorisrjf^ 
legislation. The PATRIOT Act was proposed just days after the September 11 attacks, 
without consultation with Congress, and the bill was passed and signed into law within 
six weeks after the attacks. In January 2003, a draft "PATRIOT II" bill was leaked. 

There was no consultation with Congress before that draft was put together, nor has there 
been any since. Recently, the President has been campaigning for various additional 
powers that were first outlined in the "PATRIOT II" bill leaked over a year ago. It is 
unfortunate that this discussion is occurring in a political campaign rather than in 
thoughtful consultation between people of good will who hold differing, but valid, views. 
You are the head of the Office of Legal Policy at the Department, which I presume is 
heavily involved with the development of anti-terrorism legislative initiatives. Will you 
commit to consulting with Congress, particularly the House and Senate Judiciary 
Committees, before the Administration takes a position on legislation proposing 
additional "PATRIOT II" powers or proposes additional "PATRIOT II" powers? 

ANSWER: The Department welcomes the opportunity to consult with Members 
of Congress on efforts to give prosecutors and investigators the tools need to prevail 
in the war against terrorism while at the same time preserving our nation’s 
fundamental commitment to the protection of civil rights and civil liberties. In this 
regard, the Department works with Members of Congress on new ways to detect 
and prevent terrorism. At this time, however, the Department has not formally 
transmitted any such proposals to Congress. 


34 


11:34 Jun 11, 2008 Jkt095100 PO 00000 Frm 00082 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\95100.TXT SJUD1 PsN: CMORC 



79 


Question for Assistant Attorney General Christopher Wray from Senator Feingold: 

3. As we discussed at the hearing, last October, the Department reported that as of April 
1, 2003, it had sought, and courts had ordered, delayed notice warrants 47 times. 

(a) As of the date of your response to these questions, or some reasonable recent date, 
how many times has the Department sought and received authorization to execute a 
delayed notification search since enactment of the PATRIOT Act? 

ANSWER: The Department is currently querying various U.S. Attorney’s Offices 
for this information and will forward it under separate cover as soon as it is 
compiled. 

(b) How many of the delayed notification warrants issued since passage of the Patriot 
Act were granted because contemporaneous notification would have "seriously 
jeopardized an investigation or unduly delayed a trial"? 

ANSWER: The Department is currently querying various U.S. Attorney’s Offices 
for this information and will forward it under separate cover as soon as it is 
compiled. 

(c) How many of the delayed notification warrants issued since the PATRIOT Act was 
passed were used in non-terrorism criminal matters? 

ANSWER: The Department is currently querying various U.S. Attorney’s Offices 
for this information and will forward it under separate cover as soon as it is 
compiled. 
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Responses of the Federal Bureau of Investigation 
Based Upon May 5, 2004 Hearing Before the 
Senate Committee on the Judiciary 

Re: Aiding Terrorists: An Examination of the Material Support Statute 


Questions Posed bv Senator Feingold 

Prior to September 11th, various federal agencies maintained various criminal or terrorist 
watch lists, some of which were shared with other government agencies. After September 
11th, the federal government has tried to consolidate those lists, and the FBI has recently 
been tasked with integrating the multiple databases so that it can be a useful tool for law 
enforcement. In March 2004, Homeland Security Secretary Tom Ridge testified before the 
House Appropriations Subcommittee on Homeland Security that there are currently 
approximately 50,000 names on a watch list maintained by the Homeland Security 
Department’s Terrorist Screening Center. At another hearing later that month, the 
Director of the Terrorist Screening Center testified that the Terrorist Threat Integration 
Center (TTIC) managed by the FBI is the sole source of its information. 

(a) Please explain how the FBI determines who is entered into the TTIC 
database and which names get passed along to the Department of Homeland Security’s 
Terrorist Screening Center. 

Res ponse : 


There were approximately 183,412 names in the consolidated terrorist database 
maintained by the Terrorist Screening Center (TSC) as of May 24, 2004. It is 
important to note that the Terrorist Threat Integration Center (TTIC) is managed 
by the Director of Central Intelligence (DCI). The TTIC provides information to 
the TSC regarding known or suspected international terrorists only, while the FBI 
provides information to the TSC regarding domestic terrorists. The TSC is 
administered by the FBI; the Director of the TSC reports directly to the Director 
of the FBI. 

The FBI does not determine what records are entered into the TTIC database 
because TTIC is administered by the DCI. Homeland Security Presidential 
Directive 6 (HSPD-6) requires that federal agencies and departments provide the 
TTIC with terrorist information in their possession. The DCI, in turn, determines 
which records will be maintained in the TTIC database. 

(b) Roughly what portion of these 50,000 people on the terrorist watch list 
are known, dangerous terrorists? Roughly what portion are people who may have 
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tangential ties to someone who is the subject of a counter-intelligence or international 
terrorism investigation? 

Response : 

The TSC maintains a consolidated terrorist screening database at the unclassified 
level. This database is a subset of the data possessed by the TTIC regarding 
known or suspected international terrorists. The TSC does not possess any 
derogatory information regarding those included in its consolidated unclassified 
database. Therefore, questions regarding the names submitted by TTIC for 
inclusion in the TSC database would more appropriately be addressed to the 
TTIC. 

(c) Roughly what portion of these 50,000 are U.S. citizens or legal permanent 
residents? How many of them do you believe are residing in the U.S.? 

Response : 

The TSC database contains only the names and limited identity information 
regarding known or suspected terrorists. The TTIC database contains additional 
information that the TSC cannot maintain in its unclassified database. HSPD-6 
requires that the DCI implement procedures to ensure that the TTIC database does 
not contain information pertaining to United States persons. Consequently, this 
question would more appropriately be addressed to the TTIC. 

(d) The Director of the Terrorist Screening Center also testified that the FBI 
is the sole source of its information about domestic terrorists. Please explain how you 
determine whether someone is a domestic terrorist or suspected domestic terrorist. Could 
someone who is simply exercising his or her First Amendment rights by, for example, 
organizing or speaking at a protest against the war in Iraq, be deemed a threat to national 
security or a "domestic terrorist" and be placed on the watch list? 

Response : 


The FBI complies with Attorney General Guidelines concerning the initiation, 
permissible scope, duration, subject matters, and objectives of FBI investigations. 
The Attorney General’s Guidelines on General Crimes, Racketeering Enterprise, 
and Terrorism Enterprise Investigations recognize that the duty of the government 
to protect the public against crimes "must be performed with care to protect 
individual rights and to insure that investigations are confined to matters of 
legitimate law enforcement interest." In order to ensure that FBI investigations 
are conducted consistent with this requirement, these guidelines contain several 
provisions that address the importance of honoring First Amendment protections. 
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Fpr example, the guidelines instruct that: 

[i]n its efforts to anticipate or prevent crime, the 
FBI must at times initiate investigations in advance 
of criminal conduct. It is important that such 
investigations not be based solely on activities 
protected by the First Amendment or on the lawful 
exercise of any other rights secured by the 
Constitution or Jaws of the United States. When, 
however, statements advocate criminal activity or 
indicate an apparent intent to engage in crime, 
particularly crimes of violence, an investigation 
under these Guidelines may be warranted unless it 
is apparent, from the circumstances or the context in 
which the statements are made, that there is no 
prospect of harm, 

Investigations of terrorism enterprises (one of two types of criminal intelligence 
investigations, the other being racketeering enterprise investigations), for 
example, may be initiated only when facts or circumstances reasonably indicate 
that two or more persons are committing the following criminal acts or attempting 
to do so: 

(1) furthering political or social goals wholly or in part through activities 
that involve force or violence and a federal crime, 

(2) engaging in terrorism as defined in 18 U.S.C. 2331(1) or (5) that 
involves a federal crime, or 

(3) committing any offense described in 18 U.S.C. 2332b(g)(5)(B). 

This requirement for '’criminal acts" is also incorporated in the 18 U.S.C. 2331(5) 
definition of "domestic terrorism 1 ' as activities that: 

(A) involve acts dangerous to human life that are a violation of the 
criminal laws of the United States or of any State; 

(B) appear to be intended- 

(i) to intimidate or coerce a civilian population; 

(ii) to influence the policy of a government by intimidation or 
coercion; or 

(iii) to affect Che conduct of a government by mass destruction, 
assassination, or kidnaping; and 


3 


VerDate Oct 09 2002 


11:34 Jun 11, 2008 Jkt 095100 PO 00000 Frm 00109 Fmt 6633 Sfmt 6( 


S:\GPO\HEARINGS\95100.TXT SJUD1 


PsN: CMORC 



106 


(C) occur primarily within the territorial jurisdiction of the United States. 

Given these Guidelines and statutory constraints, an individual will be 
investigated as a "domestic terrorist" only based upon facts indicating criminal 
activity, and may not be investigated as a "domestic terrorist" merely based upon 
the exercise of First Amendment rights such as protests against U.S. government 
policies. 

(e) Roughly what portion of the 50,000 on the watch list are suspected 
domestic terrorists? 

Response : 


As of May 24, 2004, there were approximately 1,770 names within the TSC’s 
consolidated database associated with domestic terrorism. 


4 


11:34 Jun 11, 2008 


1 


VerDate Oct 09 2002 


Jkt 095100 PO 00000 


Frm 001 1 0 Fmt 6633 Stmt 6633 


S:\GPO\HEARINGS\95100.TXT SJUD1 PsN: CMORC 



107 


VerDate Oct 09 2002 


Professor David Cole’s Response to Senator Leahy regarding the May 5, 2004 
Senate Committee on the Judiciary Hearing on "Aiding Terrorists: An Examination 
of the Material Support Statute" 

Question: 

You have identified what you believe to be a number of constitutional problems with 1 8 
USC 2339B. How would you rewrite that statute to address those perceived problems? 

Answer: 

In my view, the material support statute suffers from a number of constitutional 
infirmities, including vagueness, overbreadth, lack of due process, and the imposition of 
guilt by association (in violation of the First and Fifth Amendments). Many of these 
deficiencies stem from the fact that it imposes liability (at least as construed by the 
administration) on persons who have no intent to support terrorist activity, and whose 
support in fact does not further any terrorist activity. The vagueness, overbreadth, and 
guilt by association problems could be resolved by explicitly incorporating a "specific 
intent" standard, providing that persons are liable only if they provide material support to 
a designated terrorist organization "with intent to further its terrorist activities." The 
statute also has other problems, but this fix would resolve what is in my view its most 
significant constitutional infirmities. 
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SUBMISSIONS FOR THE RECORD 

STATEMENT OF 
GARY M. BALD 
ASSISTANT DIRECTOR 
COUNTERTERRORISM DIVISION 
FEDERAL BUREAU OF INVESTIGATION 
BEFORE THE 
UNITED STATES SENATE 
COMMITTEE ON THE JUDICIARY 
May 5, 2004 


Good morning. Chairman Hatch, Senator Leahy and distinguished members of the 
committee. Thank you for this opportunity to discuss the material support statutes as a 
vital component of the FBI’s investigative mission. I will discuss the application of the 
statutes to our counterterrorism operations, including examples of our successes. 

Since 9/11 the FBI’s Counterterrorism program has made comprehensive changes 
to meet its primary mission of detecting, disrupting, and defeating terrorist operations 
before they occur. We have spent the past two and a half years transforming operations 
and realigning resources to meet the threats of the post-September 1 1th environment. 

As part of this transformation, the FBI has undertaken a number of initiatives to 
improve information sharing and coordination with our national and international 
partners. We are committed to the interagency partnerships we have forged through our 
Joint Terrorism Task Forces (JTTFs), Likewise, the FBI is committed to fostering 
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international partnerships, and recognizes the critical role they play in our ability to 
develop actionable intelligence. To be fully successful, however, these partnerships must 
have the legal tools necessary to investigate the entire range of terrorist activities, 
including the provision of material support. 

U.S. Counterterrorism operations have been significantly enhanced by the 
enactment of the USA PATRIOT Act, which authorized increased information sharing 
between the intelligence and law enforcement communities not only internationally and 
domestically, but also within the FBI. The USA PATRIOT Act also authorized the use 
of existing investigative techniques that were previously not allowed in terrorism 
investigations. The Act expanded our ability to pursue those who provide material 
support or resources to terrorist organizations. These changes have allowed the FBI to be 
more proactive and strengthened our ability to fuse law enforcement and intelligence 
information, to better recognize and address terrorist threats. 

To prevent terror attacks, we need the tools to address the full range of terrorist 
supporters, including those in more peripheral roles. By aggressively attacking the entire 
terrorist organization, we maximize our ability to disable the networks on which 
successful terrorist operations depend. To accomplish this goal, we need the means to 
neutralize all persons acting within the terrorist organizational structure. Terrorist 
networks rely on individuals and organizations that are proficient in fundraising, 
procurement, training, logistics and recruiting. It is this type of terrorist activity that is 
most prevalent in the United States. 

Terrorist groups committed to furthering their ideological objectives through violence 
require both initial and continuing support. In this context, material support includes 
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items related directly to terrorist attacks, such as the procurement of explosives and 
munitions, and the more distant support related to funding, recruitment, logistics and 
communication resources required to sustain a transnational terrorist network. For 
terrorists, a lack of finances can hinder or thwart short-term goals, and dismantle long- 
term agendas. Without funds, terrorist groups suffer disarray, defection and, ultimately, 
demise. The material support statutes, as broadened by the USA PATRIOT Act, are vital 
components of our investigative and preventative efforts targeting the support and 
resource needs of terrorist networks. 

The material support statutes serve as the framework enabling a thorough and 
aggressive prosecution of the entire terrorist network — leaving the network without the 
necessary resources or personnel to conduct terrorist operations. These statutes, based 
upon a fundamentally simple concept, prohibit material support or resources to all 
individuals or entities that facilitate, plan, or engage in terrorism. By criminalizing the 
actions of those who provide, channel or direct resources to terrorists or a U.S. designated 
Foreign Terrorist Organization, the material support statutes provide an effective tool to 
intervene at the earliest possible stage of terrorist planning in order to arrest terrorists and 
their supporters well before their violent plans come to fruition. 

Every person who participates in or helps facilitate terrorist activities should be 
subject to the material support statutes. These statutes have been applied to a wide 
variety of terrorist supporters. For example, the first material support case to be tried 
before a jury was a Charlotte, North Carolina investigation in which a group of Lebanese 
nationals repeatedly purchased large volumes of cigarettes in North Carolina, and 
shipped them to Michigan for resale. This smuggling scheme was extremely lucrative 
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because of the high profit margin from the cigarette tax disparity between the two states. 
Some of the subjects were involved in providing a portion of the illicit proceeds to 
Hizballah affiliates and operatives in Lebanon. Others were involved in providing funds 
to purchase dual-purpose military equipment in aid of Hizballah. Several subjects were 
ultimately charged with violations of the material support statutes, and convicted of 
providing material support to a designated Foreign Terrorist Organization. The main 
subject was sentenced to 155 years in federal prison. As a result of this case, material 
support charges have been used in other similar cigarette smuggling cases in Detroit. 

A recent drugs-for-weapons case demonstrates the need to investigate supporters 
of terrorism and, given the implications, underscores the urgency and priority material 
support investigations require. Between April and September 2002, a group allegedly 
negotiated with undercover law enforcement agents for the sale of 600 kilograms of 
heroin and five metric tons of hashish. The subjects also allegedly negotiated with 
undercover law enforcement for the purchase of four Stinger anti-aircraft missiles, which 
they indicated were to be sold to personnel in Afghanistan. The subjects were charged 
with conspiring to provide material support. Two of the subjects pled guilty to federal 
violations and one is awaiting trial. 

Other examples of successful material support cases involve persons in the U.S. 
training for violence overseas. The FBI, through the Joint Terrorism Task Forces across 
the country, has disrupted and dismantled jihad terrorist cells in American cities 
including Seattle, Portland, Buffalo, and most recently in the D.C. suburbs of northern 
Virginia. Among other things, members of these cells have engaged in military style 
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training exercises, acquired weapons, attended Al-Qaeda training camps, and attempted 
to travel to wage jihad. 

Another material support investigation identified an Al-Qaeda facilitator in the 
U.S. who was conducting pre-operational surveillance of potential U.S. targets for Al- 
Qaeda. The subject is in custody and ultimately pled guilty to providing material support 
to Al-Qaeda. The subject admitted casing the Brooklyn Bridge and identifying other 
potential U.S. targets for Al-Qaeda operations. The material support statutes provided 
the authority to disrupt this terrorist plan while it was being conceived, well before it 
could come to fruition. 

More challenging material support cases involve the funding of designated 
terrorist organizations through the cover of charitable front companies frequently referred 
to as Non-Governmental Organizations, or NGOs. An investigation involving the 
Executive Director of the Benevolence International Foundation (BIF) illustrates the 
usefulness of the material support statutes in these types of investigations. BIF was a 
Chicago, Illinois-based charity long recognized by the IRS as a non-profit organization. 
The group’s purposely ambiguous objectives were, ostensibly, to provide humanitarian 
relief aid. However, the recipients of the ‘humanitarian aid” were ultimately revealed to 
be terrorist groups, including Al-Qaeda. The October 2002 indictment described a multi- 
national criminal enterprise that, for at least a decade, used charitable donations from 
unwitting Muslim- Americans, non-Muslims and corporations to covertly support Al- 
Qaeda, the Chechen Mujahideen, and armed violence in Bosnia. The indictment alleged 
that BIF was operated as a criminal enterprise that engaged in a pattern of racketeering 
activity. In addition to fund-raising, the group acted as a conduit through which other 
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material support was provided to further the violent activities of the mujahideen and other 
terrorist organizations. The Executive Director ultimately pled guilty to a material 
support-based racketeering conspiracy violation and admitted that donors to BIF were 
misled into believing their donations would support peaceful causes when, in fact, funds 
were expended to support violence oversees. 

It would be difficult to overstate the importance of the material support 
statutes to our ongoing counterterrorism efforts. The statutes are sufficiently broad 
to include terrorist financers and supporters who provide a variety of resources to 
terrorist networks. The statutes provide the investigative predicate which allows 
intervention at the earliest possible stage of terrorist planning to identify and arrest 
terrorists and supporters before a terrorist attack occurs. These statutes form a core 
aspect of the FBI’s terrorism prevention strategy. It is readily apparent that 
terrorists open bank accounts, use the internet, communicate, recruit and train 
personnel, and procure equipment to supporitbeir objectives. Those who provide 
such support or resources are as culpable as those who actually carry out terrorist 
attacks. Having a statute directed at the support stage provides a crucial, early 
opportunity for prevention. Moreover, if the terrorist sources of support are not 
successfully targeted and prosecuted, those facilitators remain capable of supporting 
future terrorist activities. 

Terrorist networks cannot exist or operate with a radical ideology as their sole 
asset; these networks need support and resources. From an intelligence perspective, the 
material support statutes are crucial to preventing attacks by limiting, if not denying, the 
necessary support and resources to these terrorist networks. 
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Thank you for the opportunity to testify before you today and to highlight the 
FBI’s investigative efforts and successes. It would be my pleasure to answer any 
questions you may have. 
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STATEMENT OF 
DANIEL J. BRYANT 
ASSISTANT ATTORNEY GENERAL 
OFFICE OF LEGAL POLICY 
U.S. DEPARTMENT OF JUSTICE 

BEFORE THE 

UNITED STATES SENATE 
COMMITTEE ON THE JUDICIARY 

MATERIAL SUPPORT OF TERRORISM 
MAY 5, 2004 

Good morning, Mr. Chairman and distinguished members of the Committee. 
Thank you for the opportunity to join you today to discuss recent court decisions 
concerning the material support to terrorists statutes and to offer some ideas for 
improving those critical statutes. 

At the outset, it is important to recognize the vital role that the material support 
statutes have played in the Department of Justice’s prosecution of the war against 
terrorism. Terrorists and terrorist organizations do not operate in isolation. Rather, they 
depend upon the support and assistance of those who sympathize with their cause. For 
this reason, a key element of the Department’s strategy for winning the war against 
terrorism has been to use the material support statutes to prosecute aggressively those 
individuals who supply terrorists with the support and resources they need to survive. 

The critical aspect of the Department’s strategy for winning the war against 
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terrorism is preventing and disrupting terrorist attacks before they occur. The 
Department seeks to identify and apprehend terrorists before they can carry out their 
plans, and the material support statutes are a valuable tool for prosecutors seeking to 
bring charges against and incapacitate terrorists before they are able to cause death and 
destruction. 

Since the attacks of September 11, 2001, the Department has brought charges 
under the material support statutes against individuals across the country, from Seattle 
and Portland in the West to Buffalo and Alexandria in the East, and because of these 
efforts, numerous individuals who have provided support and assistance to terrorists and 
terrorist organizations are currently behind bars and will stay there for many years to 
come. 

As this Committee is well aware, there has been recent litigation involving certain 
provisions of the material support statutes. While there are limits to what I can say about 
this ongoing litigation, in my testimony today, I will review some concerns expressed by 
courts about various aspects of the material support statutes, concerns that unfortunately 
may interfere in the future with the Department’s ability to prosecute those providing 
vital assistance to terrorists and terrorist organizations. I will then discuss the 
Department’s response to these concerns, and some ways that Congress might consider 
addressing these concerns by amending the material support statutes. Finally, I will 
briefly suggest a couple of other ideas for improving the material support statutes. 

18 U.S.C. § 2339A prohibits the provision of "material support or resources” to 

2 


VerDate Oct 09 2002 11:34 Jun 11, 2008 Jkt095100 PO 00000 Frm00121 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\95100.TXT SJUD1 PsN: CMORC 



118 


terrorists, while 18 U.S.C. § 2339B prohibits the provision of "material support or 
resources" to designated foreign terrorist organizations. The term "material support or 
resources" is defined, for purposes of the statutes, as: "currency or monetary instruments 
or financial securities, financial services, lodging, training, expert advice or assistance, 
safehouses, false documentation or identification, communications equipment, facilities, 
weapons, lethal substances, explosives, personnel, transportation, and other physical 
assets, except medicine and religious materials.” 18 U.S.C. 2339A(b). 

Some courts, however, have found key terms in this definition to be 
unconstitutionally vague, potentially undermining the Department’s ability to prosecute 
those supplying assistance to terrorists or terrorist organizations. The United States Court 
of Appeals for the Ninth Circuit, for instance, has held that the terms "personnel" and 
"training” in the definition of "material support or resources" are "void for vagueness 
under the First and Fifth Amendments because they bring within their ambit 
constitutionally protected speech and advocacy." Humanitarian Law Project v. United 
States Dep 7 of Justice, 352 F.3d 382, 403 (9th Cir. 2003). 

The Ninth Circuit has specifically expressed the concern that an individual who 
independently advocates the cause of a terrorist organization could be seen as supplying 
that organization with "personnel" and thus has concluded that the term "‘personnel’ 
could be construed to include unequivocally pure speech and advocacy protected by the 
First Amendment." Id. at 404. Likewise, the Ninth Circuit has asserted that the term 
"training" could be interpreted by reasonable people to encompass First Amendment 
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protected activities, such as instructing members of foreign terrorist organizations on how 
to use humanitarian and international human rights laws to seek the peaceful resolution of 
conflicts. See id. 

Applying this Ninth Circuit precedent, the United States District Court for the 
Central District of California recently also held the term "expert advice or assistance" in 
the definition of "material support or resources" to be impermissibly vague. See 
Humanitarian Law Project v. Ashcroft, 2004 WL 547534 (C.D. Cal. Mar. 17, 2004). The 
court reasoned that "just like the terms ‘personnel’ and ‘training,’ ‘expert advice or 
assistance’ ‘could be construed to include unequivocally pure speech and advocacy 
protected by the First Amendment’ or ‘to encompass First Amendment protected 
activities.’" Notably, however, the district court refused to hold the term "expert advice 
or assistance" as overbroad under the First Amendment. 

The Department of Justice respectfully disagrees with these decisions holding key 
terms in the definition of "material support or resources" to be unconstitutionally vague 
and is either pursuing or considering whether to pursue further judicial review in these 
cases. In the case of Humanitarian Law Project v. United States Dep 't of Justice, for 
example, the Department has filed a petition for rehearing erc banc with the Ninth Circuit, 
asking that court to reconsider the decision of the three-judge panel finding the terms 
"personnel" and "training" to be unconstitutionally vague. In its petition, the Department 
has argued that the meaning of these two terms is sufficiently clear and provides 
individuals with fair warning as to the range of conduct proscribed by the material 
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support statutes. 

The Department has pointed out that the term "personnel” has a discernible and 
specific meaning, one found in basic dictionary definitions of the word: it describes those 
working under the direction or a control of a specific entity. Thus, as the Department has 
explained in its United States Attorney’s Manual, the ban on providing "personnel” to 
foreign terrorists or terrorist organizations contained in the material support statutes 
covers situations in which individuals have submitted themselves to the direction or 
control of a foreign terrorist organization. Independent advocacy of a designated foreign 
terrorist organization’s interests or agenda falls outside the scope of the statutes’ 
coverage. It is for this reason that, contrary to the concerns expressed by the Ninth 
Circuit, independent speech or advocacy by an individual in favor, or on behalf of, a 
foreign terrorist organization is not prohibited by the statutes. Just as one independently 
extolling the virtues of McDonald’s hamburgers is not supplying "personnel" to the 
restaurant chain, neither is one independently advocating on behalf of a foreign terrorist 
organization supplying "personnel" to that organization. But when one works under the 
direction or control Of the organization, one does provide "personnel." 

Likewise, the Department has argued in its petition for rehearingen banc in 
Humanitarian Law Project that the term "training” is not unconstitutionally vague. The 
material support statutes unequivocally prohibit persons within the United States or 
subject to its jurisdiction from providing any form of "training” to terrorists or to 
designated foreign terrorist organizations, and, again, the word "training" is a common 
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term in the English language, a clear definition of which can be found in any dictionary. 
With respect to the Ninth Circuit’s concern that prohibiting individuals from instructing 
foreign terrorist organizations in peaceful conflict resolution might raise First 
Amendment concerns, the Department has argued that it is doubtful that the statutory ban 
on "training" foreign terrorist organizations would be unconstitutional as applied to those 
activities. This is because, as with the provision of cash or goods, support of a terrorist 
organization through “training," even of a foreign terrorist organization’s seemingly 
innocuous activities, may have the effect of making other resources available for violent 
acts, or gaining time for a terrorist campaign while the terrorist organization pretends to 
negotiate peacefully. 

The Department is also currently considering whether to appeal to the Ninth 
Circuit the Central District of California’s decision holding the term "expert advice or 
assistance" in the definition of "material support or resources" to be impermissibly vague. 
As the Department argued in the district court in that case, the Department does not 
believe that the meaning of the term "expert advice or assistance" is insufficiently clear. 
Expertise is a familiar concept both in the law and to those outside of the legal profession. 
Rule 702 of the Federal Rules of Evidence, for example, defines "expert" testimony to be 
testimony based on "scientific, technical, or other specialized knowledge." Likewise, the 
terms "advice" and "assistance" are commonly understood terms defined in any 
dictionary. 

To be absolutely clear, the Department believes that the terms "personnel,” 
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"training," and "expert advice or assistance," as they are used in the material support 
statutes, are not unconstitutionally vague and should not need further clarification in order 
to withstand constitutional scrutiny. Even so, given the court decisions reviewed above, 
which, if not overturned, threaten to hamper the Department’s ability to prosecute those 
who provide personnel, training, or expert advice or assistance to to terrorists or to 
foreign terrorist organizations, Congress may wish to consider amending the material 
support statute to provide more specific definitions of "personnel," "training," and "expert 
advice or assistance." The Department would not oppose amending the material support 
statute to include such definitions and would be happy to work with Congress to do so in 
a manner that addresses the vagueness concerns that have been raised by some courts and 
at the same time maintains the efficacy of the statutes. Similarly, in light of the 
reservations expressed by some courts that the material support statutes could be 
interpreted to prohibit activities protected under the First Amendment, Congress may 
wish to consider amending the statute to make it absolutely clear that the statute should 
not be construed so as to abridge the exercise of rights guaranteed under the First 
Amendment. Such a provision would have no effect on current prosecution policy, which 
does not target conduct protected by the First Amendment, but would help to allay 
concerns that the material support or resources statutes pose a threat to the exercise of 
First Amendment rights. 

In addition to issues related to terms used in the definition of "material support or 
resources," another recent aspect of the Ninth Circuit’s decision in th tHumanitarian Law 
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Project case also deserves mention. Recently, in the same decision in which it held the 
terms "personnel" and "training" to be unconstitutionally vague, the Ninth Circuit also 
held that an individual, to violate the material support statute, either must have knowledge 
of an organization’s designation as a foreign terrorist organization or have "knowledge of 
the unlawful activities that caused the organization to be so designated." Humanitarian 
Law Project, 352 F.3d at 400. Unfortunately, one could interpret the latter part of this 
requirement to mean that a defendant must have knowledge of the facts contained in the 
generally classified, internal State Department documents, which form the basis for the 
Secretary of State’s decision to designate an organization as a foreign terrorist 
organization. The Department believes that such a burdensome scienter requirement is 
not compelled by 18 U.S.C. § 2339B and that it would dramatically reduce the utility of 
that statute. The Department assumes that the Ninth Circuit did not intend to impose 
such a requirement on prosecutors and has asked in its petition for rehearingen banc that 
this portion of the panel’s opinion be clarified. Specifically, the Department has 
requested that the Ninth Circuit amend its opinion to make clear that the material support 
statute (18 U.S.C. § 2339B) requires only knowledge by the defendant of either the 
"foreign terrorist organization" designation, or that the organization engages in terrorist 
activity, as defined by relevant provisions of federal law. 

While the Department does not believe that further clarification of the material 
support statute’s scienter requirement is necessary. Congress may wish to provide such 
clarification in light of the Ninth Circuit’s recent decision on this issue. And if Congress 

8 


VerDate Oct 09 2002 11:34 Jun 11, 2008 Jkt095100 PO 00000 Frm 00127 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\95100.TXT SJUD1 PsN: CMORC 



124 


were interested in developing such a clarification, the Department would be happy to 
work with Congress on this issue. 

In addition, if Congress were to revise the material support statutes to respond to 
the recent court decisions mentioned above, there are at least two deficiencies with the 
current statutory language that Congress should also consider addressing. First, at 
present, the material support statutes reach only a limited number of situations where 
material support or resources are provided to facilitate the commission of international or 
domestic terrorism. 18 U.S.C. § 2339A currently forbids the provision of material 
support or resources for only certain federal crimes likely to be committed by terrorists, 
such as biological weapons offenses or chemical weapons offenses. This list of predicate 
offenses contained in 18 U.S.C. § 2339A is too narrow. For example, it does not even 
encompass all federal crimes of terrorism identified in 18 U.S.C. § 2332b(g)(5), let alone 
other violent acts that constitute international or domestic terrorism under 18 U.S.C. 
§2331. 

The current limited scope of the material support statutes’ coverage simply does 
not make sense. Because the acts of violence and destruction perpetrated by terrorists are 
not limited to those federal crimes currently listed in 18 U.S.C. § 2339A, there is no 
reason why the scope of that statute’s coverage should be restricted in this manner. 
Consequently, the Department would support broadening the scope of the statute in this 
regard and would be happy to work with Congress to do so in a manner that would both 
increase the statute’s efficacy and respect relevant constitutional constraints. 
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In addition. Congress may wish to consider revising the definition of "material 
support or resources" in the current material support statute. At the moment, as noted 
above, that term is defined as: "currency or monetary instruments or financial securities, 
financial services, lodging, training, expert advice or assistance, safehouses, false 
documentation or identification, communications equipment, facilities, weapons, lethal 
substances, explosives, personnel, transportation, and other physical assets, except 
medicine or religious materials." 18 U.S.C. § 2339A(b). 

The types of property and services specifically enumerated in this definition, 
however, may not potentially include all of the possible types and forms of support that 
could be given to terrorists or to foreign terrorist organizations. This could be 
problematic because any type of material support given to entities designated as foreign 
terrorists or foreign terrorist organizations furthers the violent aims and goals of the 
organization and threatens the vital interests and national security of the United States. 
Material support or resources of any kind are troublesome and, when support of a non- 
lethal nature is donated to a foreign terrorist or terrorist organization, such support frees 
up resources that may then be used to promote violence. 

For this reason, the Department would support refining the definition of "material 
support or resources" to encompass any tangible or intangible property or service, while 
at the same time maintaining the current statutory exemptions for medicine and religious 
materials. Such a refinement would heighten the efficacy of the material support statutes 
and make it less likely that an individual prosecuted in the future for providing property 

10 


VerDate Oct 09 2002 11:34 Jun 11, 2008 Jkt095100 PO 00000 Frm 00129 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\95100.TXT SJUD1 PsN: CMORC 



126 


or services to a terrorist or to a foreign terrorist organization would be able to take 
advantage of a loophole in the statutes. If such a change were to be made, the 
Department would support retaining the list of types of property and services currently set 
forth in the definition of "material support or resources" in order to illustrate forms of 
support clearly prohibited by the statute. 

In conclusion, I would like to thank the Committee for holding today’s hearing on 
such an important topic. The material support statutes are vital tools that are being used 
on a regular basis by the Department in the war against terrorism. While some courts 
have complained that certain terms in the statutes lack clarity, the Department 
respectfully disagrees with those contentions and is actively working to reverse these 
unfavorable court rulings. Should Congress, however, seek to revise the material support 
or resources statutes to respond to the concerns expressed by some courts, the Department 
would be happy to work with Congress to improve these vital laws. Thank you once 
again for allowing me to appear before you today, and I look forward to the opportunity 
to respond to any questions that you might have. 


11 


VerDate Oct 09 2002 


11:34 Jun 11, 2008 Jkt095100 PO 00000 Frm 00130 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\95100.TXT SJUD1 


PsN: CMORC 



127 


VerDate Oct 09 2002 


TESTIMONY OF 

Robert M. Chesney 
Assistant Professor of Law 
Wake Forest University School of Law 

BEFORE THE UNITED STATES SENATE 

COMMITTEE ON THE JUDICIARY 


REGARDING 

OVERSIGHT HEARING: AIDING TERRORISTS - AN EXAMINATION OF THE 
MATERIAL SUPPORT STATUTE 

5 MAY 2004 


Dear Chairman Hatch, Senator Leahy, and the Honorable members of the committee, 

I write in connection with the Judiciary Committee’s upcoming oversight hearing 
“Aiding Terrorists - An Examination of the Material Support Statute,” and request that the 
following testimony be admitted into the Congressional Record. 

Over the past two-and-a-half years, the material support statute - 1 8 U.S.C. § 2339B - 
has become the most significant prosecutorial tool in the Justice Department’s effort to prevent 
future terrorist attacks. A number of courts and commentators, however, have questioned its 
constitutionality on various grounds. These criticisms - particularly as embodied in recent 
holdings by the Ninth Circuit Court of Appeals and federal district courts in New York and 
Florida - are for the most part overstated, but in some limited respects do warrant attention by 
Congress. 

In the pages that follow, I hope to place these issues in context first by reviewing the 
origins of the material support law and then by describing the extent to which federal courts have 
divided on the constitutionality of the statute. I conclude with a brief assessment of the merits of 
the arguments on which these courts have focused. 1 


1 For a lengthier discussion of my views on the constitutionality of § 2339B, see Robert M. Chesney, “Civil 
Liberties and the Terrorism Prevention Paradigm: The Guilt by Association Critique,” 101 MICH. L. Rev. 1408 
(2003) (concluding, in the course of reviewing two recent books by Professor David Cole, that § 2339B on its face 
does not involve unconstitutional “guilt by association”, but also noting that a specific intent requirement would 
have to be read into the law in the limited circumstance where the government proposed to apply the statute solely 
on the basis that the defendant provided himself or herself as “personnel” to a designated organization). 
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I. Origins of the Material Support Law 

A review of the origins of the material support law indicates that the law was at least 
twelve years in the making, and the product of a bipartisan effort to empower the Executive 
Branch to embargo foreign sub-state organizations in much the same manner that it traditionally 
has been empowered to embargo hostile foreign states. 

The first proposal to criminalize the provision of assistance to terrorists or terrorist 
organizations seems to have arisen in 1 982 in the wake of revelations about a former CIA 
employee, Edwin Wilson, involved in exporting explosives and equipment to Libya. The 
“Antiterrorism and Foreign Mercenaries Act” would have criminalized the provision of military 
or intelligence assistance not only to the government of Libya but also to any other foreign 
government or sub-state terrorist organization designated by the President. 2 The bill died in 
committee, but the concept reemerged two years later in the proposed “Prohibition Against the 
Training or Support of Terrorist Organizations Act.” This bill would have made it a crime 
punishable by up to ten years’ imprisonment to provide support, training, or services to the 
“armed forces” or “intelligence agencies” of any group or government identified by the Secretary 
of State as engaging in or supporting international terrorism threatening U.S. national security. 

A section-by-section analysis of the proposal explained that the support provision was intended 
to address “the problems of United States nationals or business entities providing the technology 
of terrorism for use abroad and of the United States being used by foreigners for such a 
purpose.” 3 

The proposal met considerable resistance. When Secretary of State George Shultz 
testified in Congress in June 1984, for example, representatives “peppered Shultz with 
problematic cases. . . . What definitions would distinguish between Afghan rebels and 
Nicaraguan contras on one hand, and Salvadoran rebels on the other?” 4 The Washington Post 
editorialized against the support provision on several occasions, raising concerns that the 
definition of forbidden support was too vague and that the provision vested too much discretion 
in the Secretary of State: 

“If- use your imagination - a President Mondale were to appoint a Jesse Jackson 
secretary of state, is it not possible that the Nicaraguan rebels might be designated 
terrorists? Wouldn’t it be reasonable to conclude that supplying food and military 
uniforms is a service in support of those terrorists? Such acts are not now criminal, but 
they might be if the administration’s own anti-terrorism bill becomes law without 
amendment.” 5 


2 S. 2255 (1982). 

3 H. Doc. 211, PS* Cong., 2d Sess. 1-4 (1984), 20 WEEKLY COMP. PRES. DOC. 590, 591-94 (Apr. 30, 1984) 
(quoted in Marian Nash Leich, “Four Bills Proposed by President Reagan to Counter Terrorism”, 78 Am. J. Int’L L. 
915 (Oct. 1984). See also S. 2626/H.R. 5613, 98 th Cong., 2 nd Sess. (1984); President Ronald Reagan, “Message to 
the Congress Transmitting Proposed Legislation to Combat International Terrorism,” Apr. 26, 1984 (available at 
www.ieagan.utexas.edu/resource/sDeeches/1984/42684a.htm) . 

4 “A Question of Definition”, Time, June 25, 1984, at 19. The implicitly positive reference to Afghan rebels is, of 
course, quite ironic. 

5 “One Man’s Freedom Fighter . . W ash. POST, July 20, 1984. 
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Congress eventually passed the other aspects of President Reagan’s 1984 antiterrorism 
initiatives, but the support provision died in committee. 6 One of the bill’s original Senate 
sponsors, Jeremiah Denton of Alabama, had come to the conclusion that the bill was “too loosely 
written” in that it “seemed to include even speech if you advocated support of, say, the PLO . . . 
or the IRA.” Nonetheless, Senator Denton revived the proposal the next year when he 
introduced substantially identical language in the “International Terrorism Control Act.” 7 With 
less fanfare, the proposal again died in committee. 

Several years later, the support for terrorism concept reemerged in the context of 
immigration law. Section 212 of the Immigration and Nationality Act (8 U.S.C. § 1182) already 
provided for exclusion from the United States of aliens who had engaged in terrorist activity, but 
legislation in 1989 expanded the meaning of “engage in terrorist activity” to include activity 
which the alien knew or reasonably should known would provide “material support” to a person, 
group, or government engaged in terrorist activity. “Material support” in turn was defined to 
include not only lethal items such as weapons and explosives, but also the provision of safe 
houses, transportation, communication, fluids, false identification, and training. Additionally, 
material support was defined to include efforts to solicit funds or other valuables on behalf of 
organizations engaged in terrorist activity. The next year, the Immigration Act of 1 990 expanded 
the definition of material support to include the solicitation of membership in a terrorist group. 

In January 1991, with bipartisan support, Senator Joseph Biden proposed legislation (the 
“Comprehensive Counter-Terrorism Act of 1991”) in a renewed attempt to criminalize activities 
supporting terrorist groups. The proposal would have made it a felony to provide material 
support - defined to include money, weapons, equipment, and personnel - with knowledge that 
the recipient intended to use the support in connection with terrorism. The bill received 
considerable backing from the State Department, 8 and eventually became folded into the 
omnibus crime bill proposal for 1991. Commenting on the house version of the proposal, one 
representative explained that the new law was 

“necessary because of increased concern about the nature of assistance being given to 
terrorists. Fortunately, fewer governments are providing assistance to terrorist groups, but 
unfortunately, front organizations and individuals are stepping in to provide support to 
terrorists. The problem became evident when investigators uncovered front companies 
helping the Abu Nidal Organization. Those companies have been shut down, and I hope 
that by establishing a criminal offense for such activities in the United States we can 
deter terrorists and their sympathizers before they set up new operations, either here or 
abroad.” 9 

Notwithstanding considerable support for the measure, however, it did not become law at that 
time. 


6 “A Crime to Aid the Contras?”, WASH. POST, Dec. 18, 1984; Lairy Margasak, “Denton To Push for Law Against 
Americans Helping Terrorists”, Associated Press, May 19, 1995 (1985 WL 2861924). 

7 S. 1940, 131 Cong. Rec. S17604-04, 99 a ‘ Cong, 1* Sess, Dec. 13, 1985. 

8 See Letter from Wendy R. Sherman, Assistant Secretary of State for Legislative Affairs, to Rep. Lee Hamilton, 
Chairman, Committee on Foreign Affairs, House of Representatives, May 16, 1994, reprinted at 139 Cong. Rec. 
E1519-01 (describing State Department involvement with the 1991 bill). 

9 137 Congressional Record H7995-03 (October 17, 1991) (1991 WL 208635) 
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Not long after the attempted destruction of the World Trade Center in 1993, Congress 
once more took up the issue of criminalizing material support. This time the proposal became 
law. In 1994 Congress enacted 18 U.S.C. § 2339A, making it a crime to provide “material 
support or resources,” or to conceal or disguise the same, “ knowing or intending that they are to 
be used in preparation for, or in carrying out, a violation” of any of more than two dozen specific 
crimes of violence specified in the statute. 18 U.S.C. § 2339A(a) (italics added). As amended 
since 1994, the statute defines “material support or resources” to include the provision of a 
comprehensive array of items and services that may be grouped into four categories: 

(1) funding (currency, monetary instruments, financial securities, and financial services) 

(2) tangible equipment (weapons, lethal substances, explosives, false documentation or 

identification, communications equipment, and other physical assets, except medicine or 

religious materials) 

(3) logistical support (lodging, expert advice or assistance, safehouses, facilities, training 

and transportation); and 

(4) personnel. 

See 18 U.S.C. § 2339A(b). 

Critics of the new law argued that it was of little use in preventing the flow of support to 
terrorist organizations in situations in which the government could not prove the donor intended 
or knew the aid would facilitate the commission of a particular crime. Two years later - 
perhaps reflecting these criticisms, and certainly reflecting the impact of the 1995 Oklahoma 
City bombing - Congress enacted a companion material support law, 1 8 U.S.C. § 2339B. 

The new law employed the same definition of “material support or resources” as § 

2339A, but otherwise differed substantially. In one sense, the new law was narrower than the 
old: Whereas § 2339A permitted punishment irrespective of the identity of the recipient of the 
support, § 2339B applied only to support given to “foreign terrorist organizations” formally 
designated as such by the Secretary of State. But in other ways, the new law was broader. Most 
notably, the new law did not require the government to prove the donor knew or intended to 
facilitate any particular crime. On the contrary, § 2339B required proof only that the donor 
provided the support “knowingly” to a designated organization. See 18 U.S.C. § 2339B(a)(l). 

II. Section 2339B in the Courts 

A number of courts have had occasion over the past few years to address the 
constitutionality of § 2339B. These decisions have focused on five arguments in particular: (1) 
whether the statute unconstitutionally imposes “guilt by association; (2) whether the statute 
otherwise infringes freedom of expression; (3) whether the statute is overbroad; (4) whether the 


30 See, e.g., Todd GiUman, FBI Looks Into Islamic Fund Raising: Muslim Officials Deny Supporting Terrorism, 
DALLAS Morning News, Nov, 18, 1994, at 29 A (citing unnamed diplomatic and law enforcement sources). 
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definition of “material support or resources” is vague; and (5) whether due process requires that 
some form of specific intent mens rea requirement be read into the statute. As described below 
in more detail, courts have uniformly rejected arguments under the first three headings, but have 
split sharply on the last two. 

A. Humanitarian Law Project v. Reno 

The first significant decision was rendered by a panel of the Ninth Circuit in March 2000. 
See Humanitarian Law Project v. Reno, 205 F.3d 1130. The appeal arose out of a declaratory 
judgment action brought by a group of organizations and individuals interested in rendering 
humanitarian and political services to two designated foreign terrorist organizations - the 
Kurdistan Workers’ Party (“PKK”) and the Liberation Tigers of Tamil Eelam (“LTTE”). The 
panel opinion, authored by Judge Kozinski, rejected several First Amendment challenges 
asserted by the plaintiffs. First, the court concluded that the law did not amount to “guilt by 
association” because it did not punish mere membership in a designated organization. Id. at 
1133. Likewise, the court concluded, the law did not punish advocacy on behalf of the 
organization and therefore was not unconstitutional for lack of a mens rea element requiring the 
government to prove a defendant’s intent to facilitate the organization’s illegal activities. Id. at 
1133-34. The court noted that “[mjaterial support given to a terrorist organization can be used to 
promote the organization’s unlawful activities, regardless of the donor’s intent. Once the support 
is given, the donor has no control over how it is used.” Id. at 1 134. The court also rejected an 
analogy to Buckley v. Valeo, 424 U.S. 1 (1976), recognizing that § 2339B is content-neutral with 
respect to any expressive elements involved in providing a designated group with “material 
support or resources” and accordingly refusing to apply strict scrutiny in its review of the law. 
See 205 F.3d at 1134-36. The court expressly noted that in passing § 2339B, Congress found 
that “foreign organizations that engage in terrorist activity are so tainted by their criminal 
conduct that any contribution given to such organizations aids their unlawful goals,” and “that 
Congress has the fact-finding resources to properly come to such a conclusion.” Id. at 1 136 
(internal quotation marks and citation omitted). 

Humanitarian Law Project was not a complete victory for the government, however. 

The court went on to uphold the plaintiffs’ vagueness challenge to the terms “training” and 
“personnel” in the definition of “material support or resources.” Id. at 1137-38. Citing the well- 
established standard for a vagueness challenge - that the law must be “sufficiently clear so as to 
allow persons of ordinary intelligence a reasonable opportunity to know what is prohibited” - the 
court concluded that such a person reasonably but incorrectly might conclude that the 
“personnel” prohibition would encompass the clearly-protected act of advocacy. Id. at 1137. 

The court declined to adopt a narrowing construction offered by the government (restricting the 
“personnel” term to persons subject to the “direction or control” of the group), and in fact 
extended a similar analysis to the term “training.” Id. at 1 138. 

B. United States v. Lindh; United States v. Goba; Boim v. Quranic Literacy 
Institute; United States v. Sattar 

The next occasion for a court to consider First Amendment challenges to the material 
support law did not arise until after 9/1 1 . The prosecution of John Walker Lindh presented the 
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first such opportunity. In a lengthy decision denying Lindh’s motion to dismiss the indictment 
on a variety of grounds. Judge Ellis addressed substantially the same arguments that had arisen in 
the Ninth Circuit’s Humanitarian Law Project decision. See United States v. Lindh, 212 
F.Supp.2d 541, 568-74 (E.D.Va. 2002). In the course of rejecting Lindh’s freedom of 
association argument, the court expressly noted the analogy between the material support law 
and the more familiar practice of placing embargoes on foreign states. Id. at 570. As the court 
observed, “there is no principled reason for according different constitutional treatment to 
restrictions on supplying goods or services to a foreign entity depending on whether the entity is 
a hostile foreign nation or an international terrorist organization and its host state. If the First 
Amendment is not offended in one case, it is similarly not offended in the other.” Id. at 571. 

The court went on to reject the argument that § 2339B is overbroad, judging that any potential 
overbreadth was small in relation to the statute’s plainly legitimate scope. Id. at 572-73. Finally, 
the court broke with Humanitarian Law Project, finding the definition of “personnel” and 
“training” to be sufficiently clear on their face that a reasonable person would not conclude that 
the terms encompassed protected advocacy. Id. at 574. 

The Lindh approach was followed by Magistrate Judge Schroeder on the government’s 
motion for pretrial detention in the case of the so-called “Lackawanna Six.” See United States v. 
Goba, 220 F.Supp.2d 182, 193-94 (2002) (following the vagueness holding in Lindh rather than 
Humanitarian Law Project). Near the same time, the Seventh Circuit echoed the Ninth Circuit’s 
conclusion that § 2339B’s impact on First Amendment rights is incidental, triggering review 
under the intermediate standard set forth in Buckley rather than strict scrutiny. See Boim v. 
Quranic Literacy Institute, 291 F.3d 1000, 1025-27 (7 11 111 Cir. 2002) (upholding the material 
support law in the context of a civil suit premised on a violation of § 2339B). 

Finally, in the summer of 2003, Judge Koeltl of the Southern District of New York 
rendered a decision on the constitutionality of § 2339B closely paralleling that of the Ninth 
Circuit in Humanitarian Law Project. See United States v. Sattar, 212 F.Supp.2d 348 (S.D.N.Y. 
2003) (granting in part and denying in part the motion to dismiss the indictment in the “Lynne 
Stewart” case). Following the Ninth Circuit, the court agreed that the “personnel” term in the 
statute was unconstitutionally vague, and it extended this analysis to the portion of the definition 
dealing with “communications equipment” as well. Id. at 360. On the other hand, Judge Koeltl 
joined the Lindh court in rejecting an overbreadth challenge and all the prior decisions in 
rejecting the defendants’ freedom of association challenge. Id. at 368. 

C. Humanitarian Law Project II; United States v. al-Arian 

The next major development in the judicial assessment of § 2339B occurred in December 
2003, when another Ninth Circuit panel had occasion to address the plaintiffs’ constitutional 
arguments against § 2339B in Humanitarian Law Project. See Humanitarian Law Project v. 


11 In the aftermath of this decision, the government obtained a superseding indictment bringing charges against the 
defendants under the narrower, earlier material support law, 18 U.S.C. § 2339A. The court recently rejected the 

defendants’ constitutional challenge to that provision. See United States v. Sattar, F.Supp.2d , 2004 WL 

856320 (S.D.N.Y. Apr. 20, 2004). 
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Department of Justice, 352 F.3d 382 (9 th Cir. 2003)! 2 The opinion by Judge Pregerson 
reaffirmed the prior panel’s vagueness holding, but tbis was not the most notable aspect of the 
opinion. More significantly, the panel majority - over a dissent by Judge Rawlinson - interpreted 
§ 2339B to require proof that the defendant not only knew the identity of the organization to 
which aid was provided, but also that he or she knew the organization had been designated a 
foreign terrorist organization or else “knew of the unlawful activities that caused it to be so 
designated”. Id. at 400. According to the court, anything less byway of a mens rea requirement 
would violate due process by imposing guilt on the defendant without a sufficient showing of 
intent. Id. at 394-403. 

A few months later. Judge Moody in United States v. al-Arian upped the ante a bit 
further. 2004 WL 516571 (M.D. Fla. Mar. 12, 2004). According to the court in that case, the 
Ninth Circuit’s “curative” interpretation of the § 2339B mens rea requirement did not suffice to 
preserve the statute from a due process challenge. The court explained that the Ninth Circuit’s 
narrowing interpretation applied only to the defendant’s knowledge of the recipient 
organization’s unlawful purposes; in Judge Moody’s view, a significant problem remained in 
light of the fact that the sweeping material support definition still precluded a range of 
supposedly innocuous conduct provided to such organizations. Id. at * 9-10. Accordingly, the 
court implied an additional and highly specific mens rea requirement: “the government must 
show that the defendant knew (had a specific intent) that the support would further the illegal 
activities of a [designated organization].” Id. at 10. 

D. United States v. Khan; Humanitarian Law Project v. Ashcroft 

Subsequent decisions - there were two more district court rulings on § 2339B in March 
2004, in addition to the al-Arian decision - have reinforced the divisions described above. In 
United States v. Khan (the so-called “Virginia jihad” case). Judge Brinkema in her bench opinion 
rejected the argument that the term “personnel” was unconstitutionally vague with respect to 
defendants who not only received training but who “serve[d] that organization as soldiers, 

recruiters, and procurers of supplies.” F.Supp.2d _, 2004 WL 406338, at *27 (E.D. Va. Mar. 

4, 2004). On the other hand, the district judge handling the latest phase of the Humanitarian 
Law Project litigation recently issued an opinion extending the Ninth Circuit’s prior vagueness 
determinations to the portion of the material support definition concerning “expert advice or 
assistance,” while at the same time continuing to reject overbreadth challenges to the law itself. 
_F.Supp.2d__, 2004 WL 547534, at *13-15 (C.D. Cal. Mar. 17, 2004). 

III. Conclusions & Recommendations 

As the foregoing survey suggests, the material support law has experienced mixed results 
in the face of constitutional challenges. 

No court, for example, has accepted the argument that the statute on its face is 
unconstitutionally overbroad. Any questions that might surround the law on its margins are 
small relative to its plainly constitutional scope of application. Similarly, no court has accepted 


12 The first HLP decision reached the Ninth Circuit on appeal from a motion for a preliminary injunction, while this 
one arose after the permanent injunction was issued. 
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the argument that the law unconstitutionally infringes defendants’ rights of expression or 
association. On its face, the material support statute impacts these rights only incidentally to its 
purpose of suppressing the ability of foreign terrorist organizations to sustain their operations 
through support from persons subject to U.S. jurisdiction. As I have written elsewhere, an 
exception to this conclusion would arise in the event that the law was to be applied to punish a 
defendant for nothing other than “providing” himself or herself as a member of a designated 
organization. 13 That circumstance would amount to direct punishment of membership standing 
alone, and as such would require courts to read into the statute a specific intent requirement 
along the lines described by the Supreme Court in Scales v. United States, 367 U.S. 203 (1961) 
(reading a specific intent requirement into the membership provision of the Smith Act in order to 
preserve the statute against constitutional challenge). 

Courts have, on the other hand, divided sharply on the issue of vagueness with respect to 
several aspects of the material support definition. The confusion in this area seems to flow from 
the concern expressed by some courts with the intentionally broad phrasing of these definitional 
terms. That broad sweep is not accidental, as the legislative history described above suggests; 
the goal of Congress in crafting the material support law was, in substance, to impose a 
comprehensive embargo on designated organizations in much the same way that the government 
might embargo a hostile foreign state. Seen from this perspective, the definitions are not 
particularly vague. Rather, they are broad - uncomfortably broad to some. The pertinent 
question, then, is whether the definitions are too sweeping in the sense that they might 
encompass too much conduct which the government cannot constitutionally punish. This, of 
course, is a question governed not be the vagueness doctrine but, instead, by the concept of 
overbreadth. As noted above, however, the relatively forgiving nature of overbreadth analysis 
has led courts uniformly to reject that form of challenge. 

Finally, the most vexing question concerns the interpretation of the mens rea requirement 
of § 2339B. The Ninth Circuit’s formulation (requiring proof not only (a) that the defendant 
knew the identify of the donee organization but also (b) that the defendant either was aware 
either that the organization had been designated by the Secretary of State or that the defendant 
knew the basis for such a designation) is at odds with the manifest congressional intent to 
foreclose aid to designated groups irrespective of the donor’s possibly innocent intentions. 

These additional requirements - particularly the last option - may not as a practical matter 
impose undue burdens on prosecutors. The further demands imposed by the Florida court in al- 
Arian, however, are troubling. By interpreting the statute to require proof of specific intent to 
further the illegal ends of the recipient organization in all its applications, the district court in 
effect rejected the Congressional determination that all forms of support for a foreign terrorist 
organization, however well-intentioned, enhance the overall capacity of the organization to 
engage in activities harmful to U.S. national security and foreign policy interests. Taken to its 
logical conclusion, this reasoning would equally undermine the capacity of the government to 
impose complete economic embargoes on foreign states. In neither case is such a result 
mandated by considerations of individual constitutional rights, so long as the laws in question do 
not target membership or advocacy as such. 


13 See supra note 1. 
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In light of the foregoing. Congress should give serious considerations to the following 
options: 


• Mens Rea - In order to address due process considerations without unduly hampering 
the ability of the Executive to embargo foreign terrorist organizations in all respects, 
Congress should considering clarifying § 2339B’s knowledge requirement in a manner 
that would require proof either that the defendant knew or should have known of the 
organization’s designation, or that the defendant knew or should have known of the 
organization’s violent activities. 

• Application to Membership - The statute should be amended to address specifically 
the scenario in which a defendant provides himself or herself as “personnel” subject to 
the direction or control of a designated organization. Due process in that limited context 
requires proof that the defendant intended to facilitate the harmful ends of the 
organization. Were such a law on the books today, for example, it could be brought to 
bear effectively against individuals such as Zacarias Moussaoui, who notoriously 
declared in open court his affiliation with and desire to further the goals of al Qaeda. 

• Overbreadth and Vagueness - Courts have not been inclined to strike down aspects of 
the material support definition on overbreadth grounds, but their manifest concern with 
the broad scope of the definition seems to have found an outlet nonetheless in the 
vagueness doctrine. As described above, there is some cause for concern with this 
development, and Congress may wish to consider amending the definition of material 
support in an effort to preclude the potential for application of the statute in outlandish or 
remote circumstances (such as prosecution of a person for sending a children’s book to a 
Hamas-run day-care center) that, as a matter of prosecutorial discretion, would not 
actually be brought. At the least. Congress should consider adding language to the statute 
expressly precluding the possibility of prosecution under the material support law for 
pure advocacy in a situation not complying with the Brandenburg standard of incitement 
to illegal conduct. In the meantime, further judicial development of these issues can be 
expected. 

Thank you for your consideration of and attention to these important issues. 


Robert M. Chesney 
Assistant Professor of Law 
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Testimony of David Cole Before the 
United States Senate Committee on the Judiciary 
on Constitutional Implications of Statutes Penalizing Support to Terrorist Organizations 

May 5, 2004 


INTRODUCTION 

Thank you for inviting me to testify on the issue of federal government regulation of 
material support to terrorism. I am a professor of constitutional law at Georgetown University 
Law Center, and a volunteer attorney with the Center for Constitutional Rights. In the latter 
capacity, I have litigated several cases concerning material support to terrorist groups. In my 
view, while cutting off funding for terrorist activity is undoubtedly an extremely important 
objective. Congress and the Executive have pursued that objective through unnecessarily broad 
and unconstitutional means. The current legal framework for regulating material support to 
terrorist groups raises serious constitutional questions under the First Amendment rights to 
speech and association, and under the Fifth Amendment Due Process Clause. The basic problem 
is that Congress has legislated far too broadly, and has thereby given the Executive sweeping and 
largely unchecked authority to blacklist disfavored organizations and criminalize all support 
provided to them, without requiring any showing that the support is in fact connected to 
furthering terrorist activity. Indeed, in the USA Patriot Act, Congress went so far as to 
criminalize pure speech (“expert advice or assistance”), even where that speech is intended to 
further, and in fact furthers, only fully lawful, nonviolent human rights advocacy. Because of 
these constitutional concerns, federal courts have already declared unconstitutional significant 
aspects of the 18 U.S.C. §2339B, one of three federal statutes barring material support to terrorist 
organizations. 

While the focus of this hearing, and of my testimony, will be on Section 2339B, it is 
important to note that there are in fact two other statutes that also prohibit material support to 
groups labeled “terrorist” by the Executive. Presidents Clinton and Bush have used the 
International Emergency Economic Powers Act (PEEP A) to label hundreds of individuals and 
organizations as “specially designated terrorists” and “specially designated global terrorists” - 
terms that literally have no definition whatsoever in statute or regulation. Support to any of these 
groups is a crime, again regardless of whether the support in fact furthers any terrorist activity. 
And the USA Patriot Act amended the Immigration and Nationality Act to authorize deportation 
of foreign nationals for supporting any group - domestic or foreign - that the Secretary of State 
and Attorney General decide to label a “terrorist organization,” a term defined so broadly by the 
Patriot Act that it could literally encompass the Department of Homeland Security. 

Examples of how far these statutes can go are already legion. President Clinton used 
EEEPA to label a U.S. citizen a “specially designated terrorist” without hearing, notice, or trial, 
and then to subject him to a kind of internal banishment, in which it is a crime for anyone else in 
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the United States to provide him with anything of value. The government has taken the position 
that 18 U.S.C. §2339B applies to a lawyer providing legal advice to a designated “terrorist 
organization,” even if that advice concerns a legal challenge to the designation itself. The 
government has stated that Section 2339B bans all provision of training and “expert advice” to 
designated groups, even where, as in one of the cases I am litigating, a human rights group seeks 
to provide training and advice in human rights advocacy, precisely to discourage the recipient 
organization from terrorism and to encourage it to pursue its goals through peaceful, lawful, and 
nonviolent means. And the first person convicted for violating Section 2339B after a jury trial 
was sentenced to 155 years in prison for smuggling cigarettes across state lines and donating 
$3500 to Hezbollah. 1 (His compatriots, who engaged in the same smuggling but did not make a 
donation, received sentences of about five years each). Finally, the government has recently 
invoked the immigration version of the “material support” statute, part of the USA Patriot Act, to 
seek the deportation today of two longtime lawful permanent residents for having distributed 
magazines of a PLO group in the 1 980s, when it was perfectly lawful to do so. 2 

In this testimony, I will briefly set forth the three federal legal regimes that penalize 
“material support” to “terrorist organizations,” and then discuss the principal constitutional 
objections that they raise. In summary, the constitutional problems raised by these schemes are 
threefold. 

• First, all of these statutes impose guilt by association, in violation of both the First and 
Fifth Amendments, because they hold individuals responsible not for their own terrorist 
conduct, not even for support of terrorist conduct, but for support of groups that in turn 
have engaged in terrorist conduct. 

• Second, 1 8 U.S.C. §2339B, as amended by the USA Patriot Act, is unconstitutionally 
vague and infringes on constitutionally protected speech, because it penalizes pure 
speech, without requiring any showing that the speech is intended and likely to produce 
imminent lawless action, as required by the Supreme Court in Brandenburg v. Ohio . 395 
U.S. 444 (1969). 

• Third, all of these statutes infringe on basic due process protections, because they 
grant the Executive virtually unfettered discretion to blacklist disfavored organizations 
and individuals, without affording them any adequate process to challenge their 
designation. 

1. THE LEGAL REGIMES THAT REGULATE SUPPORT TO “TERRORIST 
ORGANIZATIONS” 


1 United States v. Hammoud . C.A. No. 03-4253 (4 th Cir. appeal pending 2004). 

2 Matter of Hamide and Shehadeh . Nos. A 30 660 528, A 19 262 560 (Imm. Ct. Los 
Angeles, CA, pending 2004). 
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Three different federal statutes authorize executive officials to designate “terrorist 
organizations” and punish “material support” provided to them. All three statutes share a 
common attribute - they penalize support of designated groups without regard to whether the 
individual who provided support did so to discourage or encourage violence, and without regard 
to the effect of the support in question. In addition, all three statutes afford the executive branch 
a virtual blank check in blacklisting disfavored groups. 

A. 18 U.S.C. §2339B and 8 U.S.C. §1189 

Sections 302 and 303 of the Antiterrorism and Effective Death Penalty Act (AEDPA) 
codified at 8 U.S.C. § 1189 and 18U.S.C. § 2339B, and amended by the USA Patriot Act, 
authorize the Secretary of State to designate “foreign terrorist organizations,” and make it a crime 
for anyone to support even the wholly lawful, nonviolent activities of designated organizations. 

Under 8 U.S.C. § 1 189(a)(1), "[t]he Secretary is authorized to designate an organization 
as a foreign terrorist organization ... if the Secretary finds that — (A) the organization is a 
foreign organization; (B) the organization engages in terrorist activity (as defined at [8 U.S.C. § 

1 182(a)(3)(B)]); and ©) the terrorist activity of the organization threatens the security of United 
States nationals or the national security of the United States.” Id. The term “terrorist activity” is 
broadly defined in 8 U.S.C. § 1 1 82(a)(3)(B) far beyond its commonly understood meaning to 
include virtually any unlawful use of, or threat to use, a weapon against person or property, 
unless for mere personal monetary gain. “National security” is also broadly defined in 8 U.S.C. § 
1 189©)(2) to mean “national defense, foreign relations, or economic interests of the United 
States.” The Secretary’s determination that a group’s activities threaten our “national security” 
under the statute is judicially unreviewable. People’s Moiahedin Ore, of Iran v. U.S. Sec, of 
State. 182 F.3d 17, 23 (D.C. Cir. 1999), cert, denied, 529 U.S. 1104 (2000). Thus, this statute is 
not limited to terrorist organizations as they are commonly understood, nor to national security as 
it is commonly understood, but broadly empowers the Secretary to criminalize support of any 
foreign group that has used or threatened to use a weapon and whose activities are deemed 
contrary to our economic interest. 

Once the Secretary designates an organization and publishes the designation in the 
Federal Register, it becomes a crime, punishable by up to fifteen years of imprisonment and a 
substantial fine, to ’’knowingly provide]] material support or resources to a foreign terrorist 
organization, or [to] attempt]] or conspire]] to do so." 18 U.S.C. § 2339B(a). "Material support 
or resources" is defined as: 

currency or monetary instruments or financial securities, financial services, 
lodging, training, expert advice or assistance, safehouses, false documentation or 
identification, communications equipment, facilities, weapons, lethal substances, 
explosives, personnel, transportation, and other physical assets, except medicine 
or religious materials. 
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18 U.S.C. § 2339A(b). 3 

Unlike other federal statutes criminalizing support for terrorist activity, see, e.g., 18 
U.S.C. §2339A, AEDPA does not require any showing that the defendant intended that his 
donation be used for any illicit purpose. Congress simply adopted an irrebuttable presumption — 
based on no factual predicate -- that all support to such organizations furthers their terrorist ends. 
AEDPA Pub. L. No. 104-132, §301(a)(7), llOStat. 1214, 1247 (April 24, 1996). At the same 
time, and directly contrary to this presumption, the statute permits the donation of unlimited 
amounts of medicine and religious materials to designated organizations. 18 U.S.C. §2339A(b). 
Thus, the statute expressly discriminates between religious and political aid, permitting unlimited 
amounts of religious aid ( even if it is intended to further terrorist activity), 4 while barring all 
political aid, even if it counters terrorism and promotes peace. 

B. 8 U.S.C. §1182 

Section 411 of the USA PATRIOT Act, codified at 8 U.S.C. §§1182 and 1227, makes it 
an excludable and deportable offense to have provided any material support to any organization 
designated by the Secretary of State. However, this statute defines “terrorist organization” even 
more expansively than 8 U.S.C. §1189, discussed above. Under8U.S.C. § 1 1 82(a)(3)(B)(vi), the 
Secretary of State, in consultation with the Attorney General, may designate as a “terrorist 
organization” any group that has ever planned “terrorist activity,” defined to include any virtually 
any use of a weapon against person or property. He may also designate any entity that has 
gathered information on a target for “terrorist activity.” Unlike 8U.S.C. § 1 1 89, the organization 
need not be foreign, but may be domestic, and its activities need not be determined to be contrary 
to our “foreign policy, national defense, or economic interests.” Indeed, this definition of 
“terrorist organization” is so broad that the Secretary of State could literally designate the 
Department of Homeland Security as a “terrorist organization,” for one of its tasks is surely to 
gather information about potential targets for terrorist activity. Of course, such a designation 
would never occur, but the example illustrates how broadly the statute defines “terrorist 
organization.” Certainly any domestic right-wing militia group, and several anti-abortion groups, 
could easily be designated. 

Unlike 8 U.S.C. §1189, this provision provides no opportunity for review of the 


3 These terms appear in 18 U.S.C. §2339A(b), but are incorporated by reference in 1 8 
U.S.C. §2339B(g)(4) (2002). The USA Patriot Act expanded the definition of “material support” 
by adding “expert advice or assistance.” Pub. L. No. 107-56, §805(a)(2), 115 Sat. 272 (2001). 

4 18 U.S.C. § 2339A prohibits the provision of “material support or resources” for the 
purpose of furthering specified terrorist activities, but then exempts the provision of “medicine 
and religious articles” from the definition of “material support.” Accordingly, even if an 
individual donated medicine for the purpose of furthering terrorist activity, his action would not 
be prohibited by the “material support” provisions, 1 8 U.S.C. §§ 2339A and 2339B. 
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designation whatsoever. The group designated has no opportunity to challenge its designation, 
nor is there any requirement that the group be given any notice or opportunity to be heard by the 
Secretary of State in the designation process. 

If a foreign national provides material support to one of these designated groups, he or 
she is automatically deportable, apparently without regard to whether his support was intended to 
further, or in fact furthered, any terrorist activity. Thus, a foreign national who offered 
peacemaking assistance to a designated group would be automatically deportable, and would 
have no defense on the ground that his support in fact convinced the group to abandon violence 
for peaceful means of furthering their ends. 

In a case I am handling, the government has invoked these Patriot Act provisions recently 
to seek the deportation of two long-time lawful permanent residents, Khader Hamide and Michel 
Shehadeh, for allegedly having provided “material support” to a “terrorist organization” by 
distributing PLO magazines in the 1980s, when it was fully lawful to do so. (The magazines 
were then and are still available in libraries across the nation). The government has never 
alleged that Hamide or Shehadeh sought to further any illegal activities of the PLO group they 
are alleged to have supported. 

C. International Emergency Economic Powers Act 

The third statute authorizing designation of “terrorists” is the International Emergency 
Economic Powers Act, 50U.S.C. §§1701-1706 (2000). This statute was originally enacted to 
empower the President during emergencies to impose economic embargoes on foreign nations. It 
was used exclusively for that purpose until 1995, when President Clinton first used it to target 
not nations but disfavored political groups. He named ten Palestinian organizations and two 
Jewish groups as “specially designated terrorists,” which had the effect of freezing their assets 
and making it a crime for anyone in the United States to provide the groups with any support, 
again regardless of the purpose and effect of the support in question. After the attacks of 
September 11, President Bush invoked the same authority to name “specially designated global 
terrorists.” At the same time, he authorized the Secretary of the Treasury to designate anyone 
“associated with” a “specially designated global terrorist.” 

Remarkably, there is no legal definition anywhere - not in statutes or regulations - of a 
“specially designated terrorist” or a “specially designated global terrorist.” Thus, the President 
and the Secretary of Treasury can apply this label to literally anyone or any group that can 
conceivably be reached under IEEPA. The only limitation IEEPA places is that there must be 
some “foreign interest" in the entity or person designated. But the statute has been used to 
designate even a United States citizen. Mohammed Salah, a U.S. citizen living in Chicago, has 
been labeled - without notice, trial, or hearing of any kind - a “specially designated terrorist.” 
Under the terms of IEEPA, it is thereby a crime to provide Mr. Salah with any thing of value, or 
even to make a donation to him . Literally applied and enforced, the designation would lead to 
Mr. Salah starving to death, since it would be a crime for anyone even to sell him a loaf of bread. 
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Yet this penalty was imposed without any jury, without any notice, without any hearing, and 
without any definition of the label imposed, 


II. THESE STATUTES IMPOSE GUILT BY ASSOCIATION, IN VIOLATION OF 

THE FIRST AND FIFTH AMENDMENTS 

The statutes described above prohibit virtually all associational support to selected 
political organizations, while granting executive branch officials effectively unreviewable 
discretion to target disfavored groups. These laws make it a crime to write an op-ed, provide 
legal advice, volunteer one’s time, or distribute a magazine for any “designated” group, even if 
there is no connection whatsoever between the individual’s support and any illegal activity of the 
proscribed group. 

Under these statutes, an American citizen who sends a treatise on nonviolence to the 
Kurdistan Workers’ Party to encourage it to forgo violence for peace can be sent to prison for 
fifteen years. This is so even if he proves that he intended the treatise to be used only for 
peaceful ends, and that it was in fact used solely for that purpose. Such a moral innocent can be 
said to be “guilty” only by association. 

The Supreme Court has declared guilt by association “alien to the traditions of a free 
society and the First Amendment itself.” NAACP v. Claiborne Hardware. 45S U.S. 886, 932 
(1982). It violates both the Fifth Amendment principle that guilt must be personal, and the First 
Amendment right of association. 

These statutes are materially indistinguishable from the McCarthy era laws that penalized 
association with the Communist Party. Congress specifically found that the Communist Party 
was a foreign-dominated group engaged in terrorism for the purpose of overthrowing the United 
States, 3 yet the Supreme Court consistently held that individuals could not be penalized for their 
Communist Party associations absent proof of “specific intent” to further the group’s illegal 
ends. 6 


s 50 U.S.C. § 781 (West 1991) (repealed 1993). 

6 See, e.g.. United States v. Robel . 389 U.S. 258, 262 (1967) (government could not ban 
Communist Party members from working in defense facilities absent proof that they had specific 
intent to further the Party’s unlawful ends); Kevishian v. Board of Regents . 385 U.S. 589, 606 
(1967) (“[mjere knowing membership without a specific intent to further the unlawful aims of an 
organization is not a constitutionally adequate basis” for barring employment in state university 
system to Communist Party members); Elfbrandt v. Russell . 384 U.S. 11,19 (1966) (“a law 
which applies to membership without the ‘specific intent’ to further the illegal aims of the 
organization infringes unnecessarily on protected freedoms”); Noto v. United States. 367 U.S. 
290, 299-300 (1961) (First Amendment bars punishment of “one in sympathy with the legitimate 
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These statutes require no “specific intent,” and punish people solely for their associational 
support of specified groups. The Ninth Circuit in Humanitarian Law Project v, Reno . 205 F.3d 
1130 (9 th Cir. 2000), cert, denied, 532 U.S. 904 (2001), nonetheless concluded that 18 U.S.C. 
§2339B is valid because it does not penalize membership as such, but only “material support.” 
But that distinction, if accepted, would make the prohibition on guilt by association a 
meaningless formality; instead of criminalizing membership in disfavored groups, legislatures 
could simply criminalize the payment of dues or volunteering of services to those groups. Since 
associations cannot exist without the material support of their members, the district court’s 
reasoning eviscerates the right of association. 7 

The notion that material support can be penalized even if membership cannot is directly 
contrary to Supreme Court precedent. In NAACP v. Claiborne Hardware, for example, the 
Supreme Court unanimously held that the NAACP’s leaders and members could not be held 
liable for .injuries sustained during an NAACP-led economic boycott absent proof that “the 
individuals] held a specific intent to further [the boycott’s] illegal aims.” 458 U.S. at 920. But 
on the Ninth Circuit’s reasoning, the NAACP’s thousands of individual donors could have been 
held liable without any showing of specific intent. 

The asserted distinction between support and membership also cannot be squared with the 
Fifth Amendment requirement that the government prove personal guilt. In Scales v. United 
States. 367 U.S. 203 (1961), the case that established the “specific intent” standard, the Supreme 
Court stated: 

In our jurisprudence guilt is personal, and when the imposition of punishment on a 

status or on conduct can only be justified by reference to the relationship of that 


aims of [the Communist Party] , but not specifically intending to accomplish them by resort to 
violence”). 

7 As the Supreme Court has said, “[t]he right to join together ‘for the advancement of 
beliefs and ideas’ ... is diluted if it does not include the right to pool money through 
contributions, for funds are often essential if ‘advocacy’ is to be truly or optimally ‘effective.’” 
Buckley v. Valeo . 424 U.S. 1, 65-66 (1976) (quoting NAACP v. Alabama. 357 U.S. 449, 460 
(1958)). Monetary contributions to political organizations are a protected form of association 
and expression. Id. at 16-17, 24-25; Roberts v. United States Javcees . 468 U.S. 609 (1984) (First 
Amendment protects nonprofit group’s right to solicit funds); Citizens Against Rent Control v. 
Berkeley . 454 U.S. 290, 295-96 (1981) (monetary contributions to a group are a form of 
“collective expression” protected by the right of association); Service Employees Int’l Union v. 
Fair Political Practices Comm’n . 955 F.2d 1312, 1316 (9th Cir.) (“contributing money is an act 
of political association that is protected by the First Amendment”), cert, denied, 505 U.S. 1230 
(1992); In re Asbestos Litig. . 46 F.3d 1284, 1290 (3d Cir. 1994) (contributions to political 
organization are constitutionally protected absent specific intent to further the group’s illegal 
ends). 
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status or conduct to other concededly c rimin al activity .... that relationship must 
be sufficiently substantial to satisfy the concept of personal guilt in order to 
withstand attack under the Due Process Clause of the Fifth Amendment. 

Id. at 224-25 (emphasis added). In other words, the Fifth Amendment forbids holding a moral 
innocent culpable for the acts of others. Guilt by association is not limited to penalties based on 
membership alone: it encompasses any punishment of “status or conduct" that “can only be 
justified by reference to the relationship of that status or conduct to other concededly criminal 
activity.” That is precisely the case here — these statutes’ prohibition on material support to 
specified groups is explicitly “justified by reference to the relationship of that ... conduct to other 
concededly criminal activity,” namely the group’s “terrorist activity.” 

There are many more precisely calibrated ways to stem the flow of funds for terrorist 
activity. Congress can and has made it a crime to provide material support to a wide range of 
terrorist crimes. 18 U.S.C. §2339A(a) (criminalizing aid to a long list of specific terrorist acts). 
Conspiracy and “aiding and abetting” statutes allow Congress to penalize not only those who 
actually commit acts of violence, but also those who engage in overt acts in furtherance of such 
conduct. 8 Money laundering statutes, recently strengthened by the USA PATRIOT Act, 
expressly prohibit the transmission of money or funds with the intent of promoting terrorist 
activity. 18 U.S.C. §1956.’ And the Racketeering Influenced and Corrupt Organizations Act, or 
RICO, permits the government to target ostensibly legitimate activities when they are a front for 
illegal conduct. 10 Thus, the constitutional prohibition on guilt by association does not leave the 
government without resources for targeting the financing of terrorism. It simply requires them to 
target terrorism rather than association. 

The government has argued that broadly criminalizing support even of groups’ otherwise 


8 Sheikh Omar Abdel Rahman, for example, was convicted of seditious conspiracy for 
his part in encouraging a plan to bomb various tunnels and bridges in New York City, even 
though he did not undertake any violent act himself. United States v, Rahman. 189 F.3d 88 (2d 
Cir. 1999), cert, denied, 528 U.S. 1094 (2000). 

9 The Money Laundering Control Act makes it a crime, among other things, to transmit 
funds “with the intent to promote the carrying on of specified unlawful activity,” including 
terrorism. 18 U.S.C. § 1956(a)(2)(A). The USA PATRIOT Act added extensive new money 
laundering provisions designed to facilitate the investigation, prevention, and prosecution of 
money laundering related to terrorism. USA PATRIOT Act, §§ 301-376. 

10 18 U.S.C. §§ 1961-68. RICO prohibits the acquisition or maintenance of any 
enterprise through a pattern of racketeering, or with income derived from a pattern of 
racketeering. 1 8 U.S.C. § 1962. A wide range of terrorist activity and fundraising for terrorist 
activity is included within the definition of racketeering activity. See 1 8 U.S.C. § 1961(l)and 18 
U.S.C. § 2332b(g)(5). 
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lawful activities is necessary because money is fungible, and therefore any support, even to 
legitimate activities, frees up resources that can be used to support a group’s illegal activities. 
That argument fails for three reasons. First, as a matter of logic it proves too much, for it would 
render nugatory the First Amendment’s ban on guilt by association. That principle holds that the 
fact that a group engages in illegal activities — even illegal activities that threaten national 
security — does not permit the government to prohibit association with the group’s legal 
activities. Yet on the government’s view, because all support of a group frees up resources that 
could be used for illegal activities, all support to any group that engages in illegal activities could 
be criminalized. On this theory, the fact that the Democratic and Republican Parties violate 
campaign finance laws would authorize a prohibition on all support of those parties. The United 
States made just such a broad “freeing up” argument to the Supreme Court in United States 
v.Scales as a reason for rejecting the specific intent test, without success. 11 It should be similarly 
rejected here. 

Second, neither these statutes nor the Executive’s enforcement of them is consistent with 
the freeing-up theory. The criminal material support statute itself permits unlimited donations of 
“medicine and religious articles” to terrorist groups. 18 U.S.C. § 2339A(b). Yet donations of 
medicine and religious articles are just as capable of freeing up resources as the prohibited 
donations. The government has granted licenses to attorneys providing valuable services to 
“terrorist organizations.” Moreover, the government has taken the position in litigation that the 
provision of services to a terrorist organization need not be prosecuted unless they are provided 
under the group’s direction and control. But as the Ninth Circuit noted, whether or not services 
are provided under a group’s direction and control, they have the same freeing-up effects. 

m. 18 U.S.C. §2339B VIOLATES DUE PROCESS AND THE FIRST AMENDMENT 

BECAUSE IT CRIMINALIZES A BROAD RANGE OF PURE SPEECH AND 

OTHER INNOCENT ACTIVITY 

Criminal statutes that threaten to chill speech and associational rights are subject to the 
most stringent vagueness scrutiny. See, e.g., Reno v. American Civil Liberties Union . 521 U.S. 
844, 871-72 (1997); Gravned v, City of Rockford. 408 U.S. 104, 108 (1972). Section 2339B’s 
prohibitions on the provision of “personnel,” “training,” and “expert advice or assistance" to 
designated organizations have the apparent effect of criminalizing virtually all human activity on 
behalf of such organizations, including a substantial amount of core political speech and 
advocacy entitled to First Amendment protection. Thus, in cases I have handled with the Center 
for Constitutional Rights, two unanimous panels of the Ninth Circuit have declared the ban on 
providing “personnel” and “training” unconstitutionally vague, and a district court has similarly 
declared the Patriot Act’s ban on providing “expert advice or assistance” unconstitutionally 


11 Brief for the United States on Reargument at 8, Scales v. United States . 367 U.S. 203 
(arguing that “specific intent” showing is unnecessary “on the principle that knowingly joining an 
organization with illegal objectives contributes to the attainment of those objectives because of 
the support given by membership itself’). 
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vague. Humanitarian Law Project v, Ashcroft. 352 F.3d 382 (9 th Cir. 2003); Humanitarian Law 
Project v. Reno . 205 F.3d 1130 (ith Cir. 2000), cert, denied, 532 U.S. 904 (2001); Humanitarian 
Law Project v, Ashcroft No. CV-03-6107 , 2004 U.S. Dist. LEXIS 926 (C.D. Cal. Jan. 22, 
2004); see also United States v. S attar . 272 F. Supp.2d 348, 360 (S.D.N.Y. 2003) (also declaring 
ban on providing “personnel” unconstitutionally vague). 

A. Personnel 

The prohibition on providing “personnel” is virtually unlimited, and conceivably covers 
any personal services whatsoever, including a large number of core political activities. For 
example, it threatens to criminalize the Humanitarian Law Project (“HLP”) and Judge Ralph 
Fertig for advocating on the PKK’s behalf before the United Nations Commission on Human 
Rights and the United States Congress, for writing and distributing publications supportive of the 
PKK, and for working with PKK members at peace conferences and other meetings to further 
peace and justice for the Kurds. 

The government has argued that “personnel” might be narrowly construed to be limited to 
“employees or others working under the direction or control of a specific entity.” It has adopted 
that interpretation in its United States Attorneys’ Manual, although that Manual is not binding on 
any U.S. Attorney, and creates no legally enforceable rights in criminal defendants. The courts 
have rejected that interpretation as unsupported by the statutory language. 205 F.3d at 1 137-38. 

In any event, the government’s interpretation of the term “personnel” as work performed 
“under the direction or control of a specific entity” would not save the statute. Activities such as 
writing, speaking, and distributing literature are still protected under the First Amendment even 
when done under the direction or control of another entity. The constitutional limits on libel 
actions, for example, apply equally to the reporter who writes an allegedly libelous story for her 
newspaper, and to the newspaper that publishes it. And as a matter of American constitutional 
law, the First Amendment constraints apply equally to a journalist employed here on behalf of 
Newsweek and one employed by the Economist. 

Moreover, the “construction” offered contradicts the asserted rationale for the statute — 
hat all support must be prohibited because any support may free up resources for terrorist 
activity. Action independently taken on a group’s behalf but not under its control would have the 
same freeing up effects as action taken under its direction. As Judge Alex Kozinski explained 
for the Ninth Circuit, 

Someone who advocates the cause of the PKK could be seen as supplying them 
with personnel; it even fits within the government’s rubric of freeing up resources, 
since having an independent advocate frees up members to engage in terrorist 
activities instead of advocacy. But advocacy is pure speech protected by the First 
Amendment. 
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205 F.3d at 1137. 

B. Training 

The prohibition on providing “training” is also unconstitutionally vague. This ban would 
appear to encompass literally any kind of teaching at all, no matter what the subject, from human 
rights to yoga. The government has argued that because some forms of “training” -- such as 
“training of foreign terrorists on how to use weapons, build bombs, evade surveillance, or 
launder funds” (Pet. Rhg. In Humanitarian Law Project at 15) — could be constitutionally 
proscribed, the statute’s unlimited prohibition on all “training” is not vague. This is a non 
sequitur. The fact that the government could more clearly define the prohibited activities, as 
Judge Kozinski suggested, simply illustrates that national security does not require a overbroad 
ban. The fact that training in bomb-building is not protected by the First Amendment does not 
justify the criminalization of training in human rights advocacy, peacemaking, kindergarten 
teaching, health services, or daycare provision. Moreover, the panel’s invalidation of the bans on 
providing “training” and “personnel” does not bar the government from prosecuting the kind of 
training and personnel that is of justifiable concern. Any training or personal services offered to 
further terrorist activity is a crime under 18 U.S.C. §2339A, a provision not challenged here 

C. Expert Advice or Assistance 

The ban on providing “expert advice or assistance,” added by the Patriot Act, is 
unconstitutional for the same reasons that the bans on “personnel” and “training” are 
unconstitutional. It is virtually a synonym for “training,” and certainly no less vague, as a federal 
district court has held. It conceivably applies to legal advice, economic advice, advice on human 
rights advocacy and peacemaking, and medical advice. As a result, it criminalizes a wide range 
of clearly protected speech. As with “training,” Congress could prohibit “expert advice or 
assistance” in furtherance of specific terrorist activity, but it cannot broadly prohibit expert 
advice having no connection to terrorism whatsoever. 

The vagueness and overbreadth of the prohibition on “expert advice and assistance” 
appear to stem in part from Congress’s failure to consider the consequences of applying this 
prohibition to 18 U.S.C. § 2339B, the “material support” statute at issue in this case. While 
sections § 2339A(a) and § 2339B(a) share the definition of material support in 18 U.S.C. § 
2339A(b), Congress did not consider that interaction when adding the prohibition on “expert 
advice and assistance” in the USA PATRIOT Act. The legislative history of the USA PATRIOT 
Act, and its predecessor resolutions, suggests that Congress thought it was barring the provision 
of “expert advice and assistance” only to specified terrorist activities, as proscribed by § 2339A, 
and not to designated terrorist organizations, without regard to connection to terrorist activity, as 
is proscribed by the much broader § 2339B. 

The House Committee on the Judiciary reported that, “The definition of providing 
material support to terrorists in title 18 is expanded to include providing ‘expert advice or 
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assistance.’ This will only be a crime if it is provided ‘knowing or intending that [the expert 
advice or assistance] be used in preparation for, or in carrying out, ‘ any ‘Federal terrorism 
offense. H.R. Rep. No. 107-236(1) at 71 (2001) (emphasis added, quoting the text of the 
prohibition in § 2339A). Similarly, the Section-by-Section Analysis of the USA PATRIOT Act 
presented to the Senate stated that the amendment to the definition of material support would 
“prohibit[] providing terrorists with ‘expert advice or assistance,’ such as flight training, knowing 
or intending that it will be used to prepare for or carry out an act of terrorism .” 147 Cong. Rec. 
S10990-02, *S 11013 (2001) (emphasis added). Congress apparently mistakenly thought that the 
prohibition on “expert advice and assistance” would incorporate the scienter requirement found 
in § 2339A, which requires intent to further specified terrorist activity. But as written, the 
prohibition also encompasses any “expert advice and assistance” provided to a designated group, 
which is punishable under § 2339B without regard to any connection between the advice or 
assistance and any terrorist activity of the recipient group. 

Indeed, because the “expert advice or assistance” ban criminalizes pure speech, it also 
violates the First Amendment right of free speech. It criminalizes speech simply because it is 
offered to a group that has been proscribed by the Secretary of State. The statute requires no 
showing that the speech is connected to lawless or violent activity at all. As such, it violates the 
Supreme Court’s ruling in Brandenburg v, Ohio . 395 U.S. 444, 447-48 (1969). In Brandenburg , 
the Court held that the government may not penalize advocacy unless it meets the high bar of 
proving that it is “directed to inciting or producing imminent lawless action and is likely to incite 
or produce such action.” 395 U.S. at 447-48. The USA PATRIOT Act prohibition contains no 
Brandenburg limitation, but penalizes all “expert advice and assistance,” without regard to 
whether it has anything to do with lawless activity, much less whether it is intended and likely to 
produce imminent illegal conduct. Accordingly, under Brandenburg and McCoy , this statute 
cannot constitutionally be applied to plaintiffs’ intended support, and plaintiffs are entitled to an 
injunction to protect their First Amendment rights. 

IV. THE MATERIAL SUPPORT STATUTES VIOLATE THE FIRST AMENDMENT 
AND THE DUE PROCESS CLAUSE BECAUSE THEY AFFORD THE 
EXECUTIVE UNFETTERED DISCRETION IN PROSCRIBING POLITICAL 
GROUPS, WITHOUT A MEANINGFUL OPPORTUNITY TO CHALLENGE 
THE DESIGNATION 

In addition to raising serious First and Fifth Amendment concerns because of their 
vagueness, overbreadth, and criminalization of pure speech and association, the material support 
statutes also raise significant constitutional issues because of the virtually unchecked discretion 
that they afford to executive officials to license First Amendment activity, and because of the 
failure to provide meaningful opportunities to challenge the designation of proscribed groups and 
individuals. 

18 U.S.C. §2339B and 8 U.S.C. §1189 allow the Secretary of State to proscribe support 
of virtually any foreign organization that has engaged in or threatened to engage in an act of 
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violence. The Secretary must find that the group’s activities threaten our national defense, 
foreign policy, or economic interests, but that determination is not subject to judicial review. . 
People’s Moiahedin Ore, of Iran v. U.S. Sec, of State . 182 F.3d 17, 23 (D.C. Cir. 1999), cert, 
denied, 529 U.S. 1104 (2000). Thus, the critical determining factor in who gets designated is left 
entirely to executive discretion. 

The only judicial check on the process arises if a designated group challenges its 
designation in the D.C. Circuit within 30 days of its publication in the Federal Register. The 
review process does not permit the group to submit evidence to the court, but rests solely on the 
administrative record. The government may submit its evidence in camera and ex parte, denying 
the designated group any opportunity to challenge the evidence upon which the designation was 
based. Not surprisingly, few designation challenges have been filed, and in no case has the D.C. 
Circuit ruled that the designation was unfounded. 

The person who is prosecuted for providing material support to a designated group has no 
right to challenge the propriety of the designation. Thus, if the Secretary of State were to 
improperly designate a foreign group that had never engaged in terrorism, but the designated 
group failed to file a challenge within the requisite 30 days, a criminal defendant subsequently 
charged with having provided that group with assistance could not defend by maintaining that the 
group never engaged in terrorism. This prohibition raises serious due process and First 
Amendment concerns, as a criminal defendant prosecuted for an act of association certainly 
should have the right to make the case that his activity was constitutionally protected. McKinney 
v. Alabama . 424 U.S. 669 (1976). Yet the statute precludes just such a defense. 

The two other designation schemes - under IEEPA and the Immigration and Nationality 
Act - also provide inadequate review. Under IEEPA, a group whose assets have been frozen 
may challenge the designation and freezing order in court, but the courts have not permitted the 
entity to provide additional evidence in court, and the government may defend its designation 
using secret evidence submitted ex parte and in camera. Holy Land Foundation v. Ashcroft . 333 
F.3d 156 (D.C. Cir. 2003). Most significantly, because there is no substantive definition of 
“specially designated terrorist” or “specially designated global terrorist,” there is literally no 
substantive standard to assess the government’s designation against. Thus, if the government 
were to label Amnesty International a “specially designated terrorist,” there would be no basis for 
a court to challenge that finding; without a legal definition of the term, a court cannot assess 
whether the facts asserted meet the characteristics of a “specially designated terrorist.” 

The immigration statute provides no explicit procedure whatsoever for challenging the 
designation of a group as a terrorist organization under 8 U.S.C. § 1 1 82(a)(3)(B)(vi). 

Thus, these statutes essentially empower executive branch officials to license core First 
Amendment activity - speech and association - by exercising virtually unfettered discretion in 
proscribing political groups, subject to minimal or no judicial review. They hinge substantial 
penalties - deportation, fines, criminal sentences - on any support provided to such groups, even 
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if the support is indisputably shown to have discouraged rather than encouraged terrorist activity 
on the part of the recipient. 

CONCLUSION 

Cutting off financial support to terrorist activity is undoubtedly an important objective. 
But the material support statutes adopt constitutionally objectionable means in seeking to further 
that goal. They impose guilt by association, vaguely proscribe a wide range of pure speech and 
innocent associational activity, and grant executive officials unchecked licensing power over 
support to political groups. In short, in our zeal to further a legitimate goal, we have resurrected 
the unwise and unconstitutional tactics of the McCarthy era, giving government officials broad 
discretion to punish individuals not for their own culpable conduct, but for their speech and 
association. 
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U.S. Department of Justice 

Office of Legislative Affairs 


Office of the Assistant Attorney General 


Washington, DC 20S30 

May 5, 2004 


The Honorable Orrin G. Hatch 
Chairman 

Committee on the Judiciary 
United States Senate 
Washington, DC 20510 

Dear Mr. Chairman: 

Thank you for your letter dated April 13, 2004. In preparation for the Judiciary 
Committee’s upcoming hearing on the terrorism “material support” statutes, we are pleased to 
provide you with the following information regarding the Justice Department’s use of 18 U.S.C. 

§ 2339A and § 2339B. These “material support” prosecutions also frequently involve another 
similar statute, the International Emergency Economic Powers Act (IEEPA), 50 U.S.C. § 1705, 
which we use to complement other charges or in plea negotiations. As a result, we are including 
terrorism-related IEBPA charges and dispositions in the following information. 

Section 2339A was enacted on September 13, 1994. Although § 2339B was enacted in 
April 1996, it did not become operational until the Secretary of State designated the first set of 30 
Foreign Terrorist Organizations (FTOs) on October 7, 1997. IEBPA became effective oh 
January 23, 1995, the date of the first terrorism-related Executive Order (E.O. 12947). 

Prior to September 1 1, 2001, the Department brought § 2339A or § 2339B prosecutions 
in only a handful of cases. This was due in part to internal information-sharing rules, thought to 
be required by the Foreign Intelligence Surveillance Act (FISA, 18 U.S.C. § 1801, etseq.), which 
limited access to FBI-collected intelligence to those personnel involved in non-law enforcement 
functions. Changes to these rules, made possible by the USA PATRIOT Act, combined with 
training we have conducted for prosecutors and investigators around the country, have led to a 
much higher number of material support cases. The following list reflects the § 2339A, § 2339B, 
and terrorism-related IEBpA charges brought so for, the date on which the original charges were 
brought, and the nature of the final disposition, if any. Per your request, we have denoted the 
cases involving “personnel,” or “training” with an asterisk (*), and those involving “expert 
advice and assistance” with two asterisks (**): 

1. U.S. v. Fawzi Assi', 2339B; 8/4/98; granted pretrial release and fled to Lebanon 

2. U.S, v. Bahram Tabatabai', 2339B; 3/16/99; pleaded guilty and sentenced to 24 months 
imprisonment, with 1 sentenced to 1 55 years imprisonment in total 
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The Honorable Orrin G. Hatch 

Page Two 

3. U.S. v. Connor Clarion, et air, 2339A; 7/28/99; 3 were convicted on weapons trafficking 
crimes and sentenced to less than 56 months imprisonment each 

4. U.S. v. Mohammed Hammoud, et.al, 2339B; 7/31/00; 2 were convicted of material 
support 

5. U.S. v. Roya Rahmani, et air, 2339B; 3/13/01; case was dismissed on constitutional 
grounds by the District Court, and is now on appeal to the Ninth Circuit 

6. U.S. v. Karim Koubriti et air, 2339A; 9/27/01; 1 acquitted, 3 convicted at trial 

7. *U.S. v. Ahmed Abdel Sattar, et air, 2339A; 4/8/02; trial to begin 5/3/04 (2339B charge 
dismissed) 

8. *U.S. v. John Phillip Walker Lindk, 2339B, IBBPA; 2/5/02; pleaded guilty (1EBPA) and 
sentenced to 240 months imprisonment 

9. *U.S. v. Earnest James Ujaama; 2339A, IEBPA; 8/28/02; pleaded guilty (IBBPA) and 
sentenced to 24 months imprisonment 

10. *U.S. v. Jeffrey Leon Battle, et air, 2339B, IBBPA; 10/3/02; 6 defendants pleaded guilty 
(3 to IBBPA) 

1 1 . U.S. v. Enaam Amaout, 2339A; 10/9/02; pleaded guilty to RICO Conspiracy and 
sentenced to 136 months imprisonment 

12. *U.S. v. Yahya Goba, et air, 2339B; 10/21/02; all 6 pleaded guilty (one to IBBPA) and 
were sentenced to 7 to 10 years imprisonment 

13. U.S. v. Syed Shah, et air, 2339B; 10/30/02; 2 pleaded guilty, 1 pending trial 

14. US. v. Carlos Ali Romero Varela, et air, 2339B; 12/4/02; 4 pleaded guilty 

15. U.S. v. Bayan Elashi, et air, IBBPA; 12/17/02 

16. U.S. v. Hasson Moussa Makld, 2339B; 1/23/03; pleaded guilty and sentenced to 57 
months imprisonment 

17. U.S. v. Rafil Dhafir, et air, IBBPA; 2/18/03; 2 pleaded guilty 

18. U.S. v. Sami Amin Al-Artan. et air, 2339B; 2/19/03 

19. **U.S. v. Sami Omar Al-Hussayen; 2339A, 2339B; 2/26/03; in trial 

20. *U.S. v. Iyman Farisr, 2339B; 3/1/03; pleaded guilty and sentenced to 240 months 
imprisonment 

21. U.S. v. Tomas Molina Caracas, et air, 2339B; 3/25/03; 2 are in custody and on trial in 
Peru and are pending extradition to the U.S., 1 is still at large 

22. *U.S. v. Randall Todd Royer, et air, 2339A, 2339B, IEEPA; 6/25/03; 2 acquitted at trial, 
3 convicted of 2339A and IEEPA, and 6 pleaded guilty to weapons-related charges, 3 of 
whom have been sentenced 

23. U.S. v. Uzair Paracha, 2339B; 10/8/03 

24. US. v. Abdurahman al-Amoudi', IBBPA; 10/23/03 

25. U.S. v. Mahmoud Youssff Kourani; 2339B; 1 1/19/03 

26. U.S. v. Mohammed All Hasan AI-Moayad, et air, 2339B; 12/15/03 

27. U.S. v. Hemant Lakhani, et air, 2339A; 12/18/03 

28. U.S. v. Yaudat Mustafa Talyi', IEEPA; 1/9/04; convicted and sentenced to 10 months 
imprisonment 

29. *U.S. v. Mohammed Abdullah Warsamer, 2339; 1/20/04 
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The Honorable Orrin G. Hatch 
Page Three 

We hope that this information is useful to you. Assistant Attorneys General Wray and 
Bryant and Assistant Director Bald are looking forward to discussing the material support 
statutes with you and your colleagues. If we can be of further assistance on this or any other 
matter, please do not hesitate to contact this office. 

Sincerely, 

William B. MoscheDa 
Assistant Attorney General 

cc: The Honorable Patrick J. Leahy 

Ranking Minority Member 
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Statement of Chairman Orrin G. Hatch 

Before the United States Senate Judiciary Committee 

Hearing on 

“Oversight Hearing: Aiding Terrorists - 
An Examination of the Material Support Statute” 

I think every American would agree that our government continues to face an 
unprecedented challenge. On September 11, 2001, we suffered a devastating attack on 
American soil that resulted in the unprovoked and tragic death of over 3000 of our fellow 
citizens. The Bush administration responded in a decisive and careful manner as we did 
here in Congress. One of the key actions this Committee took was to write, pass, and 
oversee the PATRIOT Act and other laws that provide the tools, information, and 
resources necessary to combat terrorist threats. As equally important, this Committee 
undertook the responsibility of overseeing the application of these laws. 

This is part of our continuing bipartisan series of hearings examining the effectiveness of 
current laws aimed at protecting America from terrorism. One of this Committee’s 
challenges is to ask whether additional tools and oversight are needed as we evaluate the 
adequacy of current laws, including the PATRIOT Act’s impact on our security, privacy 
and civil liberties. I would like to thank my colleague, Senator Leahy, as well as the other 
Members of this Committee, for their cooperation in conducting these important 
hearings. I also want to express my appreciation for the men and women in the Justice 
Department who are leading this nation’s vital efforts to prevent terrorism. I look forward 
to hearing the Department’s views today. 

Two of the Justice Department’s most respected prosecutors recently represented the 
Department of Justice at a Judiciary Committee field hearing in my home state of Utah. 
Deputy Attorney General James Comey and Utah’s U.S. Attorney Paul Warner provided 
thoughtful testimony on how the anti-terrorism statutes are being implemented. 

Prior to enactment of the 2001 law, uncertainty existed as to whether the ban on giving 
material support to terrorists by U.S. citizens, including expert advice and assistance, 
applied to acts occurring outside the United States. We fixed that uncertainty with 
Section 805, which also strengthened the prior material support ban by (1) adding to the 
list of underlying terrorism crimes; (2) making it clear that material support includes all 
types of monetary instruments and activities, and (3) enhancing penalties for those 
convicted of providing material support to terrorists. 

This law has enabled prosecutors to stop a number of terrorist plots. This law has 
facilitated the prosecution and conviction of several terrorist cells and many individuals 
throughout our country. In one of the first cases using this new provision, six U.S. 
citizens who lived near Buffalo, New York were convicted for providing support or 
resources to terrorists by participating in weapons training at an A1 Qaeda terrorist 
training camp in Afghanistan. In March, Section 805 enabled the successful convictions 
of terrorists in Virginia who aided the Taliban. And currently, Section 805 is allowing the 
prosecution of a graduate student in Idaho charged with aiding terrorist groups devoted to 
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waging jihad against Russia and Israel. I think this Committee can be justifiably proud of 
writing and passing Section 805. 

Of course, I am aware that some people are concerned that, at some point in the future, 
one of the as-yet-unused material support provisions might be misused. I am as opposed 
to that as anyone. 

I am also mindful that on two separate occasions, once in the Ninth Circuit and most 
recently in a California district court, this statute has been found to be vague. It is 
unfortunately the case, that courts in the Ninth Circuit are often not the best barometer of 
constitutionality. I look forward to learning more about this litigation today and was 
pleased to read that the Department is open to making any necessary refinements or 
additions to this particular section of the statute. 

I hope this hearing will both bring to light the very real successes stemming from the 
PATRIOT Act’s terror-fighting tools, as well as provide on opportunity to share 
constructive suggestions for clarifying the Act if necessary. 

I know that everyone on this Committee shares the common goal of protecting our 
country from additional terrorist attacks. And I believe we are all committed to achieving 
that goal with complete respect for the fundamental freedoms of the American people. 
This Committee has a historical tradition of examining, debating, and resolving some of 
the most important legal and policy issues that have been presented to Congress. We are 
once again faced with an important task that will have a profound impact on our 
country’s security and liberty. I know that we are up to the task. 


### 
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Statement of Senator Patrick Leahy 

Ranking Member, Senate Judiciary Committee 

“Oversight Hearing: Aiding Terrorists - An Examination of the 

Material Support Statute’' 

May 5, 2004 


Today’s hearing marks the long-awaited continuation of a series of oversight hearings we 
began last year on the USA PATRIOT Act. In fact, it is the first oversight hearing of any 
kind that we have held all year. I welcome it, and I welcome our distinguished witnesses. 

I thank the Chairman for scheduling this hearing at a time that works for all of our 
witnesses so that we can hear different points of view rather than the echo chamber most 
often favored by the Administration. The entire Committee, and indeed, the entire Senate, 
benefits when we can hear from the leading authorities on both sides of an issue, as we 
will do today. 

We are still waiting for Attorney General Ashcroft to appear before this Committee. It 
has been well over a year since the Attorney General’s last, brief appearance on March 4, 
2003. He returned to work nearly two months ago, after being briefly hospitalized for a 
medical condition, and there is no apparent reason for his continued delay in scheduling a 
time to testify and to answer the many oversight questions that have been piling up since 
his last appearance. I noticed he appeared last month before the 9/1 1 Commission. 

We are also working with the Chairman to schedule an oversight hearing with FBI 
Director Mueller. I understand that the Director was available to testify next Wednesday, 
but we are not holding the hearing on that day because Secretary Ridge was not available, 
and the Chairman wanted him to testify at the same hearing. That is, of course, the 
Chairman’s right. But if the Director is available to us next week, we should take 
advantage of that opportunity. I know we all have questions for him, and I see no reason 
why we should have to wait for his answers until Secretary Ridge can be here. Instead of 
an FBI oversight hearing with Director Mueller, the Committee will apparently take the 
day off next Wednesday - there has been no notice of any full Committee hearing for that 
day. 

If we will not hear from the FBI Director next week, there is other oversight that we can 
and should do. I have long urged the Chairman to hold a hearing on the Administration’s 
claim that it can designate U.S. citizens as “enemy combatants” and hold them 
incommunicado without charges. It is appalling to me that the Hamdi and Padilla cases 
have worked themselves all the way up to the Supreme Court - and will likely be decided 
by that Court - before this Committee has ever weighed in on this issue. 

I have also asked the Chairman to hold a hearing on the reported abuse of prisoners by 
Americans in Iraq. Given the wide-ranging jurisdiction of this Committee over civil 
liberties and prisons, the reported role of civilian contractors, our role in enactment of the 
Military Extraterritorial Jurisdiction Act, and the lack of other congressional oversight. 
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we need to act. I sent the Chairman a letter on Monday, following the revelations over the 
weekend. 

At this morning’s hearing we will focus on two criminal statutes that have come under 
some fire in the federal courts. Sections 2339A and 2339B of title 1 8 prohibit the 
provision of “material support” to terrorists and to designated foreign terrorist 
organizations. Since the 9/1 1 attacks, these statutes have become the weapon of choice 
for domestic anti-terrorism prosecution efforts. But with the increased use of these 
statutes, some problems have come into focus. 

What Constitutes “Material Support” 

First, the key term in the statutes - “material support” - is defined by reference to a 
laundry list of broad terms, all of them undefined. These include, for example, “currency 
or other financial securities”; “weapons”; “explosives”; “false documentation or 
identification”; “transportation”; “lodging”; “facilities”; “communications equipment”; 
“personnel”; “training”; and “expert advice or assistance.” 

While few of these terms are models of clarity, most are clear enough. For example, we 
all know what “currency” and “explosives” are. But some of the terms included in the 
“material support” definition are considerably less clear. 

Does a person provide “personnel” merely by providing her own services, as the 
Government has argued in several cases? Is using the conference call feature on one’s 
telephone enough to satisfy the prohibition on providing “communications equipment,” 
as the Government has also argued? Would teaching international law or some other 
innocuous subject to the members of a designated terrorist organization qualify as 
“training”? 

And what does it mean to provide “expert advice or assistance”? We added that term in 
the USA PATRIOT Act, at the request of the Administration, but in the rush to pass anti- 
terrorism legislation after the 9/1 1 attacks, there was little discussion of what was meant 
by the term, and important clarifications did not occur. 

Then there is the meaning of the concept of materiality, itself. When Congress 
criminalized “material support,” it intended there to be significance to the support, not 
just incidental contact with what is suspected to be a suspicious group. 

Multiple courts have found parts of the “material support” definition to be 
unconstitutionally vague. Vague statutes raise concerns because they can punish people 
for behavior they did not know was illegal, lead to arbitrary and discriminatory 
enforcement by government officers, and chill protected activity. 

The chilling effect of our “material support” laws is not hypothetical, but real. In 2002, 
for example, officials of the University of California at San Diego directed two student 
groups to remove links from their Web sites to the Web sites of groups that the U.S. State 
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Department had identified as “terrorist organizations.” The American Association of 
University Professors (AAUP) and others petitioned the school to reverse course, arguing 
that its construction of the term “material support” was overbroad and would prevent any 
professor, student, or campus news organization from using links for scholarly and 
reportorial purposes. As AAUP wrote to the University, “Americans have a right to 
inform themselves about any group, no matter how abhorrent its positions. Acts in 
furtherance of terrorism are prohibited; speech about it is not.” 

In February — nearly three months ago -- 1 wrote to the Attorney General to ask how the 
Department interprets some of the terms included in the “material support” definition. I 
have yet to receive a response from the Attorney General. I hope to get some answers 
from our witnesses today. 

Specific Intent Requirement 

A second problem that courts have identified in this area relates to the level of intent 
required for conviction. As we all know, intent - or mens rea -- is a crucial component of 
our criminal justice system. 

The first material support statute, section 2339A, is straightforward on the issue of intent. 
It prohibits providing material support or resources, “knowing or intending that they are 
to be used in preparation for, or in carrying out, [a terrorist act].” 

By contrast, section 2339B appears to criminalize the provision of material support to a 
designated terrorist organization, regardless of whether the defendant had a specific intent 
to further the organization’s unlawful ends. In prosecuting cases under this statute, the 
Government has argued that a defendant may be convicted for providing support to an 
organization even if he did not know the organization had been designated as a “terrorist 
organization,” and even if his sole intent was to further the organization’s lawful 
humanitarian goals. 

Courts have resisted this interpretation, and for good reason. Otherwise, as one court 
noted, a woman who buys cookies from a bake sale outside of her grocery store to help 
displaced Kurdish refugees find new homes could be held liable so long as the bake sale 
had a sign that said the sale was sponsored by the Kurdistan Workers’ Party, or “PKK”, 
without regard to her knowledge of the organization’s designation or other activities. 

Or to take another example, Pentagon advisor Richard Perle could perhaps be considered 
to have violated the material support law earlier this year, when he spoke at a charity 
event sponsored by at least three organizations with ties to a designated terrorist 
organization. Mr. Perle believed he was assisting the Iran earthquake victims when he 
delivered the paid speech. 

Designation of Terrorist Organizations 

A third concern about section 2339B, also being challenged in the courts, relates to the 
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process for designating organizations as “terrorist organizations.” In a criminal 
prosecution under section 2339B, may the defendant challenge the State Department’s 
designation of the organization he is alleged to have supported? Courts have gone both 
ways on this question. 

Conclusion 

I have noted a few areas in which the material support laws need work. There may be 
others. I hope we can make some progress this morning. 

One of the dangers with vague statutes that accord maximum discretion to prosecutors is 
that we prosecutors have to be cognizant of our power and make judgments. When 
prosecutors overreach, overuse a provision, or overcharge, it puts pressure on the courts 
to rein them in and on the construction of the statute itself. Sometimes Congress is called 
upon to revisit an area and clarify the law to do what is intended. 

Former Assistant Attorney General Viet Dinh, who has been a staunch defender of the 
USA PATRIOT Act, has recognized the need to clarify the material support laws to avoid 
government overreaching. In January 2004, he said: “I think we can all agree that there 
are certain core activities that constitute material support for terrorists, which should be 
prohibited, and others which would not be prohibited. Congress needs to take a hard look 
and draw the lines very clearly to make sure that we do not throw out the baby with the 
bath water.” 

Today’s hearing gives us an opportunity to discuss where those lines should be drawn. 
##### 
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Good morning Mr. Chairman and Members of the Committee. Th ank you for the 
opportunity to testify before you today on the challenge of maintainin g the balance between 
security and constitutionally protected freedoms inherent in responding to the threat of 
terror, especially in the context of government investigations of terrorist organizations. 

For the record, I am a Senior Legal Research Fellow in the Center for Legal and 
Judicial Studies at The Heritage Foundation, a nonpartisan research and educational 
organization, I am also an Adjunct Professor of Law at George Mason University where I 
teach Criminal Procedure and an advanced seminar on White Collar and Corporate Crime. I 
am a graduate of the University of Chicago Law School and a former law clerk to Judge R. 
Lanier Anderson of the U.S. Court of Appeals for the Eleventh Circuit. For much of the 
first 13 years of my career I served as a prosecutor in the Department of Justice and 
elsewhere, prosecuting white-collar offenses, and as an investigative counsel in Congress. 
During the two years immediately prior to joining The Heritage Foundation, I was in private 
practice representing principally white-collar criminal defendants and I continue to retain a 
private practice in this area. I have been a Senior Fellow at The Heritage Foundation since 
April 2002. 

My perspective on this matter, then, is that of a lawyer and a prosecutor with a law 
enforcement background, not that of a technologist or an intelligence officer/analyst. I 
should hasten to add that much of my testimony today is based upon a series of papers I 
have written on various aspects of this topic and testimony I have given before other bodies 
in Congress, all of which are available at The Heritage Foundation website 
(www.heritage.orgl . More particularly, a significant portion of my testimony today will be 
published in an article in the Spring 2004 volume of the Duquesne Law Review, entitled 
“Civil Liberty and the Response to Terrorism” and I thank the Law Review for permission 
to republish it here. Other portions of my testimony are derived from the legal analysis 
contained in publicly available filings in the Humanitarian Law Project case that lies at the heart 
of today* s hearing. For any who might have read my earlier work, I apologize for the 
familiarity that will attend this testimony. Repeating myself does have the virtue of 
maintaining consistency -- I can only hope that any familiarity with my earlier work on the 
subject does not breed contempt. 


It is a commonplace for those called to testify before Congress to commend the 
Representatives or Senators before whom they appear for their wisdom in recognizing the 
importance of whatever topic is to be discussed - so much so that the platitude is often 
disregarded as mere puffery. Today, however, when I commend this Committee for its 
attention to the topic at hand - the difficulty of both protecting individual liberty and 
enabling our intelligence and law enforcement organizations to combat terror -it is no 
puffery, but rather a heartfelt view. I have said often since September 1 1 that the civil 
liberty/ national security question is the single most significant domestic legal issue facing 
America today, bar none. And, as is reflected in my testimony today, in my judgment one of 
the most important components of a responsible governmental policy addressing thi s 
difficult question will be the sustained, thoughtful, non-partisan attention of America’s 
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elected leaders in Congress. Nothing is more likely, in my judgment, to allow America to 
find the appropriate balance than your engagement in this issue. 

What I would like to do today is assist your consideration of this question by sharing 
with you some thoughts on a general framework for considering law enforcement issues in 
the post-9/ 1 1 world. I’d then like to apply that framework to the particular question facing 
this Committee - the material support provisions of the Antiterrorism and Effective Death 
Penalty Act (AEDPA) and the USA Patriot Act. 

A Framework for Analysis 

Expansion of Executive Power and Oversight -- The over-arching theme that 
animates discussion of our anti-terrorism efforts is the expansion of executive authority. 
Supporters argue that in a post-9/11 world, the executive requires broader powers to combat 
the threat of terrorism. Critics, genetically, equate the potential for abuse of Executive 
Branch authority with the existence of actual abuse. They argue, either implicitly or 
explicitly, that the growth in executive power is a threat, whether or not the power has, in 
fact, been misused in the days since the anri-tettorism campaign began. In essence, these 
critics come from a long tradition of limited government that fears any expansion of 
executive authority, notwithstanding the potential for benign and beneficial results, because 
they judge the potential for the abuse of power to outweigh the benefits gained. 

This criticism of the Patriot Act (and related executive actions), however, sometimes 
misapprehends important distinctions: First, the criticism often blurs potential and actuality. 
To be sure, many aspects of the Patriot Act (and other governmental responses) do expand 
the power of the government to act. And Americans should be cautious about any 
expansion of government power, for assuredly such expansion admits of the. potential for 
abuse. But by and large, the potential for abuse of new Executive powers has proven to be 
far less than critics of the Patriot Act have presumed it would be.' 

Second, much of the belief in the potential for abuse stems from a misunderstanding 
to the true nature of the new powers that government has deployed to combat those threats. 
To a surprising degree, opposition to the executive response to terror is premised on a 
mistaken, and sometimes overly apocalyptic, depiction of the powers that have accrued to 


1 The Inspector General for the Department of Justice has reported that there have been no 
instances in which the Patriot Act has been invoked to infringe on civil rights or civil liberties. Sit 
Report to Congress on Implementation of Section 1001 of the USA Patriot Act (Jan 27, 2004); see 
also ‘Report Finds No Abuses of Patriot Act,” Wa. Post at A2 (Jan. 28, 2004). This is consistent 
with the conclusions of others. For example, at an earlier hearing conducted by this Committee on 
the Patriot Act Senator Joseph Biden (D-DE) said that “some measure of the criticism [of the Patriot 
Act] is both misinformed and overblown.” His colleague. Senator Dianne Feinstein (D-CA) said: “I 
have never had a single abuse of the Patriot Act reported to me. My staff . . . asked [the ACLU] for 
instances of actual abuses. They . . . said they had none.” Even the lone Senator to vote against the 
Patriot Act, Senator Russ Feingold (D-WI) said that he “supported 90 percent of the Patriot Act” 
and that there is “too much confusion and misinformation” about the Act See Senate Jud. Comm. 
Hrg. 108* Cong, 1“ Sess. (Oct 21, 2003), These views -- from Senators outside the Administration 
and an internal watchdog — are at odds with the fears often expressed by the public. 
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the government. Out discussion of the “material support” provisions of the law (which, as 
you know, originated earlier than the Patriot Act) sometimes risks veering in this direction. 

More fundamentally, those who fear the expansion of executive power in the war on 
terrorism offer a mistaken solution — prohibition. While we could afford that solution in the 
face of traditional criminal conduct we cannot afford that answer in combating the threat of 
terror. In the context of current circumstances, vigilance and oversight, enforced through 
legal, organizational and technical means, are the answer to potential abuse - not 
prohibition. We must keep a watchful eye to control for the risk of excessive encroachment, 
but if we do the likelihood of erosion of civil liberties can be substantially reduced. As I will 
outline in my testimony, I believe that much of the ongoing discussion about the scope of 
“material support” provisions fits comfortably within this oversight paradigm. Where others 
see an apocalyptic threat to civil liberty, I see a useful ongoing discussion about the contours 
of law enforcement in the age of terrorism. 

Type I and Type II Errors — And how are we, substantively, to judge those 
contours? In my view, we must recognize that September 11 changes the paradigm for 
analysis from that of traditional law enforcement/ civil liberties questions. In part, this is 
because the full extent of the terrorist threat to America cannot be fully known. Yet, we do 
know that terrorism remains a real, imminent, potent threat to national and international 
security. 

The U.S. State Department has a list of over 100,000 names worldwide of suspected 
terrorists or people with contact with terrorists. 2 Before their camps in Afghanistan were 
shut down, A1 Qaeda trained at least 70,000 people and possibly tens of thousands more. 3 
A1 Qaeda linked Jetnaah Islamiyah in Indonesia is estimated to have 3,000 members across 
Southeast Asia and is still growing larger. 4 Although the estimates of the number of al- 
Qaeda terrorists in the United States have varied since the initial attack on September 1 1, the 
figure provided by the government in recent, supposedly confidential briefings to 
policymakers is 5,000. s This 5,000-person estimate may include many who are engaged in 
fundraising for terrorist organizations or other material support activities - precisely the 
activities at issue in this hearing. It may also include “personnel” who were trained in some 
fashion to engage in jihad, whether or not they are actively engaged in a terrorist cell at this 
time. We cannot, of course, be precise. But these and other publicly available statistics 
support two conclusions: (1) no one can say with much certainty how many terrorists are 
living in the United States, and (2) some who are here may wish to act in the foreseeable 
future. 


2 Lichtblau, Eric. “Administration Creates Center for Master Terror Watch List’.” New 
York Times, Sept 17, 2003. 

3 In an interview on NBC’s “Meet the Press,” Senator Bob Graham was quoted as saying, 

“. ..al-Qaeda has trained between 70,000 and 120,000 persons in the skills and arts of terrorism.” 
July 13, 2003. 

4 Hunt, Terence. “Bush shows resolve by visiting Bali.” Chicago Sun-Times, Oct 22, 2003, p. 
36. 

5 Bill Gertz, “5,000 in U.S. Suspected of Ties to al Qaeda” The Washington Times. July 11, 

2002. 
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The danger to America posed by the acts of terrorists arises from the new and 
unique nature of potential acts of war. Virtually every terrorism expert in and out of 
government believes there is a significant risk of another attack. Unlike during the Cold War, 
the threat of such an attack is asymmetric. In the Cold War era, U.S. analysts assessed Soviet 
capabilities, thinking that their limitations bounded the nature of the threat the Soviets 
posed. Because of the terrorists’ skillful use of low-tech capabilities (e.g. box cutters) their 
capacity for harm is essentially limitless. The United States therefore faces the far more 
difficult task of discerning their intentions. Where the Soviets created “ thin gs” that could be 
observed, the terrorists create only transactions that can be sifted from the noise of everyday 
activity only with great difficulty. It is a problem of unprecedented scope, and one whose 
solution is imperative if American lives are to be saved. 

As should be clear from the outline of the scope of the problem, the suppression of 
terrorism will not be accomplished by militar y means alone. Rather, effective law 
enforcement and/ or intelligence gathering activity are the key to avoiding new terrorist acts. 
Recent history supports this conclusion/ In fact, police have arrested more terrorists than 
military operations have captured or killed. Police in more than 1 00 countries have arrested 
more than 3000 A1 Qaeda linked suspects, 7 while the military captured some 650 enemy 
combatants. 8 Equally important, it is policing of a different form — preventative rather than 
reactive, since there is less value in punishing terrorists after the fact when, in some 
instances, they are willing to perish in the attack. 

The foregoing understanding of the nature of the threat from terrorism helps to 
explain why the traditional law enforcement paradigm needs to be modified in the context of 
terrorism investigations. The traditional law enforcement model is highly protective of civil 
liberty in preference to physical security. All lawyers have heard one or another form of the 
maxim that “it is better that 10 guilty go free tha n that 1 innocent be mistakenly punished.” 9 
This embodies a fundamentally moral judgment that when it comes to enforcing criminal 
law American society, in effect, prefers to have many more Type II errors (false negatives) 
than it does Type I errors (false positives). 10 That preference arises from two interrelated 
grounds: one is the historical distrust of government that, as already noted, animates many 
critics of the Patriot Act. But the other is, at least implicitly, a comparative valuation of the 
social costs attending the two types of error. We value liberty sufficiently highly that we see 
a gteat cost in any Type I error. And, though we realize that Type II errors free the guilty to 


4 See, e.g. Dana Dillon, War on Terrorism in Southeast Asia: Developing Law Enforcement, 
Backgrounder No. 1720 (Heritage Foundation Jan. 22, 2004). 

7 Slevin, Peter. “U.S. Pledges Not to Torture Terror Suspects.” The Washington Post,]une 

27, 2003, p. A01 

9 Taylor, Francis. ‘Transcript State Dept Official Says War Against Terrorism Continues.” 
June 9, 2003, available at http:/ /usembassy.st2te.gov/tokvo/wwwh2003061 la6.html 

9 E.g. Furman v. Georgia, 408 U.S. 238, 367 n. 158 (1972) (Marshall, J., concurring). The 
aphorism has its source in 4 Blackstone, Commentaries, ch. 27 at 358 (Wait & Co. 1907). 

10 “In a criminal case ... we do not view the social disutility of convicting an innocent man 
as equivalent to the disutility of acquitting someone who is guilty .... (T]he reasonable doubt standard 
is] bottomed on a fundamental value determination of our society that it is far worse to convict an 
innocent man than to let a guilty man go free.” In re: Winship, 397 U.S. 357, 372 (1970) ( Harla n, J., 
concurring). 
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return to the general population, thereby imposing additional social costs on society, we hare 
a common sense understanding that those costs, while significant, are not so substantial that 
they threaten large numbers of citizens or core structural aspects of the American polity. 

The post-September 1 1 world changes this calculus in two ways. First, and most 
obviously, it changes is the cost of the Type II errors. Whatever the cost of freeing John 
Gotti or John Mohammed might be, they are substantially less then the potentially horrific 
costs of failing to stop the next al-Qaeda assault Thus, the theoretical rights-protective 
construct under which our law enforcement system operates must, of necessity, be modified 
to meet the new reality. We simply cannot afford a rule that "better 10 terrorists go 
undetected than that the conduct of 1 innocent be mistakenly examined,”” 

Second, and less obviously, it changes the nature of the Type I errors that must be 
considered. In the traditional law enforcement paradigm the liberty interests at stake is 
personal liberty — that is, freedom from the unjustified application of governmental force. 

We have as a model, the concept of an arrest, the seizure of physical evidence, or the search 
of a tangible place. As we move into the information age, and deploy new technology to 
assist in tracking terrorists, that model is no longer wholly valid. 

Rather, we now add related, but distinct conception of liberty to the equation — the 
liberty that comes from anonymity. 12 Anonymity is a different, and possibly weaker, form of 
liberty: The American understanding of liberty interests necessarily acknowledges that the 
personal data of those who have not committed any criminal offense can be collected for 
legitimate governmental purposes. Typically, outside the criminal context, such collection is 
done in the aggregate and under a general promise that uniquely identifying individual 
information will not be disclosed. Think, for example, of the Census data collected in the 
aggregate and never disclosed, or of the IRS tax data collected on an individual basis, 
reported publicly in the aggregate, and only disclosed outside of the IRS with the approval of 
a federal judge based upon a showing of need.” 

What these examples demonstrate is not so much that our conception of liberty is 
based upon absolute privacy expectations, 14 but rather that government impingement on out 
liberty will occur only with good cause. In the context of a criminal or terror investigation, 

11 The closely related point, of course, is that we must guard against "mission creep.” Since 
the justification for altering the traditional assessment of comparative risks is in part based upon the 
altered nature of the terrorist threat, we cannot alter that assessment and then apply it in the 
traditional contexts. See Paul Rosenzweig and Michael Scardaville, The Need to Protect Civil 
Liberties While Combating Terrorism: Legal Principles and the Total Information Awareness 
Program, Legal Memorandum No. 6, at 10-11 (The Heritage Foundation February 2003) (arguing 
for use of new technology only to combat terrorism); William Stuntz, “Local Policing After the 
Terror,” 111 Yale L. J. 2137, 2183-84 (2002) (arguing for use of information sharing only to combat 
most serious offenses). 

12 See Phillip Kurland, "The private I,” The University of Cbicagi Magavjne, Autumn 1976, p. 8 
(characterizing three facets of privacy, broadly characterized as anonymity, secrecy, and autonomy), 
quoted in Whalen v. Roe, 429 U.S. 589, 599 n,24 (1977). 

,3 E.g 26 U.S.C. § 7213 (prohibiting disclosure of tax information except as authorized for 
criminal or civil investigations). 

13 But f hasmnce v. Texas, — U.S. — . 123 S.Ct. 2472 (2003) (recognizing that certain 
intrusions into individual privacy are beyond governmental power). 
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we expect that the spotlight of scrutiny will not turn upon us individually without some very 
good reason. 

Finally, it bears noting that not all solutions necessarily trade off Type I and Type II 
errors, and certainly not in equal measure. Some novel approaches to combating terrorism 
might, through technology, actually reduce the incidence of both types of error.” More 
commonly, we will alter both values but the comparative changes will be the important 
factor. Where many critics of the Patriot Act and other governmental initiatives go wrong is, 
it seems to me, in their absolutism - they refuse to admit of the possibility that we might 
need to accept an increase in the number of Type I errors. But that simply cannot be right — 
liberty is not an absolute value, it depends on security (both personal and national) for its 
exercise. As Thomas Powers has written: “In a liberal republic, liberty presupposes security; 
the point of security is liberty.” 16 The growth in danger from Type II errors necessitates 
altering our tolerance for Type I errors. More fundamentally, our goal should be to 
minimize both sorts of errors. 

“Material Support” for Terrorist Organizations 

As you may gather from the foregoing general principles, my analysis of the 
“material support” provisions of the Patriot Act is a mixed verdict. I begin from the premise 
that, in this context (unlike, I hasten to add, most other aspects of the Patriot Act) the 
Executive response to terror has direcdy raised the specter of a potential threat to core First 
Amendment advocacy - opposition, for example, to the Administration’s policy regarding 
Iraq, or globalization of the economy. Unlike other aspects of the Patriot Act (for example, 
the much-derided but absolutely necessary delayed notification provisions of Section 213) 
where the costs of Type II errors are high, and the relative costs of Type I errors minimal, in 
the context of investigating organizations that are both potential terrorist groups and 
potential political organizations the possible costs of a Type I error are. higher. The 
fundamental right to openly criticize the government is a broad public right, held by all in 
common. As such we should be especially careful before allowing new policies to trench 
upon that right 

The Patriot Act might be seen to impinge on First Amendment freedoms in its 
prohibition against providing material support to terrorist organizations. Some 
organizations have humanitarian aspects to their work and say that their humanitarian efforts 
are distinct from the allegedly terrorist acts of related organizations. They thus argue that it 
impinges on First Amendment freedoms of speech and association for supporters to be 
criminally prosecuted when all they are doing is providing material support to the 
humanitarian aspects of the organization. The Executive responds, not unreasonably, that 
money is fungible and that contributions to the humanitarian aspects of the organization are 
readily “passed through” to the terrorist arms pf related organizations. 17 We thus face the 


,s See K. A. Taipale, “Data Mining and Domestic Security Connecting the Dots to Make 
Sense of Data,” 5 Colum. Sd. & Tech. 1.. Rev. 2, 31 ( December 2003) (discussing use of ensemble 
classifiers to reduce error rates) (available at http://www.stlt.org/cite.cgirVolume=!i&artide=21 . 

16 Thomas Powers, “Can We Be Secure and Free?” The Public Inieml (Spring 2003) 

17 Nor is the concern limited to the Executive Branch. Ihe Senate Finance Committee has 
begun an investigation of certain charities, believing them to be fronts for Al-Qaeda fundraising. See 
Dan Eggen and John Mintz, “Muslim Groups’ IRS Files Sought,” Wa Post, at A1 (Jan. 14, 2004), 
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difficult conundrum of distinguishing between conduct aimed to support legitimate political 
and humanitarian groups and conduct that is a mere subterfuge for supporting terrorist 
organizations. 

It must, first, be acknowledged that much of the ambiguity in the statute pre-dates 
the Patriot Act itself. It was an earlier statute, the Anti-Terrorism and Effective Death 
Penalty Act of 1996, (AEDPA) that gave the Secretary of the Treasury the authority to 
designate terrorist organizations, and made it a crime to provide material support to 
organizations so designated 18 The Patriot Act, in section 810 enhanced the criminal 
penalties and also, in section 805, expanded the scope of the statute - making clear that it 
applied to those who provided expert assistance to terrorist organizations and applied to acts 
outside the United States. Section 805 also expanded the list of terrorism crimes for which it 
is illegal to provide material support and clarified that material support includes all types of 
monetary instruments. But the core concept — that providing support to terrorist 
organizations is wrong — predates September 1 1 . 

It must also be understood that Congress was cognizant of the First Amendment 
concerns of trenching on protected political advocacy when it enacted AEDPA, yet chose to 
act anyway — largely because of the felt necessity: “Several terrorist groups have established 
footholds within ethnic or resident alien communities in the United States,” and “[m]any of 
these organizations operate tinder the cloak of a humanitarian or charitable exercise . , . and 
thus operate largely without fear of recrimination.” Thus, Congress determined that the 
prohibition on material support was the only option available: “There is no other 
mechanism, other than an outright prohibition on contributions, to effectively prevent such 
organizations from using funds raised in the United States to further their terrorist activities 
abroad.” As a consequence, Congress saw a prohibition on material support for terrorist 
organizations as “absolutely necessary to achieve the government’s compelling interest in 
protecting the nation's safety from the very teal and growing terrorist threat.” 

Lest it be accused of excess, before passing AEDPA Congress also examined various 
constitutional issues raised by a ban on material support. The House of Representatives 
report acknowledged that “[t]he First Amendment protects one’s right to associate with 
groups that are involved in both legal and illegal activities.” That report emphasized that the 
contemplated ban on material support “does not attempt to restrict a person’s right to join 
an organization. Rather, the restriction only affects one’s contribution of financial or 
material resources to a foreign organization that has been designated as a threat to the 
national security of the United States.” 19 In short, even before September 1 1, Congress 
attempted to carefully construct a balanced and nuanced approach that both recognized the 
liberty interests at stake AND understood the necessity of enhanced investigative authority. 

Vagueness -- Some nonetheless, challenge the application of these provisions — they 
think Congress got the balance wrong. Their principal avenue of challenge is to say that 


19 See Anti-Terrorism and Effective Death Penalty Act of 1996, Pub. L. 104-31, 110 Stat 
1214, § 302, 303 (codified at 8 USC § 1189 and 18 USC § 2339). 

i9 See H.R. Rep. No. 104-383, at 43-45 (1995); see id at 45 (“The ban does not restrict an 
organization’s or an individual’s ability to freely express a particular ideology or political philosophy. 
Those inside the United States will continue to be free to advocate, think, and profess the attitudes 
and philosophies of the foreign organizations. They are simply not allowed to send material support 
or resources to those groups, or their subsidiary groups, overseas.”). 
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these provisions are vague — a contention with which I disagree. Nonetheless, as the 
Committee is no doubt aware, at least one appellate Court has held that the terms 
“personnel” and “training” as used in the materia] support provisions of AEDPA are 
impermissibly vague. 20 A district court likewise has held that the phrase "expert advice” — 
added to the law by the Patriot Act -- is impe rmis sibly vague. 21 

Unlike the conclusions regarding the intent of the Patriot Act (to which I turn my 
attention in a moment), these decisions (which purport to find vagueness in words of 
common usage) ate highly suspect. More significantly, because the construction given to the 
scienter requirement sufficiently limits potential abuse, the vagueness challenges to Section 
2339 are unnecessary. 22 

Fair Notice and Language - As a basic principle of due process, criminal 
prohibitions must give a person of ordinary intelligence “fair warning” of criminality. 23 The 
law does not need to define an offense with mathematical certainty, but must provide 
“relatively clear guidelines as to prohibited conduct.” 24 This doctrine recognizes that some 
exercise of prosecutorial discretion in choosing cases is inevitable — all that the Constitution 
requires is that Congress, through the text of the statutes “establish[es] minimal guidelines to 
govern law enforcement” 25 To prove that a statute is unconstitutionally vague on its face, a 
defendant must “at least demonstrate!] implication of ‘a substantial amount of 
constitutionally protected conduct.’” 26 Most importantly, if a class of offenses can be made 
constitutionally definite by a reasonable construction of the statute, the courts are under a 
“duty to give the statute that construction.” 27 In my judgment, the Ninth Circuit panel failed 
to exercise that “duty,” — one that could readily have been accomplished by consulting 
dictionary definitions of the words chosen by Congress. 

The terms chosen by Congress — “personnel,” “training,” and “expert advice” - are 
sufficiently cleat in their meaning to provide fair warning to a person of reasonable 
intelligence as to the potential that his or her conduct falls within the statutory prohibition. 
The term “personnel,” for example, generally describes employees or others working 
affiliated with a particular organization and working under that organization’s direction or 
control. The Oxford English Dictionary defines it as: “The body of persons engaged in any 
service or employment, esp. in a public institution, as an army, navy, hospital, etc.; the 
human as distinct from the material or material equipment (of an institution, undertaking. 


20 Humanitarian Lav Project v. Department of Justice, 352 F.3d 382, 403-05 (9* Cir. 2003). 

21 See Humanitarian Lav Project v. Ashcroft, — F.Supp.2d — , 2004 WL 547534 (C.D. Cal. Jan. 22, 
2004); see also Eric Lichtblau, “Citing Free Speech, Judge Voids Part of Antiterror Act,” NY Times at 
A1 0an. 27, 2004)). 

22 As I noted at the outset, portions of the legal analysis I discuss here were first advanced in 
filings by the Department of Justice in the Humanitarian Lav Project case. 

23 Groyned v. City of Rockford, 408 U.S. 104, 108-109 (1972). 

24 Posters N' Things, Ltd. v. United States, 511 U.S. 513, 525 (1994). 

25 Kolender v. Lavson, 461 U.S. 352, 358 (1983). 

26 Schwartymiller u. Gardner, 752 F.2d 1341, 1348 (9th Cir. 1984). 

27 United States v. Harriss, 347 U.S. 612, 618 (1954). 
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etc.” 28 Thus, “personnel” has a discernible and specific meaning, familiar to members of the 
working world who act in organizations. 

The word “personnel” is also used in numerous other places in the criminal code. 
For example, the code refers to; “United States personnel” assigned to a foreign mission or 
entities (18 U.S.C. 7(9) (B)); “ground personnel” preparing an aircraft for flight (18 U.S.C. 
31(5)(A)); “senior personnel” of Executive Branch and independent agencies (18 U.S.C. 
207(c)); civilian law enforcement “personnel,” and “personnel” of the Department of 
Defense (18 U.S.C. 831(d) & (e)(2)(B)(ii)); and “personnel” of the Arm ed Forces (18 U.S.C. 
2277(b)). If the term “personnel” is vague in as employed in AEDPA, then it is equally 
vague in these other contexts — yet no one would seriously offer that argument 25 

Similarly, the ban against providing “tr ainin g” to designated foreign terrorist 
organizations is not unconstitutionally vague. The verb “train” is commonly understood to 
mean: “To subject to discipline and instruction for the purpose of forming the character and 
developing the powers of, or of making proficient in some occupation.” More particularly, 
to train is “[t]o instruct and discipline in or for some particular art, profession, occupation or 
practice; to make proficient by such instruction and practice.” 30 It boggles the mind to 
suggest that Congress cannot proscribe teaching foreign terrorists how to become better 
terrorists — yet if the logic of the vagueness argument is followed, that would be the result. 
The statutory ban righdy can be read to preclude the training of foreign terrorists on how to 
use weapons, build bombs, evade surveillance, or launder funds — and that’s a good thing. 

And, finally, “expert assistance” is not in any way vague. It is a common concept in 
the law — for example, Rule 702 of the Federal Rules of Evidence defines “expert” 
testimony to be based on “scientific, technical, or other specialized knowledge.” The 
Oxford English Dictionary offers a similar definition: “One whose special knowledge or 
skill causes him to be regarded as an authority; a specialist” 3 ’ In turn, “advice” is an equally 
familiar term, meaning “Opinion given or offered as to action; counsel.” 32 I have no doubt 
whatsoever that I was called upon today to offer you my opinion because some member of 
the Committee staff thought I was an expert whose advice would be of value to you. To 
deny that those words clearly include my conduct today is, with respect, to deny that words 
have meaning. 


28 See Oxford English Dictionary (1999 ed.) (CD-ROM Ver. 2.0) (emphasis in original) 
[hereinafter OED (1999 ed.)]; see also Webster’s Third New International Dictionary (defining “personnel” 
as “a body of persons employed in some active service (as the army or navy, a factory, office, 
airplane)’). 

29 To the extent greater clarity is necessary, it is added by the use of the word “provide” 
which precedes personnel in the statute and the word “to” that follows it. To “provide personnel 
to” an organization is to act as an employee of the organization under its direction and control — not, 
as some would posit, to act independently of that organization. 

30 See OED (1999 ed). 

31 See OED (1999 ed.); see also (defining expert as “possessing special skill or knowledge”). 

32 See OED (1999 ed); see also Random House Dictionary 29 (2d ed. 1987) (" an opinion or 
recommendation offered as a guide to action, conduct, etc”). 
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Indeed, with respect to all of these terms, one might reasonably ask opponents of the 
provision what language they would suggest to clarify the alleged vagueness. They can offer 
none, because, at bottom, their argument is the solipsistic one of Sartre. 

Standing and Overbreath — Nevertheless, the Ninth Circuit held that two of these 
phrases — “training” and “personnel” were vague, and a district court has determined that 
“expert assistance” is vague, as well. Looking closely at the reasoning of these two courts 
demonstrates how badly astray they have gone in their analysis. 

The Ninth Circuit offered two examples of training that might raise First 
Amendment concerns: instructing a designated terrorist organization on how to petition the 
United Nations, and teaching conflict resolution to such an organization. 33 In some 
instances, the district court was concerned that similar actions could be construed as the 
provision of “expert assistance.” But the possibility of such applications does not mean the 
statutes are vague and does not justify invalidating the provisions in their entirety on a facial 
challenge. 

Indeed, settled law is to the contrary. An individual who asserts that a statute is 
vague must establish its vagueness as to his own conduct The hypothetical “expert political 
advocate” who might be caught in the alleged vagueness of the words “training” and “expert 
assistance” is not a ground for facially invalidating the statute. Rather, the proper course is 
an as applied challenge to the law on vagueness grounds as cases and circumstances warrant. 
For this reason, as the Supreme Court has said, where an individual had fair notice from the 
language of the statute that his own conduct is prohibited, he has no standing to assert that 
the statute was vague as it might hypothetically be applied to others. 34 

What is really at issue here is not, with all respect to the Ninth Circuit, vagueness. 

The real question is one of alleged overbreadth. In other words, in my view the language of 
the statute is clear. But it is also clear that an ill-minded government could seek to apply 
these clear words to protected First Amendment conduct Thus, the concern is a potentially 
over broad application of the law - beyond the core areas of concern that everyone 
concedes are constitutionally proscribable to areas of expressive conduct where the 
government should not tread. The Ninth Circuit, by ignoring the correct issue, missed the 
right analysis. 

But even if it had asked the right question, the result — voiding the statute -- would 
(as the district court recognized) be wrong. As the Supreme Court said, just this past year, 
“there comes a point at which the chilling effect of an overbroad law, significant though it 
may be, cannot justify prohibiting all enforcement of that law — particularly a law that reflects 
‘legitimate state interests in maint ainin g comprehensive controls over harmful, 
constitutionally unprotected conduct.’” 33 The Court went on to explain: 

[T]here ate substantial social costs created by the overbreadth doctrine when it 
blocks application of a law to constitutionally unprotected speech, or 
especially to constitutionally unprotected conduct To ensure that these 
costs do not swallow the social benefits of declaring a law ‘overbroad,’ we 


33 352 F.3d at 404. 

34 See Parker v, Lety, 417 U.S. 733, 755 (1974). 

35 Virginia v. Hicks , 123 S. Ct 2191, 2197 (2003). 
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have insisted that a law’s application to protected speech be ‘substantial,’ not 
only in an absolute sense, but also relative to the scope of the law’s plainly 
legitimate applications, . . . before applying the ‘strong medicine’ of 
overbreadth invalidation. 36 

Thus, “[t]he overbreadth cl aim ant bears the burden of demonstrating, ‘tom the text of [the 
law] and from actual fact,’ that substantial overbreadth exists.” 37 

And this, at the core, demonstrates why the overbreadth challenge should fail. As 
already discussed, the text of the law does not suffer torn unreasonable scope. And, as I 
noted at the outset, there are no “actual facts” of abuse that have been reported - no public 
advocates criminalized for their political speech. And the social costs of declaring these laws 
overbroad is potentially catastrophic. The United States has a “legitimate state interest” in 
controlling the “constitutionally unprotected conduct” of providing material support for 
terrorism — teaching a terrorist how to build a bomb is not protected free speech. Courts 
that rule otherwise fail to recognize that the paradigm of pure law enforcement can no 
longer be applied. The cost of the Type II errors is simply too great And thus, as the 
Supreme Court said in a far more benign context in Hicks, the social costs of striking the 
entire law as overly broad counsel strongly against that result. 

Nor is my view mere speculation. Already, these laws (AEDPA, (as codified in 18 
U.S.C. § 2339, and Section 805 of the Patriot Act) have been used in a number of cases to 
prosecute potential terrorist activities. For example, John Walker Lindh was charged with 
providing “personnel” to al Qaeda based on acts of attending its terrorist training camp, 
swearing allegiance in jihad, and volunteering for military service in its forces. These charges 
were then upheld against vagueness and overbreadth attacks (demonstrating, by the way that 
the decisions that have been handed down by the courts on the West Coast are by no means 
ineluctable). 38 A half dozen other cases can also be identified. 35 To accept the reasoning of 
the courts on vagueness or overbteadth grounds is to despair of any real ability to address 
this conduct - and that is, regretfully, a result we simply cannot afford. 

It is also, in my judgment, a result that is unnecessary. Rather than distorting the 
doctrines of vagueness and overbreadth to protect hypothetical innocent First Amendment 
actors,' a far more direct and appropriate method (already adopted by the Ninth Circuit) 


36 Id. (citations omitted; emphasis in original) 

” Id at 2198. 

38 See United States v. Lindh, 212 F. Supp.2d 541, 572-74 (E.D.Va. 2002). 

39 Other cases involving these provisions include United States v. Battle, (D. Oregon October 
2, 2002) (defendants are charged with providing “personnel” by conspiring to travel to Taliban- 
controlled Afghanistan after September 11, 2001, to join al Qaeda forces fighting_/;W, and to take up 
arms against the United States and its allied military forces serving in Afghanistan); United States v. 
Goba, (W.D.N.Y October 21, 2002) ( defendants are charged with providing “personnel” by traveling 
to Afghanistan to engage in jihad training); United States v. Stewart, (S.D.N.Y., Sept 2002) (defendants 
supplied “personnel” by providing themselves to the Islamic Group by facilitating communication to 
it by its imprisoned leader); United States v. Ujamma, (W.D. Wash. August 28, 2002) (defendants are 
charged with violating the “personnel” provision by conspiring to recruit persons interested in 
violent jihad and jihad training, and to sponsor partially trained persons for operations coordinated by 
al Qaeda). 
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exists to limit the potential for abuse - construing the scienter requirements in a maimer that 
protects innocent actors. To that issue, I now turn. 

Material Support and Scienter -- The Ninth Circuit has interpreted the intent 
requirements of Section 2399B. In my view, in this aspect of interpretation the Ninth 
Circuit got it more or less right. 

What must the government prove the supporter knew in order for the supporter to 
violate the criminal prohibition? The statute says that “Whoever . .. knowingly provides 
material support to a foreign terrorist organization” is guilty of a crime.® Does it suffice to 
show that the supporter purposefully did the act which constitutes the offense - i.e. that he 
provided material support by donating money to the organization, or must government also 
show that the supporter knew of the organization’s designation as a terrorist organization or 
of the unlawful activities that caused it to be so designated. 41 

Here, the Government’s position - that it need not prove knowledge of the 
designation — goes too far and risks trenching on First Amendment freedoms of speech and 
association. 42 The requirement that a crime involve culpable purposeful intent has a solid 
historical grounding. As Justice Robert Jackson wrote: 

The contention that an injury can amount to a crime only when inflicted by 
intention is no provincial or transient notion. It is as universal and persistent 
in mature systems of law as belief in freedom of the human will and a 
consequent ability and duty of the normal individual to choose between good 
and evil. A relation between some mental element and punishment for a 
harmful act is almost as instinctive as the child’s familiar exculpatory “But I 
didn’t mean to,” and has afforded the rational basis for a tardy and 
unfinished substitution of deterrence and reformation in place of retaliation 
and vengeance as the motivation for public prosecution. Unqualified 
acceptance of this doctrine by English common law was indicated by 
Blackstone’s sweeping statement that to constitute any crime there must first 
be a “vicious will.” 45 

Though the text of section 2339B requires that the supporters have acted 
“knowingly” — a seeming protection from the imposition of unwarranted liability — if 
interpreted as the government suggest, that requirement would be but a parchment barrier to 
what is, in effect, the imposition of absolute liability. The government’s interpretation would 
presume that all supporters are charged with knowing all of the intricate regulatory arcana 
that govern the designation by the Secretary of terrorist organizations - a presumption that 
generally applies (and perhaps misapplies) in the context of a closely regulated industry. 44 As 


« 18 USC § 2339B. 

4! Humanitarian Lav Project v. Department of Justice, 352 F.3d 382 (9* Cir. 2003). 

42 For a general discussion of the problem of ovedy broad criminal laws and the increased 
criminalization of otherwise innocent conduct, see Paul Rosenzweig, The Over-Criminalization of 
Social and Economic Conduct, Legal Memorandum No. 7 (The Heritage Foundation April 2003). 

43 Morrisette, 342 U.S. at 250-51. 

44 E,g. United States v. International Minerals & Chemical Corp., 402 U.S. 558, 565 (1971) 
(“[WJhere . . . dangerous or deleterious materials are involved, the probability of regulation is so great 
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a consequence, under the Government’s interpretation, the only requirement imposed by 
requiring proof that one has acted “knowingly” is that the government must demonstrate 
that the defendant has purposefully done the act constituting the offense — and in the 
context of a charitable donation that showing is trivial. Nobody donates money (or provides 
advice) by mistake or accident. As Justice Potter Stewart noted: “As a practical matter, 
therefore, they [would be] under a species of absolute liability for violation of the regulations 
despite the ‘knowingly* requirement.” 45 

What is particularly disturbing about the Government’s argument is that it works in 
tandem with the statutory amendment authorizing significandy harsher penalties. 

Historically, when the courts first considered laws containing reduced intent requirements, 
the laws almost unif o rml y provided for very light penalties such as a fine or a short jail term, 
not imprisonment in a penitentiary. 45 As commentators noted, modest penalties are a logical 
complement to crimes that do not require specific intent. 47 Indeed, some courts questioned 
whether any imprisonment at all could be imposed in the absence of intent and culpability. 48 
This historical view has, of course, been lost: laws with reduced mens rea requirements are 
often now felonies. 49 And even misdemeanor offenses can, through the stacking of 
sentences, result in substantial terms of incarceration. 50 

But this should not be the uniform case - especially where, as here, much innocent 
conduct, otherwise protected by the First Amendment, would be swept up in the broader 
definition. We should not lose sight of a fundamental truth: “If we use prison to achieve 
social goals regardless of the moral innocence of those we incarcerate, then imprisonment 
loses its moral opprobrium and our criminal law becomes morally arbitrary.” 5 ' Or as the 
drafters of the Model Penal Code said: 

It has been argued, and the argument undoubtedly will be repeated, that strict liability 

is necessary for enforcement in a number of the areas where it obtains. But if 


that anyone who is aware that he is in possession of them or dealing with them must be presumed to 
be aware of the regulation.”). 

45 International Minerals & Chemical Corp., 402 U.S. at 569 (Stewart, J., dissenting). 

44 See Staples v. United States, 511 U.S. 600, 616 (1994) (citing eg. Commonwealth v. Raymond, 97 
Mass. 567 (1867) (fine up to $200 or 6 months in jail); Commonwealth v. Farren, 91 Mass. 489 (1864) 
(fine only); People v. Snowburger, 113 Mich. 86, 71 N.W. 497 (1897) (fine up to $500 or incarceration in 
county jail). 

47 See Francis B. Sayre, “Public Welfare Offenses,” 33 Colum. L. Rev. 55, 70 (1933); see also 
Morissette v. United States, 342 U.S. 256, 256 (1952) (“penalties commonly are relatively small, and 
conviction does no grave damage to an offender’s reputation’^. 

48 Eg. People ex rtl Price v. Sheffield Farms-Slawson-Uecker, Co., 225 N.Y. 25, 32—33, 121 NE 
474, 477 (1918) (Cardozo, J.); id. at 35, 121 N.E. at 478 (Crane, J., concurring) (imprisonment for 
crime that requires no mens rea stretches law of regulatory offenses beyond its limitations). 

49 Eg, United States v. Weitgenhaff, 35 F.3d 1275 (9th Cir. 1994) (felony violation of Clean 
Water Act — no knowledge of regulations necessary). 

50 Eg. United States v. Ming Hong 242 F.3d 528 (4th Cir. 2001) (misdemeanor convictions 
stacked for 3 year sentence). 

51 United States v. Weityenhoff, 35 F.3d 1275, 1293 (9th Cir. 1993) (K3einfeld,J., dissenting 
from denial of rehearing en banc). 
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practical enforcement precludes litigation of the culpability of alleged deviation from 
legal requirements, the enforcers cannot rightly demand the use of penal sanctions 
for the purpose. Crime does and should mean condemnation, and no court should 
have to pass that judgment unless it can declare that the defendant’s act was 
culpable. This is too fundamental to be compromised. 52 

The broad statutory language, which does not make clear what intent must be 
proven has, fortunately, begun to be interpreted by the courts in a restrictive manner. 53 And 
that’s a good thin g - it demonstrates that we can grant the government additional powers to 
combat terrorism while reasonably anticipating that the checking mechanisms in place will 
restrain to excessive a use of those powers. 

And, lest one think that I, too, have fallen into the trap of exalting liberty over 
security, let me hasten to add two important points: 

First, we should have every confidence that by and large Executive authorities are 
already screening cases for these very criteria. There is litde (indeed no) reason to suspect 
that the Executive branch is using Section 805 as a means of condemning wholly innocent 
behavior. Thus, the imposition of scienter requirement, while perhaps allowing some guilty to 
escape at the margins, will have litde effect in the run-of-the-mine cases. In short, it 
substantially lowers the risks of Type II errors while not appreciably enhancing the 
probability of Type I errors. 

Second, and equally important, the addition of a saenter requirement will not 
eliminate the ability of the government to rely on other standard doctrines of criminal law, 
such as willful blindness, with which faux claims of innocence may be rebutted. Frankly, 
reviewing the Humanitarian Law Project case we’ve been discussing, I think the public record 
of the Tamil Tigers as a terrorist organization is so widely known that claims of innocence in 
affiliating with the group are unlikely to prove availing. Defendants will not be able to avoid 
penalties by maintaining a willful blindness to the true nature of the organization. Our 
collective American experience is that juries are quite good at sorting the sham claims of 
innocence from the legitimate ones. 

Lessons Learned 

Finally, I want to step back and ask what we can learn from the foregoing analysis 
and our experience with the court’s construction of Section 2339B. Frankly, it leaves me 
very optimistic. 

I disagree with portions of the Ninth Circuit’s opinion - profoundly. Other 
portions, I find commendable. But what I find most commendable of all is that the judicial 
review function is working. And review — both by the Courts, and by this Congress — is 
essential. For oversight — in its varying forms — enables us to limit the executive exercise of 
authority. Paradoxically, however, it also allows us to empower the executive; if we enhance 
transparency appropriately, we can also comfortably expand governmental authority, 
confident that our review of the use of that authority can prevent abuse. While 
accommodating the necessity of granting greater authority to the Executive branch, we must 
also demand that the executive accept greater review of its activities. 

52 American Law Institute, Model Penal Code § 2.05 and Comments at 282-83 (1985). 

53 Humanitarian Law Project, 352 F.3d at 394-403. 
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So, I see the cases you are reviewing, and the conduct of this hearing, as a success 
story. It is part of an ongoing dialogue about civil liberty and security — a dialogue that is just 
beginning. When the Cold War began it was more than 1 0 years before the legal and 
structural systems that would sustain us through the 50-year struggle were put in place. We 
cannot, and should not, expect that at the start of this long struggle we will get it tight the 
first time. 

As Michael Chertoff the former Assistant Attorney General for the Criminal 
Division has written: 

The balance (between liberty and the response to terror] was struck in the 
first flush of emergency. If history shows anything, however, it shows that 
we must be prepared to review and if necessary recalibrate that balance. We 
should get about doing so, in light of the experience of our forbearers and 
the experience of our own time. 5 '* 

Others have echoed that call . 55 

Right now, the judicial debate will continue. If the views of the Ninth Circuit prevail 
(contrary to my own views) then Congress will be well positioned to fix the problem with 
additional language. If, by contrast, my views are ultimately persuasive, then the courts 
(through as applied challenges) and Congress will nonetheless remain ready to police the 
boundaries of executive authority and insure against abuse. 

And that is exacdy as it should be. John Locke, the seventeenth-century philosopher 
who gready influenced the Founding Fathers, was equally right when he wrote: “In all states 
of created beings, capable of laws, where there is no law there is no freedom. For liberty is to 
be free ftom the restraint and violence from others; which cannot be where there is no law; 
and is not, as we are told, a liberty for every man to do what he lists.” 56 Thus, the obligation 
of the government is a dual one: to protect civil safety and security against violence and to 
preserve civil liberty. 

And so, I return to where I began - commending this Committee for its thoughtful 
consideration of the issues. So long as we keep a vigilant eye on police authority, so long as 
the federal courts remain open, and so long as the debate about governmental conduct is a 
vibrant part of the American dialogue, the risk of excessive encroachment on our 
fundamental liberties is remote. The only real danger lies in silence and leaving policies 
unexamined. 

Mr. Chairman, thank you for the opportunity to testify before the Committee. I look 
forward to answering any questions you mig ht have. 


54 Michael Chertoff “Law, Loyalty, and Terror,” The Weekly Standard 15, 17 (Dec. 1, 2003). 

55 E.g. Susan Schmidt, “Bipartisan Debate on Patriot Act is Urged,” Wa. Post (Nov. 14, 
2003) (former Deputy Attorney General Thompson proposes bipartisan commission to debate “the 
legal toots that should be employed in combating terrorism”). 

56 John Locke, Ta>o Tnatises ^Government, ed. Peter Laslett (Cambridge: Cambridge 
University Press, 1988), 305. 
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Mr. Chairman, members of the Committee, thank you for asking us here 
today. I am pleased to be able to discuss with you the Justice Department's efforts 
in the investigation and prosecution of terrorists, and in the protection of the 
American people from future terrorist attacks. I am also pleased to discuss how the 
material support statutes have been crucial to those efforts. 

We have made significant progress and scored key victories in the war on 
terror. Since September 11, we have charged 310 defendants with criminal offenses 
as a result of terrorism investigations. 179 have already been convicted. We have 
broken up terrorist cells in Buffalo, Charlotte, Portland, and northern Virginia. 
Through interagency and international cooperation, nearly two-thirds of A1 Qaeda’s 
leadership worldwide has been captured or killed. We are dismantling the terrorist 
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financial network: $136 million in assets have been frozen in 660 accounts around 
the world. 

The recent tragedy in Madrid, however, has been yet another grim reminder 
that our enemies continue to plot such catastrophic attacks and will not willingly 
stop trying to strike us at home. The United States and its allies have been subject to 
deadly terrorist attacks tied to A1 Qaeda throughout the world. Several weeks after 
the Madrid train bombings, British authorities arrested nine terrorist suspects and 
seized half a ton of ammonium nitrate fertilizer, a chemical used to make bombs, in 
a storage garage near London=s Heathrow Airport. Two weeks ago, a car bomb in 
Riyadh, Saudi Arabia killed five people and wounded 147 others; at the time, Saudi 
officials reported that they had defused five other bombs in and around Riyadh that 
week. And just a few weeks ago, Usama bin Laden called on Al Qaeda and its 
supporters to continue their terrorist holy war, or jihad, against the United States, 
and tried to drive a wedge between coalition partners with threats of violence. 

The Attorney General has made it clear that the Justice Department’s top 
priority is to prevent terrorist attacks before they occur. All of us in the 
Department have placed a premium on finding creative ways to disrupt terrorist 
planning and operations before disaster strikes. Pursuing and prosecuting terrorists 
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after an attack is part of our mission, but it is not the focus of our efforts. 

Old models of law enforcement and deterrence are ineffective against 
adversaries who not only accept, but glorify, killing themselves in the course of 
attacking innocent people. We cannot and will not limit our role to a reactive one, 
simply picking up the pieces after terrorist attacks. In other words, we are playing 
strong offense, not just defense, through aggressive investigation, comprehensive 
intelligence gathering, and real-time analysis of data. 

Our offensive strategy targets both the perpetrators of violence and those who 
give them material support. The chronology of a terrorist plot is a continuum from 
idea, to planning, to preparation, to execution and attack. The material support 
statutes help us strike earlier on that continuum — we would much rather catch 
terrorists with their hands on a check than on a bomb. By dismantling the entire 
terrorist network, from the front-line killers, to those training to kill, to the 
fundraisers and facilitators, we maximize our chances of neutralizing terrorist 
activity. The more difficult it is for a terrorist to reach our shores, or communicate 
with co-conspirators, or buy a bomb, or learn how to build one, the less likely it is 
that a bomb will explode in one of our cities and kill innocent Americans. 
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The material support statutes — 18 U.S.C. §§ 2339A and 2339B — and related 
offenses like the International Emergency Economic Powers Act (IEEPA), 50 U.S.C. 
§ 1701 etseq., and seditious conspiracy, 18 U.S.C. § 2384, have been a crucial part of 
our prevention strategy. Their scope, which properly extends not only to violent 
terrorists but also to their supporters, gives our investigators and prosecutors an 
invaluable tool with which to pursue, disrupt, incapacitate, and punish those who 
would do us harm. 

The statutory definition of “material support” illustrates the breadth of 
resources that terrorists may need to carry out a successful attack, and the many 
ways in which their supporters can contribute to the spread of violence. For 
example, terrorists need not only weapons, but also the training to use them, the 
money to buy them, and the personnel to wield them. Furthermore, while planning 
and preparing for their attacks, terrorists need safe places to stay, expert advice on 
targets and methods of attack, communications equipment to keep in touch with 
each other, means of transportation, and identity documents to cross borders. 

In implementing our proactive strategy of prevention, we have put the 
material support statutes to good use. Only a handful of material support 
prosecutions were initiated before September 11, but since then, the Department has 
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charged over SO defendants with such offenses in 17 different judicial districts. The 
following examples of these cases illustrate the breadth of terrorist activity that the 
material support statutes allow us to disrupt and punish. 


The most obvious category of material support cases involves defendants who 
actually volunteer to commit violence on behalf of terrorists and foreign terrorist 
organizations. In our view, prosecutors may use the material support statutes to 
prosecute these individuals because the definition of "material support” includes 
“personnel," in the form of one's own personal services. Using the material support 
statutes, we have broken up violent jihad cells across the country: 

Members of a terrorist cell in Lackawanna, New York traveled to 
Afghanistan and attended an A1 Qaeda-affiliated training camp there before the 
September 11 attacks. They pleaded guilty to material support charges, agreed to 
cooperate, and are now serving prison terms ranging from eight to ten years. 

Members of another terrorist cell in Portland, Oregon attempted to travel to 
Afghanistan after September 11 to fight on behalf of the Taliban. After being 
charged with conspiring to provide material support to A1 Qaeda and the Taliban, 
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they pleaded guilty to seditious conspiracy and IEEPA violations and were 
sentenced to prison terms ranging from seven to 18 years. 

In March, several members of another cell in northern Virginia were 
convicted of material support offenses after training in the United States to fight 
jihad in Afghanistan and Kashmir. Two defendants also traveled to Pakistan after 
September 11 to train further in a terrorist camp there. The defendants will be 
sentenced in June and face up to life in prison. 

When persons like these actually learn how to wage violent jihad from groups 
such as AI Qaeda, and then return to the United States, they pose a clear and serious 
threat to the safety of the American people. Tens of thousands have attended 
training camps where they have been schooled in terrorist tradecraft, learning skills 
like bomb-making and covert communications. It is very difficult to know exactly 
when these sleeper agents may go operational, and what manner of violence they 
may visit upon innocent citizens. Nor should we wait to find out. The material 
support statutes enable prosecutors to take such persons off the streets and into 
court, where they face stiff penalties that match the threat they pose. Moreover, the 
sentences available under the statutes often produce cooperation with the 
government, and thereby lead to valuable intelligence about terrorist networks. 
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Without the material support statutes, prosecutors may still pursue these terrorists 
through other avenues — for example, by seeking to deport them for violating 
immigration laws — but these alternatives are not always available and often lack 
the same potential for incapacitation and intelligence-gathering. 

The material support statutes also allow us to strike at earlier stages of 
terrorist operations by pursuing those who provide a wide array of support to the 
front-line killers. For example, Iyman Faris, a naturalized citizen working as a 
truck driver in Ohio, helped Al Qaeda by researching the capabilities of ultralight 
airplanes, extending the airline tickets of several AI Qaeda members, and surveying 
a potential target and reporting his assessment by coded message. Upon pleading 
guilty to material support charges, he was sentenced to twenty years in prison. 

Last August, the FBI arrested Hemant Lakhani in New Jersey for allegedly 
attempting to sell a shoulder-fired surface-to-air missile to an FBI cooperating 
witness for the purpose of downing a U.S. civilian airliner. Lakhani was charged 
with offenses including attempting to provide material support to terrorists and 
faces up to 25 years in prison. 

In March, in San Diego, California, two men pleaded guilty to providing 
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material support to A1 Qaeda. They had negotiated with undercover agents to buy 
four Stinger anti-aircraft missiles, which the defendants stated would be sold to 
associates of the Taliban and A1 Qaeda in Afghanistan. Each faces up to fifteen 
years in prison for this offense. 

Of course, in addition to these specific types of assistance, supporters of 
terrorism can also provide money itself, which every terrorist group needs to 
survive. In some cases, terrorist supporters in the U.S. engage in crimes within our 
borders to support violence overseas. For example, we uncovered a group of 
Lebanese nationals in Charlotte, North Carolina, who were using the proceeds of 
credit-card fraud and cigarette smuggling to fund Hizballah operatives in Beirut. 
The lead defendant in this case was convicted of sixteen separate counts that 
included providing material support to Hizballah, and was ultimately sentenced to 
the maximum penalty of 155 years in prison. Similarly, another group in Detroit 
sent the proceeds of their own cigarette-smuggling ring to Hizballah. The lead 
defendant in this case pleaded guilty to providing material support to Hizballah and 
was sentenced to almost five years in prison. 

Terrorist financiers also conceal their funding of terrorist organizations by 
using charitable front organizations. For example, Sami Al-Arian, a former 
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university professor in Tampa, Florida, has been charged with material support and 
related offenses for allegedly operating secretly as the North American leader for 
the Palestinian Islamic Jihad, one of the world's most lethal terrorist organizations. 
Al-Arian allegedly helped operate and fund an organization that has killed over a 
hundred people, including U.S. citizens. 

Terrorists know that money is their lifeblood and have voiced frustration at 
the success of our efforts to clamp down on terrorist financing. Take, for example, 
the complaints of Jeffrey Battle, a member of the terrorist cell broken up in 
Portland. In a recorded conversation with an FBI informant, Battle explained why 
his enterprise was not as organized as he thought it should have been (quote): 
“[Bjecause we don’t have support. Everybody’s scared to give up any money to 
help us. . . . Because that law that Bush wrote about . . . Everybody’s scared . . . 
He made a law that says for instance I left out of the country and I fought, right, 
but I wasn't able to afford a ticket but you bought my plane ticket, you gave me 
the money to do it . . . By me going and me fighting, by this new law, they can 
come and take you and put you in jail.’’ 

Battle was right. His ex-wife, who knowingly helped fund his travel toward 
Afghanistan, was prosecuted, pleaded guilty, and is now in prison, like Battle 
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himself. 

We have also learned that our pursuit of terrorist financiers can lead to the 
apprehension not only of those who write checks to terrorists, but also of the 
dangerous and violent terrorists themselves. In a case I mentioned earlier, members 
of a terrorist cell in northern Virginia were convicted of providing, and conspiring 
to provide, material support to terrorist groups. In her opinion, District Judge 
Leonie Brinkema quoted a report introduced into evidence against the Virginia cell 
members. The report was written by a fundraiser for Benevolence International 
Foundation (BIF), an Islamic charity headquartered in Chicago. The fundraiser 
had been invited to observe the Virginia cell's military-style paintball training 
exercises, and praised the fervor of the cell members and the rigor of their training 
sessions. 

The report first came to the attention of investigators and federal prosecutors 
in Chicago who suspected BIF’s executive director of diverting charitable 
contributions to terrorist organizations around the world. They sent the report to 
the Justice Department’s Counterterrorism Section, which in turn forwarded it to 
federal prosecutors in Virginia. The result: In Chicago, BIF’s executive director 
pleaded guilty to a racketeering conspiracy, admitting that BIF donors were misled 
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into believing that their donations would support peaceful causes when in fact funds 
were spent to support violence overseas. He was sentenced last August to over 
eleven years in prison. In northern Virginia, nine of eleven defendants have been 
convicted or have pleaded guilty to offenses arising out of the cell's preparations for 
jihad. The relationship between these two investigations illustrates the coordination 
and the proactive and preventive strategy that we must employ to win the war on 
terror. 

Before I finish, I should address one important issue. Some people have 
expressed concerns about potential First Amendment implications of the material 
support statutes. But the material support statutes do not, and should not, prohibit 
people from believing what they want, however misguided, advocating what they 
believe in, and acting independently and nonviolently based on their beliefs. It is 
only when someone crosses the line between advocacy and action on behalf of 
terrorists or a designated foreign terrorist group that they can and should be 
prosecuted. As Judge William Skretny told Shafal Mosed, one of the Lackawanna 
Six, when sentencing him to eight years in prison, the material support offense “is 
not a thought crime," and that “[i]f you had supported Al Qaeda in your heart only, 
you would not be here today." Rather, Judge Skretny said, he was being punished 
because he ‘made a decision to take action." In short, neither the statutes nor our 
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enforcement of them infringes First Amendment rights. 

Mr. Chairman, I thank you again for inviting us here and giving us the 
opportunity to discuss how the material support statutes are being used in the field 
to fight terrorism. I would also like to thank this Committee for its continued 
leadership and support. Together, we will continue to make great strides in our 
battle to defeat those who would do this country harm. 

After you hear from my colleagues, Mr. Bryant and Mr. Bald, I will be happy 
to respond to any questions you may have. 
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